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Access to information and other aspects of the freedom of expression
and privacy in Ukraine
Latest attack on freedom of expression
Yevhen Zakharov
Kharkiv Human Rights Protection Group

On 11 May 2004, the Verkhovna Rada of Ukraine passed the Law «On amend​ments to certain legislative acts of Ukraine» taking into regard the President’s comments» (No. 2663). This law had previously been passed on 9 July 2003 however the President had used his power of veto. In fact, the State Deputies passed virtually the same law, the amendments concerning only the definition of confidential information which is the property of the State.
The amendments introduced to the Law on the Press significantly narrow the boundaries of the constitutional right to information (this in itself being a violation of Article 64 of the Constitution which prohibits any limitation on constitutional rights and liberties, aside from cases specifically allowed for by the Constitution). In particular: Part 1 of Article 2 «Freedom of the activity of the printed mass media», now declares «the right of every citizen to freely and independently look for, receive, locate, retain, use and disseminate any information which is open under the rules of access with the help of printed means of mass media». The main right of journalists to information is similarly narrowed: a journalist now has «the right to freely receive, use, circulate (publish) and retain that information which is open under the rules of access» (p.1 of Part 2 Article 26.
Thus, one may no longer receive, use, circulate or retain information which is on limited access, that is, according to Article 30 of the Law «On information», confidential or secret information. In accordance with Article 30 of the Law «On Information», secret information is that which presents «a State secret or other secrets allowed for by legislation, the disclosure of which could be harmful to an individual, society or the State». The definition of State secrets and the rules for access to information which is deemed a State secret are set out in the Law of Ukraine «On State secrets». As for «the other secret information allowed for by legislation», the situation is much less clear. The procedure for classifying information as secret in accordance with Article 30 of the Law «On information», is determined by the appropriate bodies in comp​liance with the demands of the Law «On information». Since Article 21 of this Law stipulates that the sources and procedure for receiving, using, circulating and retaining official information from State bodies at all levels shall be defined by the laws relating to these bodies, it would be entirely reasonable to except this to be reflected in the relevant laws. However, there is not one definition of other types of secret information held by State bodies in any of them.
In the second part of Article 30 a definition of confidential information is given. This is «information which is held, used or circulated by individuals or legal entities and is distributed in accordance with their wishes only to specified individuals.» Note that, although not directly stated, those in possession of confidential information can only be individuals or non-governmental legal entities, since, in accordance with Article 19 of the Constitution, «Bodies of state power and bodies of local self-government and their officials are obliged to act only on the grounds, within the limits of authority, and in the manner envisaged by the Constitution and the laws of Ukraine». Thus they cannot distribute information «in accordance with their wishes only to specified individuals.» It is impossible, therefore, to consider that part 2 of Article 30 provides a definition of «confidential information which is the property of the State». This is surely what the President had in mind in his comment (p. 6): «Provide a definition of confidential information which is the property of the State». In our opinion, the amended version of the Law has effectively disregarded this comment, and if the President is consistent, he will use his power of veto over this Law once again.
Indeed, this discrepancy is not resolved by the introduction into Law No. 2663 of parts 3 and 4 of Article 30. Part 3 states that with regard to information which is «the property of the State and is in use by State executive bodies and bodies of local self-government, businesses or organisations of any form of property, limited access in accordance with the law and confidential status may be assigned in order to preserve the information. It is devoid of all logic and absolutely baffling to offer limited access to information «in order to preserve the information». It remains unclear which law this Article is in accordance with. As regards part 4, where the information which cannot be assigned such status is listed (this almost word for word repeating the list of information which cannot be considered a state secret), one can confidently predict that in a given case, these restrictions will not work. Instead state officials, and not the law, will decide whether to limit access to information for those reasons, or not. The ‘negative’ definition of confidential information which is the property of the State given in the Law could work if the creation of a «list of types of information which are confidential information which is the property of the State» had been allowed for as was the case with forms of information which are a state secret. It would then have been possible to avoid the said discrepancy where one and the same information is, according to the wishes of one department freely circulated, while another decides that it should be classified as secret.
However the law passed does not allow for any such list to be created. In accordance with part 2 of the still current Resolution No. 1813 of 27 November 1998 «On the Confirmation of Instructions regarding the appearance, storage and use of documents, files, publications and other physical sources of information, which contain confidential information which is the property of the State», central and local executive bodies and bodies of local self-government were obliged to design and put into effect a list of types of confidential information which are the property of the State. This information is classified using the stamp OU («For official use only»). Yet virtually every department can have its own such list. Who decides, and on the basis of which criteria, what information should be confidential is not defined in the Instructions. It is thus not known whether such lists have been created and unclear whether they will be made available to the public. In practice, requests for information have frequently been turned down on the grounds that the given information is classified as OU.
In the final analysis, only one conclusion can be drawn from such formulations, and that is that decisions as to which information should be protected are taken by state officials at their own discretion. Law No. 2663 is designed to strengthen and defend their discretionary powers. Now a journalist receiving any form of information can no longer be certain that the information is openly available, and should, strictly speaking, obtain permission to publish it from the appropriate state body, which holds the right of possession, use and disposal of the said information. This means the introduction of censorship, prohibited by Article 15 of the Ukrainian Constitution. The situation which has arisen is unacceptable.
The second package of amendments to legislation answers the old question with its own history: who has the right to organise wire tapping (by wire tapping is understood not only phone-tapping, but any forms of monitoring of communi​cation). Amendments to laws, set out in Law No. 2663, strengthen the monopoly of the Secret Service (SSU) on secret wire tapping. Administrative liability is established, not only for violations of legislation regulating the design, develop​ment and sale of special technical devices for intercepting information from channels of communication, or other means of illicitly gaining information, but also for the unauthorised purchase or keeping of such special technical devices (Articles 195-5 of the Administrative Offences Code (OAC). The fine, moreover, is large: if anyone dares design, develop, sell, obtain or keep such devices, he or she risks a fine of between 50 and 100 minimum wages before tax. If an official dishonestly decides to illegally obtain or keep such devices, he or she could face a fine of between 200 and 500 minimum wages before tax. Administrative liability is also established for allowing illegal access to information from automated systems (Articles 212-4 of the AOC).
Law No. 2663 contains one other extremely important amendment to Article 11 of the Law «On the protection of information in automated systems». The old wording was: «The requirements and regulations with regard to the protection of information, which is the property of the State, or information, the protection of which is guaranteed by the State, are established by a state body, authorised by the Cabinet of Ministers of Ukraine. These requirements and regulations are compulsory for owners of automated systems, where such information is processed, and are recommended for other owners of information». The words «are recommended» have now been excluded. Does this therefore mean that non-governmental owners of automated systems (AS) are obliged to protect information in their AS according solely to principles and regulations established by the same SSU? In this way, SSU wants to control not only all operations in the State and private sectors, connected with intercepting information from channels of communication, but also the protection of information in all automated systems, State or private. This violates part three of Article 30 of the current Law «On information», in accordance with which individuals, holding information obtained at their own expense, can independently determine the procedure and rules for access to it, including whether or not it be classified as confidential, and establish their own system (means) of protection! Moreover, such radical State monopolisation of protection of information in automated systems creates huge scope for abuse.
Law No. 2663 significantly broadens the powers of SSU. Jurisdiction for crimes foreseen by Article 359 of the Criminal Code of Ukraine has been changed (unlawful use of technical means of obtaining information): pre-trial investigations are transferred from the jurisdiction of the prosecutor’s office to that of SSU. Cases involving administrative infringements of legislation regarding State secrets or the provision of unlawful access to information in automated systems, the purchase or keeping of special technical devices for obtaining information from channels of communication, and other means for illicitly obtaining information are placed under the competence of SSU. Thus, SSU has obtained the right of administrative detention of individuals who have committed these admini​strative offences, the right to search people or things, to seize documents or things, which are a tool or direct object of these offences or other actions for administra​tive procedure foreseen by the law. Who then can become an offender? In the first instance, journalists whose professional duty it is to inform society.
The Law passed is therefore, in our view, unacceptable for a country which declares its commitment to democracy and protection of human rights.
Access to information regarding illegal acts
of law enforcement bodies from offices
of the Prosecutor

Yevhen Zakharov, Irina Rapp
Kharkiv Human Rights Protection Group

Torture and cruel treatment during detective inquiry and criminal investigations
 remain one of the worst human rights violations in Ukraine. Supervision over the legality of the activity of law enforcement bodies is undertaken by the offices of the Prosecutor. In order to evaluate the effectiveness of such supervision, access to information which is at the disposal of the prosecutor’s offices is vital. For this reason, one of the authors of this article sent formal requests for information on 30 December 2003 to the General Prosecutor of Ukraine and to the Prosecutor’s offices of 27 regions of Ukraine (the Prosecutor of the Autonomous Republic of Crimea (ARC), of the cities of Kiev and Sevastopol, and of 24 regions). The request to the Cherkasy region is given below as an example.
20 December 2003

No. 273/03
To the Prosecutor of the Cherkasy region
18015 Cherkasy
Shevchenko Boulevard, 286

Dear Sir,
I am one of the Chairs of the non-governmental organisation «The Kharkiv Human Rights Protection Group» (KHRG). The organisation prepares analytical surveys for its journal «Prava Ludyny» («Human Rights») on the situation as regards human rights in Ukraine, in particular, issues related to the lawfulness of activities of law enforcement officers of the Ministry of Internal Affairs (MIA), as well as those of the State Penal Department. In US State Department Country Reports on Human Rights Practices on Ukraine for the years 2000, 2001 and 2002, it is claimed, in my opinion mistakenly, that «Police and prison officials tortured and beat detainees and prisoners.» From my observations, claims made by those awaiting trial or convicted that they were beaten by the staff of pre-trial detention centres or of penal institutions are relatively rare. Reports, however, of beatings of those detained by officers of detective inquiry units are quite frequent. In accordance with Article 40 of the Constitution of Ukraine, Articles 28, 29, 32, 33 of the Law «On Information, Articles 35, 36 of the Law «On Printed Mass Communication Media (the Press) in Ukraine», I would ask you to provide us with the following information in written form:

1)
the number of law enforcement officers in your region who were convicted under Articles 365 or 373 of the Criminal Code of Ukraine (Articles 166 and 175 in the Criminal Code of 1960) in 2001, 2002 and the first half of 2003. If such offences took place, please specify in which year and under which Article.
2)
the number of complaints made concerning illegal actions by law enfor​cement officers in your region, against whom disciplinary charges were brought for unlawful treatment of detainees; the number of complaints made concerning unlawful actions by penal institution officers in your region against whom disciplinary charges were brought for unlawful treatment of prisoners serving a sentence on your territory, as well as of those held in pre-trial detention centres in 2001, 2002 and the first half of 2003.

3) 
the number of complaints made regarding wrongful activities of law enforcement officers of the MIA of your region, as well as those of the State Penal Department in your region, the number of complaints satisfied and the number of officers against whom disciplinary or criminal charges were brought, and the number of convictions.
4)
The number of warrants issued by prosecutor’s offices in accordance with Part 3 of Article 263 of the Administrative Offences Code (OAC) of Ukraine for administrative detention for a period of over three days; the number of cases of administrative detention of over three hours which were reported to the prosecutor. (In accordance with Article 263 of OAC «individuals who have violated regulations related to the use of drugs or psychotropic substances can be detained for up to three hours in order to prepare a protocol and, where necessary, to establish identity, undergo a medical examination, ascertain how the drugs or psychotropic substances were obtained, and to examine the latter. They can be detained for up to three days where the prosecutor has been informed in writing within 24 hours of the moment of detention, or for a period up to ten days with a warrant from the prosecutor if the offenders do not have documents confirming their identity.
We would ask that you send the information requested to the following address:

Yevhen Yukhimovich Zakharov

61002 Kharkiv, Ivanova Street 27, flat 4

Thank you in advance for your cooperation.

Yours faithfully,

Y.Y. Zakharov

Co-Chair of the Kharkiv Human Rights Protection Group, Chief Editor of the bulletin «Prava Ludyny» [«Human Rights»], Member of the Directorate of the International Association ‘Memorial’

In accordance with Articles 32-34 of the Law ‘On Information’, requests for information must be considered by the relevant departments within 10 days and before the expiry of that period, the State body is obliged to inform the person who made the request in writing whether or not the information can be provided. Furthermore, an explanation must be given for a negative response. The information requested must be provided within one month. If the information cannot be given within one month, the State body is obliged to inform of the delay, explain the reason why the information cannot be provided within this timescale, and to give a date when the information will be available.
Our request for information received no response at all, in flagrant violation of Article 40 of the Constitution of Ukraine, Articles 28, 29, 32 of the Law ‘On Information’, Article 6 of the Law ‘On the Prosecutor’, from the General Prosecutor of Ukraine, the Prosecutor of ARC and of Sevastopol and the Prosecutors of 14 regions: Vinnytsa, Zhytomyr, Zaporizhye, Ivano-Frankivsk, Kiev, Kirovohrad, Luhansk, Lviv, Mikolayiv, Odessa, Rivne, Kherson, Khmelnytsky and Chernivtsi.
Only the Prosecutors of the city of Kiev and of Chernihiv region provided responses within the 10-day time period. The former sent the request for information on the Headquarters of the Ministry of Internal Affairs of Ukraine in Kiev, while the prosecutor’s office in the Chernihiv region wrote that the information sought was used on an ongoing fashion and was not separately collated. Nine Prosecutor’s offices responded within a month, with none of them providing the information requested. The Prosecutors of Volyn and Sumy regions informed that a breakdown of information as per our request was not foreseen by established procedure for statistical reporting, and recommended that we approach the General Prosecutor of Ukraine. The Prosecutors of Transcarpathia and Cherni​hiv regions recommended that we approach other departments, the Department of the Ministry of Internal Affairs for the Transcarpathia region and the State Department of Statistics, respectively. The Prosecutor for the Donetsk region replied that the information requested was of an official nature, and was not given to the public. The Prosecutors of Dnipropetrovsk, Poltava, Ternopil and Kharkiv regions informed that the data which we were interested in was confidential, under State protection and therefore not given to the public. The Kharkiv region Prosecutor’s office also recommended that we approach the regional departments of judicial administration, statistics and the State Penal Department, while the Ternopil regional Prosecutor’s office referred to the Order of the General Prosecutor of Ukraine No. 89 from 28.12.2002 «List of documents arising from the activity of Prosecutor’s bodies which contain confidential information and which are classified with the stamp limiting access ‘For official use only’».
A second request for information, with exactly the same questions, was sent on 17 March 2004 to the 17 bodies who had not responded. We received 8 answers. The Prosecutor’s offices of Luhansk and Mikolayiv regions provided the information sought, while those of Zaporizhye and Kirovohrad regions informed that they did not have the statistical data and reports that we had asked for and said that we should approach departments dealing with statistics. The Prosecutor of Vinnytsa region gave a succinct response that there was no procedure for keeping such statistical data and that «you have the right to approach the relevant government bodies». The Khmelnytsky region was even more succinct: «We are unable to fulfil your request as we do not have a statistical breakdown of data on these questions». The Prosecutor’s office of Kherson region refused to give the information on the basis of Part 1 of Article 37 of the Law «On Information», since «information about the operational and investigative work of offices of the Prosecutor, the Ministry of Internal Affairs, the Secret Services, and the work of detective inquiry units and the court and its publication could interfere with investigative operations, detective inquiry work and criminal investigations. The Prosecutor’s office of the Chernivtsi region stated that, given that the offices of the Prosecutor are part of a centralised whole, we should approach the General Prosecutor.
We never received any response from the General Prosecutor, nor from the Prosecutors of the Autonomous Republic of the Crimea and Sevastopol, Zhytomyr, Ivano-Frankivsk, Kiev, Lviv, Odessa nor Rivne regions.
Thus, we received 19 answers, of which only two gave the information requested. The rest of the responses turn down our request for the range of reasons outlined above. We are convinced that these refusals are a direct violation of parts 3 and 4 of Article 5 and part 5 of Article 6 of the Law of Ukraine «On the Prosecutor».
The Order of the General Prosecutor of Ukraine No. 89 from 28.12.2002 «List of documents arising from the activity of Prosecutor’s bodies which contain confidential information and which are classified with the stamp limiting access ‘For official use only’ was of great interest to us and we approached the Ternopil regional Prosecutor’s office with a request to send us this document, however received no reply. With some difficulty we did however succeed in tracking down this document, and given that it is not easily available to ordinary citizens, we are publishing it here in this issue (cf. below). From this Order it would appear that, on the basis of part 4, any information of an analytical or generalising nature, which is precisely the information which is of interest to the public, can be declared secret «at the suggestion of the initiator». Who exactly is meant by «the initiator» has not yet been ascertained. Nor is it clear what is meant by «special information regarding disasters, accidents and other emergencies» which could be made secret under part 6 of this List. All of this leads to violation in the first instance of Part 5 of Article 6 of the Law of Ukraine «On the Prosecutor», and in general violates the very principle of transparency of the activities of law enforcement bodies, which is one of the main standards, recognised internationally, of human rights with regard to the activities of law enforcement bodies. We therefore approached the Ministry of Justice with a request for information as to the registration of Order No. 89. In our opinion, this order violates human rights and fundamental liberties, and the Ministry should therefore on this basis have refused to register it. We received a reply from the Ministry that in accordance with the Decree of the President of Ukraine No. 493 from 21.05.98, the General Prosecutor of Ukraine is not a body whose normative acts are subject to state registration in the Ministry of Justice.
In this way, the General Prosecutor has done everything to ensure that the activities of its offices should be kept entirely secret from society whose citizens it is supposed to work to protect. The very fact that the Office of the General Prosecutor did not respond at all to our request for information not only shows that it is prepared to ignore legislation regulating its activities, as well as legislation on information and approaches from the public, but also indicates a total lack of respect for its own citizens.
It should be noted that the amendments to Article 30 of the Law «On Information», passed by the Verkhovna Rada on 11 May 2004, prohibit classifying as confidential any information which is the property of the State «concerning natural disasters and catastrophes», as well as information «concerning the situation with human rights and civil liberties, as well as information about violations of such, and about unlawful activities by State bodies, bodies of local self-government, their officials and employees.» Therefore, order No. 89 from 28.12.98 needs to be reviewed.
If one compares answers from offices of the Prosecutor this year with responses to similar requests sent in 2001, it can be concluded that the situation as regards openness of the activities of the Prosecutor has worsened. In 2001 we received 8 responses, answering, at least partially, our questions. 11 offices of the Prosecutor recommended that we approach other departments (5 of these recommending the General Prosecutor as higher body overseeing the system of offices of the Prosecutor). Only two Prosecutor’s offices – of ARC and of Sevastopol – classified the information requested as OU («For official use only». At that time only 4 regional offices of the Prosecutor did not reply at all. It can be seen, therefore, that the number of occasions where the requested information was classified OU has tripled, the number of offices of the Prosecutor who did not answer at all has doubled, and finally the number of regional offices of the Prosecutor who did not fulfil our request for information is now four times greater.
It should be added that the General Prosecutor turned down our similar request for information in 2001 on the grounds that «in the statistical reports of the General Prosecutor such data is not collected» and recommended that we approach the Ministry of Justice. In response to our complaint to the General Prosecutor that its own regional offices, who answer to the General Prosecutor, are either not replying to our request for information at all or are not providing the information, the General Prosecutor informed that the data sought was compiled not only by offices of the Prosecutor, but by the Ministry of Internal Affairs and the Ministry of Justice, and then sent to the State Department of Statistics, and that we should, therefore, approach the latter. In its turn the State Department of Statistics informed that «based on the general number of individuals convicted under Articles 166, 175 of the Criminal Code of Ukraine (in the 1960 edition), it is impossible to identify the number of employees of the Ministry of Internal Affairs or of the Prosecutor’s office.» Thus, on the one hand, it is clear that the information sought is compiled in the offices of the Prosecutor yet, on the other, the offices of the Prosecutor and in particular the General Prosecutor are anything but eager to pass this information on to the public. This in its turn can lead to an even greater increase in violations of the law and to still worse consequences for the average citizen.
In view of the above, one of the authors of this article in their capacity as Director of ZIA TsGK (???) has made a formal complaint to the courts about the inaction of the General Prosecutor of Ukraine, the Prosecutor of ARC, the office of the Prosecutor of Sevastopol, and of the Prosecutors of the Lviv and Odessa regions, as well as a complaint about the unlawful activities of the Prosecutor’s office in Dniepropetrovsk. Readers of «Freedom of Speech and Privacy» will be able to read about the outcome of the court hearing in a future issue.
The General Prosecutor of Ukraine
«List of documents arising from the activity of Prosecutor’s bodies which contain confidential information and which are classified with the stamp limiting access ‘For official use only’

1. Organisational and Directive documents (orders, instructions, directives) of the Directorate of the General Prosecutor of Ukraine, the Prosecutor of the Autonomous Republic of the Crimea, the Prosecutor’s offices of the regions, of the cities of Kiev and Sevastopol, the military Prosecutors of the regions as well as of the Army and Navy of Ukraine (at the suggestion of the initiator).

2. Documents relating to human resources (personal files of officials of Prosecutor’s offices).

3. Papers, reports, information sheets, methodological recommendations as to carrying out supervision by the Prosecutor over adherence to the law in the course of operational – investigative activity (if in its content there is no information which constitutes state secrets.)

4. Generalisation of information, analyses, overviews (at the suggestion of the initiator).

5. Documents with the Prosecutor’s reaction (at the suggestion of the initiator).

6. Special information about disasters, accidents and other emergencies, which have led to casualties or damage to property.

7. The record for individuals given access to state secrets (after it has been filled in)

8. Correspondence with offices of the Prosecutor about issues involving the preparation by officials of the Prosecutor’s office of permits giving access to state secrets.

9. Orders giving officials of the Prosecutor’s office access to state secrets.

10. Lists of officials entitled to give access to state secrets (if in its content there is no information which constitutes state secrets.)
11. Other documents which were prepared using confidential information.

The Secretariat of the General Prosecutor of Ukraine

Confirmed by the Order of the General Prosecutor of Ukraine
28 December 2002 No. 89
Access to information about illegal actions committed by police officers within law enforcement bodies of the Ministry
of Internal Affairs

Yevhen Zakharov, Irina Rapp
The problem of torture and cruel treatment and other illegal actions committed by officers of law enforcement bodies of the Ministry of Internal Affairs (MIA) has not lost its urgency, and the Kharkiv Human Rights Protection Group (hereafter KHRG) is continuing its analysis of this issue. We therefore sent MIA and to all 27 regional departments of MIA (RDMIA) formal requests for information regarding the reactions of MIA agencies to violations of human rights by officers of their agencies.
To our requests sent in 2001 when the information sought covered the period 1998-2000 and the first half of 2001, we received only ten responses, of which a mere three RDMIA (Volyn, Donetsk and Kharkiv regions) answered all our questions and provided full information; four RDMIA (Vinnytsa, Poltava, Cherkasy and Chernihiv regions) gave part of the information; two RDMIA (Dnipropetrovsk and Kirovohrad regions) classified the information requested as confidential, while the Ministry itself suggested that we address our request for information to the General Prosecutor and the State Committee on Statistics. 18 regional departments of MIA did not respond at all to the requests for information.
On 30.12.2003, a request for information (the text is given below) was sent to MIA and to all 27 regional departments of the police. Within the one month time limit, we received eleven responses, of which six (MIA, the Central Depart​ment of MIA of the Crimean Autonomous Republic, the RDMIA in Donetsk, Zaporizhye, Kharkiv, Cherkasy regions) contain at least in part the information requested. Five RDMIA on various pretexts did not provide the information – the Central Department of MIA for the city of Kyiv answered only the third point in the request, without giving any explanation as to the first two points; the RDMIA for the Kirovohrad region informed that this was «internal departmental official documentation which can therefore not be made public»; the Ternopil regional department recommended that we approach the department of information technology of MIA of Ukraine; the RDMIA in the Chernihiv region informed that they had the information, but that given that RDMIA answered to MIA, it was necessary to approach MIA itself for access; the Poltava RDMIA on the other hand stated that «no records are taken of information in the specific area the request for information focuses on», and therefore the information cannot be provided.
On 17.03.2004 a second request was sent to those regions or areas which had not responded to the request for information of 30.12.2003. We received ten more responses, of which only two (from the RDMIA in Transcarpathia and Sumy regions) contained part of the information (a record for the number of complaints from individuals is not kept). Four RDMIA deemed the information requested to be secret (Mikolayiv, Odessa, Chernivtsi regions classified it as confidential, while Ivano-Frankivsk considered it «For official use only» (OU). The Dnipropetrovsk RDMIA considers it to be official information which is provided by the relevant services of MIA. The Rivne regional administration claims that no records are kept of such information, while the Vinnytsa RDMIA cannot provide the information without agreeing this with MIA. The Central Department of MIA for the city of Kyiv said that they had sent us their response, however we received no letter from this department.
Since all refusals to provide information were clearly formal and illegal, on 5 July 2004, a letter was sent to the Ministry of Internal Affairs of Ukraine with a request to use the necessary measures to ensure that substantive respon​ses were provided by those departments which had either not responded at all, or had refused to provide information. To the MIA’s credit, its personnel department gave instructions to all the departments we named in our letter to provide a substantive response. After this, it transpired that five regional departments had allegedly already sent substantive responses which we however had not received (the RDMIA in Luhansk, Lviv, Kherson, Khmelnytsky regions, as well as of the city of Sevastopol, while the RDMIA in the Volyn region claimed to have not received our requests for information from 30.12.2003 and 17.03.2004, although we had received notification that it had been received and signed for by an authorized individual from that RDMIA).
As a result of the instructions from MIA, eight substantive responses were received, of which only the Odessa and Ternopil regional departments provided full information, while six (the RDMIA in Zhytomyr, Dnipropetrovsk, Ivano-Fran​kivsk, Kirovograd, Chernivtsi and Chernihiv regions) gave information about those convicted of offences, but said that records were not kept as to complaints lodged by individuals.
When the deadline for responses following the instructions from MIA had passed, we addressed for the third time those departments which had not replied or had not provided copies of the responses they had supposedly sent us. We received replies from all those departments, except the RDMIA for the Kyiv region which persisted in not providing a copy of their letter. The response from the Volyn Regional Department was also startling. Whereas it had provided the required information in 2001, it now initially informed MIA that it had not received the requests from us (although we had received notification that it had been received and signed for by an authorized member of staff from that RDMIA both on 2 January 2004 and 22 March 2004, but then in response to our third request from 24 September 2004 informed, in a letter signed by the acting Head of the first police unit, O. Trokhymchuk, that the information we had requested was confidential under Article 30 of the Law «On information».
At this point we have received more or less informative responses from all regional departments of MIA. Since Article 30 of the Law of Ukraine «On information» specifically prohibits classifying the information requested in the letters from the Chief Editor of «Prava Ludyny» [«Human Rights»] as confidential, a fourth request for information, dated 22.10.04 (a copy of which can be found below) was sent to the Head of the Regional Department of MIA for the Volyn Region. This request, according to the postal confirmation of receipt, signed by the same authorized staff member, was received on 29.10.04. However the reply, signed by the Deputy Head of the RDMIA, V.A. Matviyenko, was dated 28.10.04, and informed that we had already «been informed three times». Clearly this assertion contradicts the response of this very department to the Personnel Department where they stated that they had received no request for information from us. No explanation as to our arguments, still less any refutation of them is given, however the conclusion reads «no grounds are found for altering the decision taken».
Our correspondence began on 30.12.2003 and continued for 9 months. As a result, we received substantive responses from MIA and 22 regional departments and from Sevastopol. The Rivne Regional Department and the Department of the MIA for the city of Kyiv do not keep records for the number of offences committed by their employees. The Kyiv Regional Department never did send the copy of their response supposedly once sent to us (then, perhaps it never existed).
All of this saga of letter-writing clearly illustrates the attitude of regional departments of MIA to appeals from the public and to transparency of their acti​vity (cf. Table 1). The answers of the RDMIA of the Poltava Region are extre​mely telling. Our first request for information from 30.12.04 received a formalist standard reply, dated 15.01.04, stating that «in accordance with established departmental statistical record keeping, there is no provision for keeping records in the area about which you have requested information». After our appeal to MIA to use the necessary measures to ensure that we were given substantive responses, we received notification from MIA that during August 2004, the copies of responses with the information requested should be sent, including that from the Poltava RDMIA. However, by 29.09.04, no answer from the Poltava Region had been forthcoming, so another request for information was sent, dated 29.09.04 to the Poltava RDMIA, referring to the letter from MIA. It was only after this that a letter was received, dated 15.10.04, supposedly a copy of a letter from 27.01.04, signed by the same Head of the Department, this time actually giving the information requested. It turns out that almost suddenly, in the space of only twelve days, the information appeared or the attitude to transparency of their activity changed. Both assumptions are highly dubious, particularly given that then, in January and February, we did not receive this letter. Therefore, to be honest, the statistics regarding a reduction in the number of confirmed complaints about illegal actions of police officers of the Poltava Region, from 13% in 2001 to 4% in 2003 do not inspire any great confidence.
As for the information provided (cf. Table 1), in thirteen departments no records are kept of complaints about illegal actions of police officers (MIA, the Central Department of MIA of the Autonomous Republic of the Crimea, the regional departments of MIA for the Vinnystsa, Dnipropetrovsk, Zhytomyr, Transcarpathia, Ivano-Frankivsk, Kirovohrad, Lviv, Rivne, Chernivtsi and Chernihiv regions and the department for Kyiv). This means, clearly, that there are also no figures for disciplinary measures taken over verified complaints. This in turn does not improve the attitude held by the population towards police officers and does not raise the level of confidence which the law enforcement bodies are themselves so concerned about, there being a special Order of the Ministry of Internal Affairs on improving the image of police officers. It is therefore hardly surprising that human rights organizations and the mass media receive countless complaints about illegal actions of police officers and about the lack of any action taken in response by law enforcement agencies, the Prosecutor and the courts.
The maximum number of complaints about illegal actions of police officers is found in the most powerful industrial areas of Ukraine – Luhansk region (1,800 complaints a year), Donetsk region (1300), Zaporizhye region (800). Of these, the percentage of verified cases comprised 15% in the Luhansk region, 27% in the Donetsk region, and 41% in the Zaporizhye region. The highest figures for disciplinary measures taken for violations of civil rights were in the Donetsk region 41-194 officers, in the Zaporizhye region – 3-5 officers, while MIA for the Luhansk region does not record this information at all. The maximum number of verified cases is observed in the Sumy region – 54% on average, and in the Kherson region – 46%, however records are not kept of how many faced disciplinary measures (maybe no one did?) The lowest numbers of verified complaints are in the Kharkiv region (3% on average) and in Sevastopol (7%), while the figures regarding disciplinary measures in these regions are relatively high (20 – 30 officers).
The best correlation between the number of complaints about illegal actions of police officers and the number of disciplinary charges brought as a consequence can be found in the Ternopil region – the number of disciplinary charges for civil rights violations coincides with the number for the Donetsk region, although the number of complaints in the Ternopil region is almost four times lower. If one were to choose this figure as the criterion of the quality of police work, then the activity of the Ternopil RDMIA, from the point of view of respect for the law and adherence to civil rights should be rated highly. Other regions where this figure was also high were the Khmelnytsky, Kharkiv, Odessa regions and Sevastopol.
It is somewhat odd that the figures for the first half of 2001, received in 2001 from the Kharkiv RDMIA, stating that disciplinary measures were brought against 61 officers for legal infringements do not coincide with the response for 2004 which states that for the whole of 2001 52 officers had disciplinary measures taken against them. There is an even bigger difference in the same figures, cited by the Donetsk RDMIA – according to their statistics for 2001, in the first half of 2001 disciplinary measures were brought against 568 officers, whereas the statistics for 2004 claim that for all of 2001, such measures were taken against 194 officers. Incidentally, from the 13 regions which record and investigate complaints from the public about illegal actions of police officers, in only 8 regions (Donetsk, Zaporizhye, Odessa, Ternopil, Kharkiv, Khelm​nytsky, Cherkasy regions and Sevastopol) are the numbers of employees against whom disciplinary measures have been taken recorded, which shows baffling lack of consistency from those in charge of the police departments. All the more given that the Ministry does not keep such statistics either, and can therefore not evaluate, in terms of observance and protection of human rights in the acti​vity of their subordinates, this activity and the image of the entire police system and in this way carry out any measures to improve the police’s performance and their image.
With regard to convictions of law enforcement officers for flagrant violations of human rights, from the information provided by bodies of MIA, it would seem that no employee has been convicted under Article 373 of the Criminal Code (Article 175 of the Criminal Code in the 1960 version) for using coercion to extract evidence. This is despite the fact that complaints about physical and psychological violence committed by police officers against those suspected or already charged with a crime are not infrequent. In almost all regions for this period there have been convictions of police officers under Article 365 of the Criminal Code (Article 166 of the Criminal Code in the 1960 version) for exceeding their official authority, with the most such convictions in the Zaporizhye region (7, 3, 5) – 15 individuals although if one considers the level of complaint and the percentage of verified cases of illegal actions of police officers, this region has average figures. In the Sumy region, where the number of verified complaints is over 50%, there has not been one conviction.
In general, both the level of complaints and verified complaints, and the number of law enforcement officers convicted of illegal actions in all regions have dropped significantly.
However the fact that the figures for 2001 – 2004 in responses to requests for information do not tally with the statistics for 2001 (in the Donetsk and Kharkiv regions) gives grounds for generally doubting these trends. Nonetheless, the fact that, albeit with the help of the Ministry, we received substantive responses from almost all regional departments allows one to hope that in this system of the law enforcement agencies an understanding of transparency in its activity may help to ensure an increase in public confidence in the police force and will in this way lead to an improvement in its work.
We provide a table broken down into types of violations of legality (Table 4), which we received from the Chernihiv RDMIA, which makes it very easy to observe which violations occur most often so that it is clear the direction which needs to be taken to bring about their eradication. Unfortunately, the RDMIA in the Chernihiv region itself does not provide information about the consequen​ces of its statistics.
Appendices

1 № 274/03 30 December 2003
To the Head of the Regional Department

Dear Sir,

I am one of the Chairs of the non-governmental organisation «The Kharkiv Human Rights Protection Group» (KHRG). The organisation prepares analytical surveys for its journal «Prava Ludyny» («Human Rights») on the situation as regards human rights in Ukraine, in particular, issues related to the lawfulness of activities of law enforcement officers of the Ministry of Internal Affairs (MIA), as well as those of the State Penal Department. In US State Department Country Reports on Human Rights Practices on Ukraine for the years 2000, 2001 and 2002, it is claimed, in my opinion mistakenly, that «Police and prison officials tortured and beat detainees and prisoners.» From my observations, claims made by those awaiting trial or convicted that they were beaten by the staff of pre-trial detention centres or of penal institutions are relatively rare. Reports, however, of beatings of those detained by officers of detective inquiry units are quite frequent. In accordance with Article 40 of the Constitution of Ukraine, Articles 28, 29, 32, 33 of the Law «On Information, Articles 35, 36 of the Law «On Printed Mass Communication Media (the Press) in Ukraine», I would ask you to provide us with the following information in written form:

1. The number of law enforcement officers in your region who were convicted under Articles 365 or 373 of the Criminal Code of Ukraine (Articles 166 and 175 of the Criminal Code in the 1960 version) in 2001, 2002 and the first half of 2003. If such offences took place, please specify in which year and under which Article.
Could you please also provide details about the number of officers of law enforcement bodies of MIA against whom disciplinary measures were taken for unwarranted actions towards people they had detained.

2. The number of complaints made about wrongful actions of officers of law enforcement bodies in your region, the number of verified complaints, the number of officers against whom disciplinary or criminal proceedings were launched for wrongful actions in 2001, 2002, and the first half of 2003, the number of convictions.

3. The number of warrants issued by prosecutor’s offices in accordance with Part 3 of Article 263 of the Administrative Offences Code (OAC) of Ukraine for administrative detention for a period of over three days; the number of cases of administrative detention of over three hours which were reported to the prosecutor. (In accordance with Article 263 of OAC «individuals who have violated regulations related to the use of drugs or psychotropic substances can be detained for up to three hours in order to prepare a protocol and, where necessary, to establish identity, undergo a medical examination, ascertain how the drugs or psychotropic substances were obtained, and to examine the latter. They can be detained for up to three days where the prosecutor has been informed in writing within 24 hours of the moment of detention, or for a period up to ten days with a warrant from the prosecutor if the offenders do not have documents confirming their identity.
We would ask that you send the information requested to the following address:

Yevhen Yukhimovich Zakharov

61002 Kharkiv, Ivanova Street 27, flat 4

Thank you in advance for your cooperation.

Yours faithfully,

Y.Y. Zakharov

Co-Chair of the Kharkiv Human Rights Protection Group, Chief Editor of the bulletin «Prava Ludyny» [«Human Rights»], Member of the Directorate of the International Association ‘Memorial’

2 № 165/04
22 October 2004 р.

To the Head of the Regional Department of the Ministry of Internal Affairs for the Volyn region

Vynnychenko Street, 11

Lutsk, 43000

Dear Sir,

Thank you for your response to my request for information which I sent you a third time after the MIA informed me that you had apparently not received any requests for information from us, although I had received confirmation that the requests had been delivered signed by an authorized staff member.
I was, however, very surprised by your refusal to provide information on the grounds of its confidentiality, which came in the letter signed by the acting Head of the first police unit, O. Trokhymchuk, since the Ministry had instructed those regional bodies which had not provided responses, to give a substantive reply to my request for information as seen in the MIA letter, a copy of which was sent on 13.09.2004, together with the third request.
As regards Article 30 of the Law of Ukraine «On information» (with additions from 11.05.2004), paragraphs 4 and 5 of Part 4 of this Article prohibit the classification as confidential of information: «about the situation as regards human and civil rights and freedoms, as well as cases where these are violated; «about illegal actions by State executive bodies, bodies of local self-government, their officials and functionaries».
Article 32 of this law obliges State bodies to provide information about their activities in response to requests from the public.

It is worth pointing out that only your department considers the information requested to be confidential. Incidentally, in response to my request in 2001 your department provided a substantive response to all questions of the same nature.

I would therefore ask you to nonetheless provide the information in its substance according to the request for information from 30.12.2003, a copy of which is again enclosed, or to explain the grounds, as well as at whose initiative, de-personalized information about the violation of legality and of human rights by employees of law enforcement bodies can be classified as confidential.
I would ask that you send the information requested to the following address:

Yevhen Yukhimovich Zakharov

61002 Kharkiv, Ivanova Street 27, flat 4

I will be very grateful for your cooperation.

Yours faithfully,

Y.Y. Zakharov

Co-Chair of the Kharkiv Human Rights Protection Group, Chief Editor of the bulletin «Prava Ludyny» [«Human Rights»]

Table 1
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Conf. Confidential information

OU
«for official use only»

Table 2
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Table 4

Types of legal violations (offences) committed
by law enforcement officers of regional MIA

	№ п/п
	Legal violation
	2001
	2002
	2003
	2004

	1
	Aggravated robbery
	–
	–
	–
	–

	2
	Robbery
	–
	–
	–
	–

	3
	Theft
	–
	–
	–
	–

	4
	Premeditated murder
	–
	–
	–
	1

	5
	Causing death by exceeding measures
of necessary defence
	–
	–
	–
	–

	6
	Bodily injuries
	–
	–
	–
	–

	7
	Rape
	–
	–
	–
	–

	8
	Profiteering
	–
	–
	–
	–

	9
	Misuse of power or official position
	–
	–
	–
	1

	10
	Exceeding one’s power or official position
	4
	–
	1
	1

	11
	Negligence
	–
	–
	–
	–

	12
	Bribery
	–
	–
	–
	–

	13
	Work-related forgery
	–
	–
	–
	–

	14
	Deliberate unlawful arrest, detention or summonsing
to a police unit 
	–
	–
	–
	–

	15
	Deliberately bringing criminal charges against
an innocent person
	–
	–
	–
	–

	16
	Exerting coercion to obtain evidence
	–
	–
	–
	–

	17
	Hooliganism
	–
	–
	–
	–

	18
	Infringement of the Road Law and law on using vehicles
	–
	–
	–
	–

	19
	Drug-related crimes
	–
	–
	–
	–

	20
	Other crimes
	–
	–
	1
	–

	21
	Unlawful administrative detention
	–
	–
	–
	1

	22
	Unlawfully bringing administrative charges 
	–
	–
	–
	2

	23
	Unlawful detention on suspicion of having committed
a crime
	–
	–
	1
	4

	24
	Unlawfully bringing criminal charges
	–
	–
	–
	2

	25
	Unlawful arrest
	–
	–
	–
	–

	26
	Unlawful carrying out of a search
	–
	–
	–
	–

	27
	Unlawful refusal to open a criminal case
(if later the material was sent to the court
or suspended for motives not later substantiated 
	–
	–
	–
	9

	28
	Falsification of material from the preliminary check
of administrative material of the detective inquiry unit
or criminal investigation
	–
	–
	–
	19

	29
	Unlawful motives in conducting detective inquiries
or criminal investigation work
	–
	–
	–
	–

	30
	Infringements of time limits for holding people in custody
	–
	–
	–
	–

	31
	Infringements of time limits for detective inquiry
or criminal investigation
	–
	–
	–
	2

	32
	Concealing a crime when keeping records
	–
	–
	–
	12

	33
	Distortion of statistical records
	–
	–
	–
	1

	34
	Unlawful use of special devices
	–
	–
	–
	–

	35
	Unlawful actions in relation to those detained
	–
	–
	–
	–

	36
	Unlawful relations with individuals convicted or detained
	–
	–
	–
	–

	37
	Unlawful use of the forms and methods of investigative operations which led to a violation of civil rights 
	–
	–
	–
	–

	38
	Corruption
	–
	–
	–
	3

	Total
	4
	–
	3
	58


CAMPAIGN AGAINST ILLEGALLY CLASSIFIED INFORMATION

Yevhen Zakharov
Kharkiv Human Rights Protection Group

For nearly ten years the Kharkiv Human Rights Protection Group (KHPG) has been trying to draw attention to the practice of limiting access to normative legal acts by illegally classifying them with the stamps «for official use only», «Not to be published» and «Not to be printed». We have recorded the appearance of acts with these stamps, carried out an analysis of legislation and have shown that this practice is illegal. We have presented information about the practice in numerous publications, and have, in particular, provided details about documents bearing such stamps when more information about their content emerged. In June 2002 we held public hearings on the theme of illegal classification of information, in cooperation with the Parliamentary Committee on Issues relating to freedom of speech and freedom of information. We drew up a draft Law on amendments and supplements to the Law of Ukraine «On information», which particularly addressed this issue.  However this practice has proved to be firmly entrenched and our activities have not had the desired result: the State apparatus has shown no desire to rid themselves of such stamps. 
We hoped that after the Orange Revolution we would be able to achieve progress in this area. In the first days of 2005, I wrote an article «Plus the «dekuchmization» of the whole country» in which I put forward a program of actions for society and the State. Considering that the opening of access to documents with these illegal stamps would provide a significant impulse to change, I proposed that this «outing of information» become one of the first steps:

So what should «dekuchmization» entail? 
Firstly, society must be given the opportunity to find out the truth about the crimes, the pillaging and the self-aggrandizement of the regime which is ending. 
We must declassify and make public the countless decrees of the President, the Resolutions of the Government and other normative acts which, under the illegal stamp «For official use only» (OU), «Not to be printed», «Not to be published» conceal information about the corruption of high-ranking officials and those executive bodies which serve them, these being the State Administration of Affairs, the Constitutional Court, the High Council of Justice etc. The Kharkiv Human Rights Protection Group (hereafter KHRG) has been monitoring such acts through the computerized system «League:Law» and can confirm that sometimes in the space of a month as many as 10% of Presidential decrees have been classified as secret.

Review is urgently needed of the «List of items of information that constitute State secrets», which is unjustifiably broad, sometimes to the point of absurdity (with the number of employees of the Customs Service and the results of prosecutor’s office checks into complaints of human rights violations being classified State secrets), as well as of the actual procedure for making classifying information.





Yet within several days of Viktor Yushchenko’s Inauguration Speech, two Presidential Decrees had been issued with the stamp «Not to be published». It was at that point that KHPG decided to run a widespread public campaign against the illegal classification of information.  We launched this campaign with an open letter to the President and invited people to add their signatures to it. The letter was sent on 31 January 2005. It read:

To the President of Ukraine

Viktor Andriyovych 


Kyiv
Your Honour, Viktor Andriyovych, 
It has come to our attention that on 28 January, you signed two decrees No.116/2005 and No. 117/2005 with the stamp «Not to be published». The use of this stamp is an infringement of Article 34 of the Constitution of Ukraine. I hope that such a regrettable misunderstanding arose as a result of the inertia of the old apparatus of the Presidential Administration. In our opinion, such decrees must either be on open access or must be revoked. 


Restrictions to access to information must constitute an exception, not the rule. This is all the more so when dealing with normative legal acts. There must be sufficient grounds for any occasion on which State bodies limit access to information which they are in possession of: the publication of the information must be prejudicial to interests which require protection. 


Article 34 of the Constitution of Ukraine states that «everyone is guaranteed the right to freedom of thought and speech, and to the free expression of his or her views and beliefs. Everyone has the right to freely collect, store, use and disseminate information by oral, written or other means of his or her choice. The Constitution provides an exhaustive list of grounds on which an individual’s right to freely collect, store, use and disseminate information can be restricted «The exercise of these rights may be restricted by law in the interests of national security, territorial indivisibility or public order, with the purpose of preventing disturbances or crimes, protecting the health of the population, the reputation or rights of other persons, preventing the publication of information received confidentially, or supporting the authority and impartiality of justice». 

Thus, every specific case of refusal to provide information must comply with one of the above-listed public interests. State bodies do not have the right to impose any restrictions on the provision of information if such information cannot cause any harm to the interests foreseen by the Constitution of Ukraine. 
In accordance with Article 34 these restrictions should be established by law. Yet the information which is protected by the State is not defined by Law, with the exception of information which constitutes a State secret. Therefore the classified stamps which State bodies generously distribute over various normative acts (Decrees and directives of the President, resolutions, instructions, orders of State executive bodies, etc) – «Not to be published», «For official use only», «Not to be printed» – are arbitrary and illegal. Only classifications of secrecy, that is «of particular importance», «top secret» and «secret», which represent established levels of secrecy in accordance with the Law «On State secrets», can be considered legal.

Moreover, even if documents are issued with the stamps: «Not to be published», «Not to be printed», «For official use only», etc, there must be appropriate procedure for designating and for removing (revoking) these stamps, and clearly defined grounds for such actions. Clearly, we also need regulations for organizing access to such documents. However, 
our search for such normative acts was to prove unsuccessful. It transpired that normative acts on the work with documents classified as «Not to be published» and «Not to be printed», officially registered by the Ministry of Justice, do not exist at all.

As regards procedure for working with documents stamped «For official use only» (OU), this was approved by the Cabinet of Ministers of Ukraine in Resolution № 1813 of 27 November 1998 «On the approval of Instructions for the procedure of accounting, storage and use of documents, cases, publications and other physical forms of information, containing confidential information which is the property of the State». According to Part 2 of Article 30, confidential information is «information which is owned by, used by or at the disposal of specific individuals or legal entities and is circulated at their wish on the conditions they stipulate». We would note that, although not stated directly, owners of confidential information may be only individuals or non-governmental legal entities, since, in accordance with Article 19 of the Constitution, «State executive bodies and bodies of local self-government and their officials are obliged to act only on the grounds, within the limits of authority, and in the manner envisaged by the Constitution and the laws of Ukraine», that is, they cannot circulate information at their wish on the conditions they stipulate». Thus, one cannot consider that Part 2 of Article 30 gives a definition of «confidential information which is the property of the State». 
Yet this very information is also designated the classified stamp OU, and one can be held criminally liable for publishing the information (Art 330 of the Criminal Code of Ukraine). So what is this information which is the property of the State and is designated as confidential? Here too this is not known since any lists of items of information where the stamp OU is applicable, which State executive bodies were supposed to compile in compliance with the above-mentioned Resolution № 1813 of 27 November 1998, if they ever were actually compiled, have not been made public. 
Thus, State executive bodies may not restrict access of individuals to information purely on the basis of the rights of the owner of information and distribute it at their own discretion, as is envisaged in Article 30 of the Law of Ukraine «On information». 
In our opinion, your predecessors used these illegal stamps restricting access to hide their corrupt actions, behind-the-scenes dealings and the unprecedented social perks kept for the higher echelons of the elite. Evidence of this can be seen, for example, in the Presidential Decrees exposed by Yulya Timoshenko at the end of 2002. These Decrees, No. 1180/2002 from 17 December 2002. «Provisions regarding the State Administration of Affairs» and №1213 from 24 December 2002. «On additional measures with regard to material provisions for employees of the High Council of Justice» were classified with the stamp «Not to be published».  The «National program for the development of energy policy up to 2010», adopted back in 1996 with no public discussion whatsoever, remains hidden under the stamp «OU» to this day. This is closed even to members of the council overseeing the affairs of the «Naftohaz Ukrainy» [The Oil and Gas Company of Ukraine]. The list of examples could go on and on. 

Thus, this illegal practice of classifying documents with restrictive stamps must be stopped, and the numerous illegally classified normative legal acts disclosed and made public. We turn to you with the demand of citizens to put an end to the practice by the President, the Cabinet of Ministers of Ukraine, individual ministries and State committees, as well as other State executive bodies and bodies of local self-government of limiting access to information by using the stamps «Not to be published», «Not to be printed» and «For official use only» (OU). We call on you to ensure that those normative legal acts (resolutions, directives, etc) which were previously classified in this way are made open and public. We are enclosing with this letter a list of such acts for the period 2000- 2004 which we were able to find using the computerized legal system «League:Law». We would note that these may only be the tip of the iceberg since there are very probably normative legal acts with illegal stamps restricting access which were not presented for registration to the Ministry of Justice of Ukraine. 
Bearing in mind the enormous social importance of this issue, we are sending this appeal in the form of an open letter (which is established practice as a form of interaction between human rights organization and State bodies). We call on all those organizations and individuals who share our concern to join us in this appeal.
Yours sincerely, 
[signature]

Yevhen Zakharov 

Co-Chairperson of the Kharkiv Human Rights Protection Group, Chairperson of the Board of the Ukrainian Helsinki Human Rights Union, Member of the board of the Society «Memorial». 



An identical text was sent at the same time to the then acting Prime Minister, Yulya Timoshenko. Signatures for the letter to the President were collected through the website «Maidan»» (www.maidanua.org). In parallel, KHPG carried out a wide program of awareness raising activity with regard to freedom of information and restrictions on access to classified information.  The campaign against illegal classification was one of the first projects of the «Maidan» Alliance, an association of civic activists and non-governmental human rights organizations, whose objective is to coordinate efforts directed at strengthening civic society in Ukraine and its influence on the development of the country. The campaign was joined by the All-Ukrainian civic organization «PORA» [«It’s time»], the Ukrainian Helsinki Human Rights Union, as well as other human rights organizations.  It was run under the banner «To be printed!». On 15 February, the Secretary of State, Oleksandr Zinchenko, stated at a press-conference in answer to a journalist’s question that such practice of classification is necessary to protect State secrets, thus demonstrating a total lack of understanding of the issue. On 20 February, 11 Decrees from President Viktor Yushchenko were issued with the stamp «Not to be published».  We received no response from the Secretariat of the President. Instead of a written response from the Cabinet of Ministers, we received a call from there at the beginning of March which informed us that the question we had put in our appeal was extremely complex, and we were therefore advised to seek an answer to it from the Ministry of Justice of Ukraine.  On 26 February we held a press conference in Kyiv in order to draw attention to this issue. An answer was, nonetheless, still not forthcoming.  In this situation, our range of possible moves was not especially wide. We could either defend our right and the law itself through the courts, or give in and accept such violations of the law and disregard for civic rights. The first option was for us an extremely hard and sad option, given the possible respondent however the second was on principle fundamentally unacceptable. On 16 March we made yet another attempt to approach the President: a second letter with the relevant demands was sent, with the enclosed signatures of 580 individuals and 32 civic organizations collected during the period following the first letter. 
The second letter is given below. 

To the President of Ukraine

Viktor Andriyovych 

Kyiv

Your Honour, Viktor Andriyovych, 

On 31 January I sent a letter appeal addressed to you 



calling for an end to be put to the practice of classifying normative legal acts. It was received in the Secretariat of the President on 3 February.  From that time up to 16 March, 33 of your Decrees have been given the illegal stamp «Not to be published», and have been in this fashion kept secret from the public. There was no answer to my letter which is a flagrant infringement of the Law of Ukraine «On Appeals» which establishes a time limit of one month for a response. During this period signatures were collected to this letter appeal through the website www.maidan.org.ua. The letter was signed by 28 civic associations, as well as 580 individuals concerned about the issue of openness of the regime – among them lawyers, journalists, scientists, businesspeople, students and others. The comments added by some of those who signed demonstrate that almost all of them were active participants in the election campaign during the Orange Revolution, and all of them voted for you, Viktor Andriyovych, - for our President. We consider that you have nothing to hide from us in your Decrees with the stamps «Not to be published», which are being arbitrarily and illegally classified by some functionary in the Secretariat. I am therefore sending you this, by now, collective appeal again here. 

We hope that your words regarding openness and transparency of power, which are being so shamelessly discredited by unprincipled functionaries, will demonstrate their worth: that the illegal practice of classification will be stopped and all normative legal acts with illegal stamps will be disclosed and made public. It is particularly important to make public such acts of the previous regime since, in our opinion, these acts were used to hide either perks, privileges and corrupt deals, or behind-the-scenes political bargaining. 

Yours most sincerely,
[signature]

Yevhen Zakharov
Co-Chairperson of the Kharkiv Human Rights Protection Group, Chairperson of the Board of the Ukrainian Helsinki Human Rights Union, Member of the board of the Society «Memorial». 

On 26 March we held a second press conference in Kyiv. There had still been no response from the Secretariat of the President. By that time 36 Presidential Decrees had been issued with the stamp «Not to be published», while the government had not used illegal stamps restricting access, which we stated at the press conference. In our press release we wrote: «We would stress that we have thus far been given no grounds for suspecting Viktor Yushchenko himself in being inclined to neglect the laws and we view a possible law suit in no way as an attack on the position of the President, whom we supported on Maidan and whom we are not rejecting now, but as a means of helping him to break through an entrenched practice which is against the Constitution and the rule of law, and which was bred by the Soviet system and Kuchmism, if the President for whatever reasons is not able to achieve this by himself. In the event that this second letter appeal does not receive the necessary reaction and the issue is not resolved, we will be left with no choice. We view a possible appeal to the court as a regrettable move forced upon us, yet necessary in order to defend the Law and the spirit of the Orange Revolution – if it prove to be only through this course of action that we can ensure the observance of the law by functionaries who, consciously or unknowingly discredit the new regime.» 

In order to broaden as much as possible public awareness of the issue, we suggested that the chief editor of the program «Podviyny dokaz» [«Double proof»] of the television studio „1+1», Vakhtang Kipiani, devote one of his programs to this issue. In my opinion, the team of «Podviyny dokaz» coped admirably with this task. The program was broadcast on 5 April and received quite a high rating. The guests in the studio were Mykola Poludyonny who only a week before the filming had begun working as adviser to the President on legal issues, and I. Having watched the program, I immediately wrote and made public the following commentary to it. 

Following on ..
(commentary to the television program «Podviyny dokaz» shown on 5 April on 1+1)

Having watched the program yesterday focusing on the illegal practice of classifying Presidential Decrees, I feel it necessary to make some comments on it in the context of the context of the continuation of the campaign «To be printed!» run by the Alliance «Maidan». 
In the first instance I would like to sincerely thank all those who signed our letter to the President on the website of «Maidan», and of course the presenters of the program, Vakhtang Kipiani and Anatoly Borcyuk, as well as Mykola Poludyonny. As far as I was concerned, the program made the issue very clear. Facts emerged that could only have been predicted – that these stamps are applied in accordance with internal instructions of the Administration of the President, introduced by a Decree signed by Kuchma which boasts the same stamp. This is an exact replica of the situation in the USSR when Instruction №0125, which defined which information was secret, was itself secret. 

For those who are not aware of this: Mykola Mykolayovych Poludyonny is one of the best court lawyers in Ukraine, and has won many prominent cases. One can only respect his decision to change his free lawyer’s life for the job of adviser to the President on legal issues. This inspires hope that respect for human rights and the Rule of Law will begin, at long last, to at least some extent be implemented in State policy. 

As for the crux of the matter, the plans for resolving it expressed by the regime can be outlined as followed. State Executive bodies are to refrain from using the illegal stamps restricting access «Not to be published» and «Not to be printed», and will apply only the stamp «For official use only» (OU). Moreover a promise has effectively been given that all normative acts which presently hold illegal stamps restricting access will be reviewed, and either disclosed, or transferred to the category of confidential information which is in the possession of the State and given the stamp «OU». In order to achieve this, Mykola Poludyonny informed us, lists of such confidential information will be drawn up. In principle, it would be difficult to object to the use of the categorization of confidential information which the State is entitled to limit access to. The stamp «Confidential» exists in many countries, and is used by the Council of Europe and the European Union. For example, the Reports of the European Committee 

for the Prevention of Torture and Inhuman or Degrading Treatment or Punishment (CPT) following their periodic visits to Ukraine in 1998, 1999 and 2000 were classified as confidential and not made public until our government gave its consent for their publication which was only on 10 October 2002. 

However, the problem is that the definition of confidential information which is provided in Article 30 of the Law «On information» excludes on principle the use of the term in this way: the State may not have such information in its possession…

Thus, in order to implement the idea expressed by Mykola Poludyonny, it would be necessary to change the Law «On information», and provide a definition of «confidential information which is the property of the State» and which the State has the right to classify in this way; to totally revise instructions about regulations for work with documents which contain confidential information, to make a list of items of information or materials that can be classified in such a way. In fact it would be better to use another name for such information, for example, to mention such a concept as «official secret». 

One can expect that in connection with this plan, the disclosure and publication of normative legal acts with illegal stamps will be drawn out and all will take place much as Borsyuk predicts: over a «reasonable» period we will simply not see what exactly is hiding behind the stamps. 

In connection with this it is worth mentioning one international standard of freedom of information: if part of a document contains openly available information, and a part is secret, then the open part of the document should be given to anybody who asks for it. Therefore, in my opinion, we must demand that illegally classified normative legal acts with the stamps «Not to be printed» and «Not to be published» are disclosed and made public. 
There are also other directions of the campaign which need to be developed. I partially touched on these during the program, however not all these areas concerned the main theme and were therefore «erased». I am thinking here of the particular role of normative legal acts of the Prosecutor General which are not registered in the Ministry of Justice, meaning that the public is entirely unaware of their existence. Meanwhile, some of these acts are absolutely appalling. Another theme concerns State secrets: the realm of information which has ended up as classified is, in my opinion, unjustifiably broad and the stamp «secret» is used in totally farcical cases. One could site the example of the secret classification of topographical maps and plans on a scale of 1:50000 or other large scales. And there are very many such Soviet relics in the «List of items of information which constitute a State secret»

It is therefore necessary to think about how the campaign «To be printed!» should be developed further. It is quite clear that the end to it is still a long way off. 

A day later a response finally arrived from the Secretariat of the President to the first letter appeal, then on 15 April a letter from the Ministry of Justice. The letters are, in my view, interesting, and are therefore cited in full. 

The Secretary of State of Ukraine
_______________________________________________________________________

«04» 04 2005 р. №02-02/576

 To the Co-Chairperson of the Kharkiv Human Rights Protection Group




Y. Zakharov

Dear Yevhen Yukhimovych,
At the request of the President of Ukraine, we would inform you that your letter regarding the implementation of the right of citizens to information has been considered. 

As is well-known, the President of Ukraine, Viktor Yushchenko has on many occasions placed emphasis on the need to affirm the principles of openness, glasnost and transparency in the activity of the President of Ukraine and of State executive bodies. It is precisely on such principles, in the opinion of the Head of State, that relations between those in power and citizens must be based. 

The inculcation of such an approach into the activity of the Head of State and of State executive bodies is one of the guarantees safeguarding the enjoyment by citizens of their constitutional rights to take part in the running of State affairs, and also to freely collect, keep use, and disseminate information verbally, in writing or in any other way of his or her own choice. At the same time one should keep in mind that, in accordance with Article 34 of the Constitution of Ukraine 34 the exercise by citizens of the right to information may be restricted by law in the interests of national security, territorial indivisibility or public order..

Taking into consideration the above-mentioned constitutional norm, as well as Article 57 of the Main Law, according to which it is obligatory to bring laws and other normative legal acts that determine the rights and duties of citizens to the notice of the population, a Presidential Decree from 10 June 1997 №503 stipulated the procedure for official publication of normative legal acts and their gaining legal force. It was at the same time envisaged that acts of the Verkovna Rada of Ukraine and of the Cabinet of Ministers of Ukraine which did not have general significance or normative nature, might not be published at the decision of the particular body. These acts and acts with stamps limiting access are officially made public by sending them to the relevant State bodies or by the bodies of local self-government and their notification of businesses, institutions, organizations and individuals on whom the act has legal force (Article 7).
The Presidential Decrees from 28 January 2005 № 116 and №117, which you talk about in your letter, do not in any way determine the rights and duties of citizens and are not normative legal acts, that is, they do not have the features which, in accordance with the Constitution of the Ukraine, would mean that they must be brought to the notice of the population. These Decrees also lack general significance, and are acts of an individual nature, relating to the appointments or dismissals from their posts of heads of regional bodies of the Security Service of Ukraine. Under these conditions, the process of making the above-mentioned Decrees public was through bringing them to the notice of the relevant institutions, organizations and individuals on whom the act has legal force. 

We would at the same time inform you that the President of Ukraine, in order to perfect normative legal safeguards of transparency and openness as regards the activities of the Head of State, State executive bodies and bodies of local self-administration, and to prevent the unjustified restriction of the exercise of the right of citizens to access to information, has instructed the Cabinet of Ministers of Ukraine to prepare, taking into consideration the provisions of international legal acts and world experience, proposals as to how to improve legislation regulating relations in the area of information. 

Furthermore, at the instructions of the Head of State, Instructions in the Secretariat of the President of Ukraine have been changed which artificially and unjustifiably restricted citizens’ access to information. 

Yours sincerely,

[signature]

O. ZINCHENKO
The Ministry of Justice of Ukraine
Ukraine, 01001, Kyiv,
Horodetsky Street,, 13 Kharkiv Human Rights Protection Group
Tel.: (38 044) 299 66 64 61002, Kharkiv, Ivanova Street, 27, flat 4
Fax: (38 044) 229 56 31

08.04.2005/ № 22-9-2127

Re: №4732/1/1-05 from 11.03.2005.

The Ministry of Justice of Ukraine, following instructions from the Cabinet of Ministers of Ukraine from 11 March 2005 № 4732/1/1-05, has considered the letter from the Kharkiv Human Rights Protection Group from 31 January №06/05 regarding the use of stamps restricting access and informs of the following. 

In accordance with Part 3 of Article 30 of the Law of Ukraine «On information» with regard to information which is the property of the State and is in use by State executive bodies and bodies of local self-government, businesses or organisations with any form of property, limited access in accordance with the law and confidential status may be assigned in order to preserve the information. 
The procedure for registering, retaining and using documents and other sources of information which contain the above-mentioned information, is defined by the Cabinet of Ministers of Ukraine. 

In accordance with Point 5 of the Instructions on the procedure for registering, retaining and using documents, cases, editions and other material sources of information which contain confidential information which is the property of the State, passed by the Resolution of the Cabinet of Ministers of Ukraine from 27 November 1998 №1893, replicated documents issued with the stamp «For official use only» before 1991, and also replicated documents issued at various times with other stamps restricting access, with the exception of the stamps «official secret», «secret» «top secret» and «of particular importance», may be considered as documents of open access, provided there is written agreement from the organization which organized them or the legal representatives of these organizations. 

With regard to the impossibility of restrictions by State executive bodies of access of individuals to information purely on the basis of the rights of the owner of the information, we would inform that, in accordance with Part Seven of Article 38 of the Law of Ukraine «On information», information created using State revenue is State property. According to Parts Two and Three of the same Article, information may be the property of citizens, organizations (legal entities) and of the State. Information may be property in full degree, or only with entitlement to holding, using and disposal of it. The owner of the information has the right to carry out any legal actions with regard to his or her property. 

We would also inform that Part Eleven of Article 30 of the same Law establishes that information with restricted access may be made more available without the consent of the owner if this information is of social significance, that is, if it is a subject of public interest and if the right of the public to know this information prevails over the rights of the owner to protect the said information. 

In accordance with Part Three of Article 471 of this Law the court should determine which information is socially significant. 

Furthermore, we would note that, in compliance with the Presidential Decree «On a Single State Register of Normative Acts» from 27 June 1996 №468, the Ministry of Justice of Ukraine maintains a Single State Register of normative legal acts. The State Register records current, published or unpublished normative legal acts, including those with stamps restricting access. Normative legal acts of Ukraine which contain information constituting a State secret are recorded in a separate section of the State Register with the relevant stamp of secrecy. 

The official publication of normative legal acts is undertaken by the Ministry of Justice of Ukraine in its official printed publication «Ofitsiyny visnyk Ukrainy» [«Official Ukrainian Herald»] after being recorded in the Single State Register of normative legal acts and after their gaining legal force. Normative legal acts which have a stamp limiting access and which are recorded in a separate section of the State Register of normative legal acts are not published in «Ofitsiyny visnyk Ukrainy». Acts with stamps limiting access are officially made public through their being sent to the relevant State bodies and bodies of local self-administration and through their being brought to the notice of the businesses, institutions, organizations and individuals on whom the acts have legal force.

We would at the same time notify that the Ministry of Justice of Ukraine has no information concerning the removal of stamps limiting access from the Decrees of the President of Ukraine from 17 December 2002 №1180 and from 24 December 2002 №1213. 

Deputy Minister [signature] I. I. Yemelyanova
So, our campaign can boast its first positive results. The Secretariat has stopped using the stamp «Not to be published, and the President has instructed the Ministry of Justice to prepare two draft laws: on access to information and on openness as regards information of the regime. At the same time one could note that we received an almost identical response to our letters several years ago from the Presidential Administration, except perhaps that those didn’t have the last paragraph cited above and did not disclose the content of the documents with restricted access. We would note firstly that the classification restricting information about staff appointments to the positions of regional heads of the Security Service of Ukraine (SSU) demonstrates a total lack of understanding as to which information may and may not be made secret. Secondly, there is no mention of any removal of illegal stamps from normative legal acts adopted under Kuchma. In the letter from the Ministry of Justice one notes the justification given for restricting access to normative legal acts being that they are the property of the State. «The owner of the information has the right to carry out any legal actions with regard to his or her property». With regard to this, one of my colleagues dryly suggested: «In that case why not organize an auction, I wouldn’t mind picking myself up a couple of Kuchma’s Decrees with the stamp «Not to be published». Nothing is said in this letter about the lack of any definition of these stamps in law however there is the amusing mention of the fact that the stamps have not yet been removed from the decrees of 17 and 24 December 2002. We have already printed them on many occasions. 

In April it became clear that we had hit the mark when we suggested that these illegal stamps were instruments for corruption. The Head of the State Property Fund, Valentin Semenyuk, stated at a press-conference (and this was broadcast on television), that Ihor Bakai had, via the State Department of Affairs, sold into private property land and buildings not allowed to be privatised, in particular, the Kyiv hotel «Dnipro», ten sanatoriums with valuable mineral springs, with all the necessary rulings being made under precisely such illegal stamps restricting access. As «Ukraina moloda» [«Young Ukraine»] informed on 16 April, a Decree of President Kuchma from 3 February 2004 (and this decree bears the stamp «Not to be published») gave the State Department of Affairs the right to expropriate property passed to them, as well as several other economic powers, which in fact belong to the competence of the Cabinet of Ministers or the State Property Fund. In this respect, there have even been rumours that VAT may have been refunded to fictitious firms via acts with such stamps, however no real evidence confirming these rumours has yet been provided . Thus the need to disclose the content of normative legal acts with legal stamps restricting access has become even more obvious. 

The participants in the campaign discussed ways in which it should move futher and decided to move to a second stage: sending formal requests for information to the President demanding to be provided with the names, numbers and dates of decrees signed by him which bear the stamps «For official use only» or «Not to be published», as well as the same information and the names of decrees issued by President Leonid Kuchma in order to decide whether to make a formal request for access to specific decrees from this list. We hoped to receive a positive response, and if such was not forthcoming, to file a suit in court on the basis of Chapter 31A of the Civil Procedure Code complaining about the illegal actions in the event that a refusal to provide the information was received (or about omissions in the event that no response was received within the legally stipulated monthly period). Such formal appeals for information were sent by several participants in the campaign. 

On 26 April the participants of the Alliance of Civic Activists «Maidan», as well as the All-Ukrainian Civic Organization «PORA», organized a public action on Bankova Street near the Secretariat of the President. A banner was stretched across the street with the sign «The First step to Kuchmism – classifying Presidential Decrees». In front a huge dummy Decree «Not to be printed» was erected, and also signs «Food not to be eaten», «Newspapers not to be read and «Condoms not to be used». After this the activists proceeded to use the items in ways not intended by analogy with «decrees not to be printed». They used the newspapers to make balls which they then began to play volleyball with; the condoms were pierced and then handed out, with leaflets, to civil servants walking along Bankova Street. While the ketchup, mayonnaise and mustard were used to paint the two-metre high fence which the new regime had erected to at any cost cordon off the pathway to the residence of the President. 

More details about this action can be found at http://maidan.org.ua/static/news/1114605012.html. 
On 28-29 April a big conference on legal reform, organized by the Parliamentary Committee of issues of legal policy, was held. Participants in the campaign «To be printed!» took part in the section on «Access to information» and prepared recommendations to State executive bodies in which they included all the demands of the campaing (the text with the recommendations is given below)

Unfortunately at the end of the month the participants in the campaign had still received no reply to their letters to the President requesting information from the Secretariat of the President. We were therefore forced to begin the third stage of the campaign – complaints to the court about the inaction of the President. We will keep readers of ‘Freedom of Expression and Privacy’ informed of the subsequent events of the campaign «To be printed!» as they unfold. 

Recommendations of the working group on issues related to access to information of the parliamentary hearings organized by the Committee on issues of legal policy. 

To the Verkhovna Rada of Ukraine

The possibility should be considered of introducing amendments to the Civil Procedure Code, the Criminal Procedure Code and the Economic Procedure Code, foreseeing the possibility of allowing access to court decisions not only of the parties in a case, but of any interested individual;

Protection of commercial secrets in economic or civil proceedings needs to be ensured by means of making the appropriate appeal during the review of the case; 
Procedure should be regulated in the law for providing a defence lawyer with access to State secrets in a case where the person defended is facing a criminal charge;

The norms of Article 15 of the Law of Ukraine «On State secrets» should be revised in order to allow for the classifying as secret only texts which contain State secrets, and not the documents in full;

The Human Rights Ombudsperson should have supervisory functions over the observance of the rights of the individual to access to information in order to prevent illegal concealment of information; 

Compliance with the decisions of the Human Rights Ombudsperson with regard to the declassification of information should be mandatory;

The conclusions of committees of the Verkhovna Rada of Ukraine on draft laws should be published on the website of the Verkhovna Rada; 

Information about the activity of all committees of the Verkhovna Rada of Ukraine should be available on the website of the Verkhovna Rada;

Conclusions about draft laws which were officially sent for international expert analysis should be made public; 

The possibility should be considered of introducing amendments to the Law of Ukraine «ON the Human Rights Ombudsperson».

To the Chamber of Accounting of Ukraine: 

Information about the findings of checks which it has carried out should be placed on its website promptly. Information should be available about the reaction of the State executive bodies to the published reports. 

To the Human Rights Ombudsperson: 

An electronic form should be placed on the website for citizens to make appeals; information should be constantly placed on the site about the reaction of the Human Rights Ombudsperson to appeals; 

To the Cabinet of Ministers of Ukraine:

A new draft version of the Law of Ukraine «On information» should be drawn up and introduced to the Verkhovna Rada for consideration. It should in particular: 
Foresee the publication of all court rulings in Ukraine through the creation of a single State data base with open access through the Internet using a search system; 

Restrict the making public of only the specific part of a ruling which contains information that, on grounds stipulated by law, is considered at a closed court hearing; 

Foresee possible restrictions in the interests of protecting the privacy of parties to court proceedings; 

Set out a separate type of information with restricted access – an «official secret» (instead of «confidential information which is the property of the State»), which can cover the stamp «OU», and create a register on open access of all such documents.; 

Impose a direct prohibition on using stamps restricting access not foreseen by the law; 

To regulate all issues connected with the use of the given stamp restricting access in a draft Law «On official secrets»; 

Set a deadline for reviewing all information material which contains an official secret; 

Draw up a full list of such items of information (besides drafts of decisions) which should be openly available to the public. At the end of this deadline to consider all information which has not been included in the list of items of information which contain an official secret to be openly available; 

Envisage the creation of State registers of all documents on open access which are held by State executive bodies and bodies of local self-administration; 

Define the range of information which is provided by State executive bodies free of charge and that for which payment may be stipulated from the person making the request for information or a refund of costs for the copying of material; 

The State Tax Administration should ensure that all official explanations are made public; 

International experience should be analysed, in particular, that of member States of the EU and Council of Europe as to the safeguarding of the public’s right to information; 

Carry out educational programs for State civil servants on the Provisions of the Aarhus Convention on access to information, public participation in decision-making and access to justice in environmental matters;

Carry out educational measures for employees of press offices and public relations departments concerning the proper implementation of the rights of citizens to access to information and prompt provision of high-quality information services.

To the State Court Administration:

A Single State data base of court rulings on open access via the Internet should be created.; 

Letters with explanations of the Supreme Court of Ukraine and the High Commercial Court of Ukraine, legal positions of the Supreme Court of Ukraine should be published including through placing them on the Internet website;
Within the State program for computerizing the courts, ways need to be established of improving court management with automated assignment of cases for consideration, the creation of websites of Ukrainian courts with information about cases assigned for court review.. 

To the Constitutional Court of Ukraine: 

Not only rulings, but also decisions on procedure and on not allowing appeals must be placed on the website promptly.

To the President of Ukraine
Stamps restricting access, «Not to be printed», «Not to be published» and others, not allowed for by law, should be removed from all normative acts and decisions.; 

The Decree of the President of Ukraine №493 from 21.05.1998 «On introducing amendments to some decrees of the President of Ukraine on issues relating to the State registration of normative legal acts» should be revoked.

To the Prosecutor General of Ukraine:

All normative legal acts of the Prosecutor’s office should be registered in the Ministry of Justice of Ukraine; 

An open register of all normative acts of the Prosecutor’s office, as well as an open database of normative acts relating to civil rights and duties should be created.

Local Authorities and bodies of self-government

Conditions should be created for bringing to the notice of members of the community of the particular area all rulings of bodies of local self-government (depending on conditions in the most effective way); 

 Where this is feasible, websites of bodies of local self-government should be created and it to be compulsory to place a full register and the texts of all rulings passed; 

Publication and access on an open basis should be ensured to all decisions of local administrations (at the level of regions and the cities of Kyiv and Sevastopol.
YET MORE ON THE PRESIDENT’S «SECRET» DECREES

Yevhen Zakharov

The inverted commas around the word «secret» are required since the stamp «Not to be published» which has been assigned in the last 10 months to 42 Decrees issued by President Viktor Yushchenko is not set down in any law. Nor have regulations for working with documents bearing this stamp been provided by any openly available normative act. The same applies to the stamp «Not to be printed» which is used by the Cabinet of Ministers of Ukraine: there have been 12 such documents. 

Of the 42 Presidential Decrees, 38 were given the stamp «Not to be published» before 1 April. There then followed a public promise to put an end to the practice of using this illegal stamp. It transpired that its application was regulated by an instruction not for public consumption from the President’s Administration which had not been printed, since the instruction itself bore this selfsame stamp restricting access (or perhaps the stamp «Not to be printed» – how these stamps differ one from the other being difficult to fathom). However four more Decrees «Not to be published» have appeared since them – No. 663 from 18 April, No. 815 from 18 May, No. 1203 from 23 August and No. 1466 issued on 19 October. It is difficult to know what these Decrees are about. Several civic activists who sent formal requests for information to the President, asking for the names of the Decrees to be divulged (not even the actual texts!) were not graced with any answer at all, and were forced to lodge a complaint with the courts about the President’s lack of action. It is known that the first two Decrees bearing this stamp, issued under the numbers 116 and 117 on 21 January concerned appointments or dismissals of the heads of local departments of the Security Service of Ukraine (SSU). 

However there was also a 43rd Decree «Not to be published», numbered 1616/2005 from 18 November 2005 – together with a Decree declaring the anniversary of the Orange Revolution (22 November) Freedom Day and another on fighting the shadow economy. On 21 November we found it on the President’s official website www.president.gov.ua, yet several hours later it had disappeared. On that same day it was possible to find it on the website of the Verkhovna Rada of Ukraine www.rada.gov.ua, however it was removed from there as well. Then on 22 November the text of this Decree had already appeared on the President’s website. It bore the title «On amendments to the Decree of the President of Ukraine from 21 March 2002, No. 277» and introduced amendments to Appendix No. 6 to the latter Decree: «On the lists of posts of military personnel and officers of law enforcement bodies which can be held by higher officer (commanding) personnel, as well as the highest military and special military ranks for these posts» and included the text of the actual Appendix. Amendments to Appendix No. 6 to Decree No. 277/2002 had been introduced previously through Decrees No. 837/2003 from 15 August 2003, No. 1225/2003 from 29 October 2003 and No. 1256/2004 from 18 October 2004. The first three Decrees bore the stamp «Not to be printed», while Decree No. 1256/2004 was issued with the stamp «Not to be published». Appendix No. 6 contained a list of higher posts in the State Tax Administration of Ukraine (STAU) and the tax police, as well as the corresponding highest ranks which officials occupying these posts can attain. The Head of STAU has the rank of Chief State Advisor of the Tax Service, while his or her deputies hold the rank of State Advisor of the Tax Service class one, the directors of Departments of STAU - State Advisor of the Tax Service, class two. The same class two rank is held by the Heads of STAU in the Autonomous Republic of the Crimea, Kyiv and in the 8 largest regions of Ukraine. The Heads of STAU in the remaining 17 regions have third class rank. The top rank for the Head of the tax police of Ukraine is that of Lieutenant-General of the tax police, the other highest-ranking heads of the tax police can aspire to the rank of Major-General. So what was the point of preventing access to this information? What significant damage could possibly be caused the defence of State interests – national security, territorial indivisibility and public order, etc (see Article 34 of the Constitution) by making this information public?

Decree No. 277/2002 from 21 March 2002 was also amended by the Presidential Decrees No 345/2002 from 17.04.2002, No. 524/2002 from 06.06.2002, No. 811/2002 from 09.09.2002, No.1123/2002 from 02.12.2002, No. 1439/2004 from 30.11.2004, No.1452/2004 from 09.12.2004, No. 484/2005 from 17.03.2005, No. 1203/2005 from 23.08.2005, No. 1466/2005 from 19.10.2003. They all boast the stamp «Not to be printed» or «Not to be published». It is logical to suppose that they relate to other Appendices to Decree No. 277/2002, and that all these acts concern ranks and salary of high-ranking officials of various State executive bodies. Hiding such information is entirely in keeping with the old Soviet habit of concealing their income, benefits and privileges from the population. Would it not be better for the President’s Secretariat to give up such habits, to put a stop to this shameful and illegal practice and make all documents with illegal stamps restricting access public?

 

The President has yet again been set up
This time by State functionaries and the Pechersky Court in Kyiv.
On 12 September a «troika» or panel of three judges from the Kyiv Pechersky court rejected the complaint made by the legal adviser to the Maidan Alliance, Oleksandr Severin about the inaction of the President of Ukraine in not providing a response to a formal request for information.
The information request within the framework of the Operation «To be printed» (more details on http://maidanua.org/news/view.php3?bn=maidan_draft&trs=-1&key=1115034474 ) was sent on 6 May 2005, and in accordance with the Law of Ukraine «On information», a response should have been forthcoming within one month. The lack of any reaction from the recipient led accordingly to a formal complaint which demanded that Viktor Yushchenko be obliged to provide an adequate response as stipulated by legislation.
At the court hearing, the President’s representative (meaning a representative of the Ministry of Justice) submitted to the court a copy of a response allegedly sent (a response purely in form which we will let «Maidan» readers see in the near future) with a print-out from an internal register supposedly confirming that it had been sent. The document was not actually signed by the President, but by some functionary.
The arguments of the Maidan representative, that the request had in fact been sent to the President, and not to a functionary, and that it would not have been a bad idea for the respondents to have confirmed the providing of their «response» not through an internal «paper», but by a postal notification, were not accepted by the court.
EXPLANATORY NOTES to the Draft Law of Ukraine
«On amendments to the Law of Ukraine
«On Information»

Vsevolod Rechytsky

The decision to draw up a new draft version of the Law of Ukraine «On Information» (hereafter the Draft Law) in the form of amendments to the already existing Law of Ukraine «On Information» from 2 October 1992 was no chance whim, but taken for a number of cogent legal and political reasons, the main ones being the following.
The Law of Ukraine «On Information» in force since 2 October 1992 with amendments and additions from 6 April 2000 No. 1642-III; 7 February 2002 No. 3047-III; 3 April 2003 No. 676-IV, has exhausted its potential and no longer meets the needs of socio-political and public life. It diverges significantly from international, and in particularly European standards for ensuring access of the population to governmental or other official information, does not contain appropriate legal and organizational safeguards for such access and does not comply well with existing practice of the European Court of Human Rights in Strasbourg on applying Article 10 of the European Convention for the Protection of Human Rights and Fundamental Freedoms of 1950. All of the above makes it necessary to draw up and introduce new legal approaches devising modern effective guarantees for keeping the population informed on a level to meet European requirements as well as serious modifications of the legal paradigm presently existing in Ukraine for ensuring freedom of speech and the right to information as a whole.
At the same time, Ukraine does not have sufficient grounds for entirely rejecting the current Law «On Information» from 2 October 1992. After all it was relatively recently that a number of comprehensive provisions were added on the legal definition of the concept of censorship, the prohibition of direct or covert censorship, as well as a range of important guarantees of protection for the professional status of journalists of the printed press, television and radio. These were added to a certain degree as a political and legal consequence of the tragic circumstances of the murder of Georgy Gongadze, the reaction to the practice of ruinous law suits against newspapers, and a response to the numerous cases of abduction or assaults on journalists on the territory of CIS countries, etc.
The above-mentioned makes it possible to assume that the Deputies of the Ukrainian parliament (the Verkhovna Rada) would not greet the prospect of losing recently gained legal guarantees of freedom in expressing one’s will, of the norms regarding both the definition and the prohibition of censorship, and so forth. Therefore passing a new strictly procedural law of a European type on access to information (or freedom of information in the American understanding) which would revoke the imperfect, yet essentially important current Law of Ukraine «On Information» could have a negative impact on existing legal beneficial achievements.
Another important argument in this respect is the fact that the current law «On Information» is closely coordinated with the following which have already been passed: the Law of Ukraine «On State Secrets», the «List of items of information which constitute State secrets», the Laws of Ukraine «On Printed Mass Communication Media in Ukraine», «On television and radio broadcasting», «On the procedure for coverage by the mass media of the activity of State executive bodies and bodies of local self-government in Ukraine», etc. A new special law on access to information could revoke the current Law «On Information» from 1992 without revising these links and points of coordination which the Law has with its legal milieu. It is quite clear that an entirely new, separate law on access to information would be difficult to bring into agreement with existing legislation. .

On the other hand, the Draft Law proposed below is a substantially revised law on access to information or law on freedom of information which has been brought into compliance with European standards, while retaining the necessary links with current information legislation in Ukraine. The Draft Law was drawn up in the context of fundamental categories and concepts of contemporary information law. In its content it is a special normative act which contains virtually no norms of civil or other branches of legislation. At the same time, the Draft Law foresees the necessary normative references to civil, administrative and criminal law whose norms it intersects with thematically.
With regard to maintaining the momentum of action and the beneficial potential of existing legislation, the new Draft Law retains all the positive additions and amendments introduced into Ukrainian information law during recent times. It does not run counter to existing norms, but instead is well harmonized with them. In essence, the Draft Law envisages approximately 80-90 % new norms regarding safeguards to access to information while at the same time retaining the recently added progressive additions and amendments on setting out the concept and prohibition of censorship, as well as on safeguards for the interdependent status of journalists in Ukraine.
In creating the Draft Law the norms used as models were first of all such documents as the Universal Declaration of Human Rights of 1948, Article 19; the International Covenant on Civil and Political Rights of 1966, Article 19; the European Convention for the Protection of Human Rights and Fundamental Freedoms of 1950, Article 10; the Law of the USA on freedom of information of 1966; the Hungarian Law on Protection of information: a model for the region (the Law on the protection of personal information and access to information which is of public interest, No. LXIII, 1992 р.); a Model for a law on freedom of information (drawn up by the organization «Article 19»); Judgments of the European Court of Human Rights on the application of Article 10 of the European Convention of Human Rights of 1950; the UNESCO Declaration, Sophia of 1997; the Johannesburg Principles: national security, freedom of self-expression and access to information of 1995; Principles of legislation on freedom of information (the right of the public to know – drawn up by «Article 19»); Recommendations of the Committee of Ministers of Member States of the Council of Europe № R(94)13 on ways of ensuring transparency of the mass media; Recommendations of the Committee of Ministers of Member States of the Council of Europe № R(99)15 with regard to measures of coverage in the mass media of election campaigns; Recommendations of the Committee of Ministers of Member States of the Council of Europe № R(2000)23 on independence of the functions of regulatory bodies in the field of television and radio broadcasting; Recommendations of the Committee of Ministers of Member States of the Council of Europe № R (2000)13 on European policy regarding access to archives; Recommendations of the Committee of Ministers of Member States of the Council of Europe № R(2000)7 on the right of journalists to refuse to disclose their sources of information; Recommendations of the Committee of Ministers of Member States of the Council of Europe № R (2002)2 on access to official documents; other special documents and material.
The Draft Law consolidates principles of information relations, the functions of the Ukrainian State in the information sphere, the principles of State information policy which have been brought into compliance with European demands. A first of this Draft Law is the new definition of information and the range of potential participants in information relations.
In particular, the Draft Law draws a distinction between the categories of official and unofficial information. To resolve this issue when drawing up the Draft Law, a professional discussion was organized with the involvement of the public, as a result of which those putting together the Draft Law decided to not opt for a simplistic concept of information but introduced the understanding of «official» and «unofficial» information. As for the general (essential) definition of information, a definition is used according to which information is considered to be «a communication, the content of which may be provided through signs or in symbolic form, and which is stored on any types of media outside a person’s own consciousness».
This approach was deemed necessary for a number of reasons. Firstly, the division of information into official and unofficial exists in the working practice of State executive bodies and bodies of local self-government. The main part of such information, according to the rules of the Draft Law, must be added to registers or other lists of data introduced by State executive bodies and bodies of local self-government, and then transferred to the archives.
At the same time, it is known that in the actual working practice of State executive bodies and bodies of local self-government there is current administrative information which is in fact not registered and which does not end up in the archives. It is this part of information which is needed for the working of an institution, but which is not collected and not held in the appropriate files. In its external form, this information is similar to verbal instructions to personnel, information which is asked for by those interested over the telephone, to that contained in reports on how something is going, notes to reports, etc. It is undoubtedly the case that the internal rules of procedure for working with such information should be different from those rules of procedure for working with official documents. In addition, there are also such categories in Ukrainian record keeping as documents of strict accounting, etc.
Secondly, if all the information which is held or used by a State institution or body of local self-government were combined into one category, then the rules of procedure for such information would need to be the same (the same demands as to forms of storage, providing the information in response to formal requests, transferring them into archives, etc). However it is specifically in such procedures that official documents cannot be compared, for example, with a rough draft from a strategy meeting of an administrative subdivision of an institution. The division of information of State executive bodies and bodies of local self-government into basis categories is thus logical.
On the other hand, access to open official or unofficial information is identical for anyone who requests it. The only difference lies in the fact that the person asking has the right to look for official information in the registers, but cannot demand this in the case of unofficial information. The introduction of another form of procedure for access to information would have a beneficial impact on the working efficiency of State executive bodies and bodies of local self-government. An artificial merging of different types of information into one category would clearly stimulate administrative disorder and lead to organizational chaos. For this reason the division of the general category of information into official and unofficial types is important for the correct organization of the work of State institutions and for the simplification of the procedure whereby those interested can gain access to the specific documents they wish to see.
As for the general concept of information as communications which can be stored on «any forms of material media outside a person’s own consciousness», this approach is relevant for journalists in cases where attempts are made to persuade or force them into disclosing the sources of their information. It is specifically such formally unrecorded information which journalists often receive on condition of its being kept confidential. It is important only that the information which they receive in such a fashion could be recorded on material media. It is precisely this type of information which the Draft Law foresees and safeguards from forced disclosure.
In contrast to the current Law «On Information» from 1992, the Draft Law contains an actual list of the main participants in information relations. Although during the period of drawing up the Draft Law, experts from the organization «Article 19» recommended not giving a detailed list of such participants, it was decided that this recommendation could not be followed given the specific conditions in Ukraine.
Firstly, Ukrainian judges and others involved in applying the law do not have the right, as in countries with a system of common law, to independently interpret the law, and therefore need to apply its provisions in strict compliance with the content of the norm. Therefore, if the participants in information relations were only defined as individuals or legal entities (as suggested in the comments of «Article 19», a judge could potentially decide not to defend the rights to information of a religious group, an unregistered human rights organization, a party still at the stage of becoming a legal entity, a free trade union, etc. In accordance with Ukrainian legislation, indeed, both religious groups and free trade unions are not subject to registration and are therefore not considered to be legal entities. There are plenty of real examples of such narrowly restricting interpretations of norms existing in the current Law «On Information» which define the participants in information relations.

Secondly, the proposed list of participants in information relations is not exhaustive. The purpose of the list is thus to simplify the legal orientation of a specific civil servant or judge. Accordingly, in simple cases the basic list of participants in information relations will apply which will significantly simplify the procedure for the majority of those making formal requests for information.
In more complicated situations the fact that the list of participants in information relations is open (incomplete) will be used to accordingly broaden the list of those able to make requests for information.
No less important a part of the Draft Law are the rules of procedure for access to information of various types which are given in detail and safeguarded by necessary procedural guarantees. For example, the Draft Law distinguishes between open information and information with restricted access. Information with restricted access, in turn, is divided into information which constitutes a State secret, other secrets as set down in law, confidential information and information about a person (personal data). In contrast to the current Law, the Draft Law regards information about a person (personal data) as information with restricted access, and does allow any documents of State executive bodies or bodies of local self-government to be considered confidential.
The Draft Law contains a description of the detailed procedures for access to information which belongs to State executive bodies or bodies of local self-government, information about a person (personal data), as well as any open or socially significant information. Furthermore, particular attention is given to a clear definition of the legal rules of procedure for access to information of State executive bodies or bodies of local self-government. The law provides detailed organizational and legal guarantees for such access, regulates cases where exceptions may be deemed necessary, and foresees the optional circumstances for the application of the law in this sphere, and so forth.
Since the category of «State secret» is clearly defined in the special Law of Ukraine «On State secrets», and there is a comprehensive list of items of information which fall into that category in the «List of items of information which constitute a State secret», the Draft Law has confined itself to an exact reference to the normative material already existing in Ukraine.
As far as «other secret information allowed for by legislation» is concerned, the specific circumstances of its existence, as well as a list of possible media for such information, as is known, are set out in separate laws of Ukraine. Accepting the given procedure, the Draft Law provides a comprehensive list of types of «other secret information allowed for by legislation», and also imposes the demand that all cases of introduction and regulation of such kinds of information be allowed for exclusively at the level of the law. A full list of items of information which constitute «other secret information allowed for by legislation» is provided in Part 3 of Article 31 of the Draft Law.
In this respect all exceptions of restriction of access to information which are foreseen in the Draft Law should also be interpreted as rules as to «other secret information allowed for by legislation». Thus, all exceptions of this type correspond to the list of restrictions foreseen in Part 3 of Article 31 of the Draft Law.
The new approach of the Draft Law to the definition of confidential information and its rules of procedure warrant particular attention. The Draft Law strictly prohibits the classification as confidential of any item of information which belongs to State executive bodies and bodies of local self-government. This has been done on the basis, first and foremost, of the requirements of Articles 6 and 19 of the Constitution of Ukraine.
What gave rise to the need for such an approach was the problematical and inconsistent from the legal point of view practice by the highest bodies of State executive power, in particular, the President of Ukraine and the Cabinet of Ministers of Ukraine, of using stamps restricting information: «For official use only», «Not to be printed», «Not to be published», and so forth. As monitoring of such regular practice by the highest bodies of State executive power in Ukraine shows, the ratio of documents with such stamps issued by the President of Ukraine recently has oscillated between 3,8 – 8,7% of the overall amount of acts which he has passed, while the ratio of documents bearing stamps restricting access put out by the Cabinet of Ministers of Ukraine has been within the range 1,8 – 7,4%.

It should be noted that the practice of using stamps restricting access widely has already attracted international attention as well. In particular, the Judgment of the European Court of Human Rights in Strasbourg on the case of Poltoratsky v. Ukraine of 29 April 2003 contained a reference to the Instruction on the conditions of confinement of prisoners condemned to death from 20 April 1998 which was classified with the stamp «Not to be printed» as being a document which the rules regarding access to meant that prisoners were prevented from exercising their rights.

In addition to the current Law of Ukraine «On Information» from 1992 and the Instruction of the Cabinet of Ministers of Ukraine No. 1893 from 27 November 1998 «On the Confirmation of Instructions regarding the appearance, storage and use of documents, files, publications and other physical sources of information containing confidential information which is the property of the State», official information in Ukraine is also made public on the basis of the Decree of the President of Ukraine No. 503/97 from 10 June 1997, with amendments and additions introduced by the Presidential Decrees No. 1327/97 from 4 December 1997 and No. 1235/98 from 10 November 1998, «On the procedure for official publication of normative legal acts and for their coming into force».

In particular, Article 7 of the above-mentioned Decree stipulates that «acts of the Verkhovna Rada of Ukraine, the President of Ukraine, the Cabinet of Ministers of Ukraine which do not have general significance or a normative character may be published at the decision of the relevant body. These acts and acts with stamps restricting access are officially published by means of sending them to the appropriate State executive bodies and bodies of local self-government and by their bringing them to the attention of the enterprises, institutions, organizations and individuals whom these acts have legal force over.»

The restrictions established by the Decree on publishing such acts does not mean that they are given the status of State secrets or other secret information allowed for by legislation. However in practice such acts are not made available when those interested submit formal requests for information. Thus, the offices of the President of Ukraine and the Cabinet of Ministers of Ukraine have created a procedure for unfounded and illegal classification of information as restricted which, on the basis of Articles 6 and 19 of the Constitution of Ukraine cannot be confidential, and at the same time do not constitute State secrets or other secret information allowed for by legislation.
In view of Part 2 of Article 6 and Part 2 of Article 19 of the Constitution of Ukraine in accordance with which all powers of State executive bodies and bodies of local self-government should be established by the Constitution and laws of Ukraine and they should exercise their authority within the limits established by this Constitution and in accordance with the laws of Ukraine, State executive bodies and bodies of local self-government, and their officials and functionaries, do not have any authority to restrict access to information held by them which does not contain secret information. The lawful right of an owner of information to disseminate or keep secret the information at his or her own discretion does not extend to State executive bodies and bodies of local self-government.

Since confidential information may belong solely to an individual or private legal entity, the collocation «confidential information which is the property of the State» appears without meaning from a legal point of view. However it is precisely this category of information which the offices of the President and of the Cabinet of Ministers of Ukraine and other State executive bodies and bodies of local self-government classify with the stamp restricting access «For official use only», with criminal responsibility under Article 330 of the Criminal Code of Ukraine being envisaged for passing on or collecting such information.

The existing problem is also exacerbated by the fact that the concept of «confidential information which is the property of the State» remains virtually undefined. After all, the appropriate lists of criteria for recognizing information as such, foreseen by the Resolution of the Cabinet of Ministers of Ukraine No. 1893 from 27 November 1998, if they have in fact been drawn up by individual State executive bodies, have thus far not been made public.

It is also known that on the basis of Article 38 of the current Law of Ukraine «On Information», information obtained on money from State revenue, is considered State property. It is logical that the right of ownership to information held by the State should be exercised using specific State bodies as mediating agents. However in this instance, the procedure for access to information which belongs to the State should be established not by its specific holder (a State executive body or body of local self-government), but by legislation.

Nonetheless, as was mentioned earlier, the procedure for access to information which belongs to the State or to bodies of local self-government is defined at present not only by legislation, but also directly through the offices of the President and Cabinet of Ministers of Ukraine, and other State executive bodies or bodies of local self-government. This leads to a situation whereby one and the same item of information may be considered information with restricted access in one region of Ukraine and open information in another.

Article 21 of the current Law of Ukraine «On Information» relegates normative acts of the President and Cabinet of Ministers of Ukraine to the category of «information about the activity of State executive bodies and bodies of local self-government». In accordance with the Law «On Information» from 1992, such items of information should be made public not only by publishing them in official printed publications, but by «directly passing the information to all interested parties (orally, in written form or by some other means)». Moreover the Law does not equate the form and means of passing the information on to its targeted audience with the definition of general rules of procedure for access to it. Therefore directly bringing information about the activity of State executive bodies and bodies of local self-government to the targeted audience does not mean that rules of procedure for restricted access can be established for the given information.

It is important to emphasise that Article 21 of the Law of Ukraine «On Information» from 1992 does not give State executive bodies and bodies of local self-government authority to determine the range of people who can be considered interested parties from the point of view of received information belonging to the given bodies. It is entirely evident that any individual who has approached the relevant State executive body or body of local self-government with a request to provide information should be considered an interested party in this sense. However, these, together with many other provisions of the Law «On Information» from 1992 demand complex comparative efforts for establishing their content and are therefore inconvenient and little suited for application.

So that the Ukrainian people can become the real master of their country, it is vital to effectively safeguard political transparency of all acts of the authorities. Since openness of the regime is the direct result of correct information policy, the issue involving the use of stamps restricting access to «confidential information which is the property of the State», just as the general justification or otherwise of the concept itself, is a problem which must be resolved by introducing the appropriate amendments. The situation requires the introduction of clear norms and procedures, understandable and easily applied permits and prohibitions. It is specifically this problem which receives positive resolution in the given Draft Law.

It should be emphasised that the Draft Law also introduces detailed definition of the concept of information of public significance (Article 32), foresees the responsibility to make it public without needing the consent of the owner. The concept of information of public significance was added to the Law «On Information» of 1992 by the addition from 3 April 2003, № 676-IV. However at that time the concept was not specified which created noticeable difficulties in applying it. The new Draft Law gives a list of the main types of information of public significance. Such a list is needed since, as mentioned above, it is practically not in the scope of law enforcement bodies to interpret the content of broad legal concepts. It is not out of the question either that a certain part of the corps of judges without such lists providing specific detail would interpret the interest inherent in the concept «public significance» as a state of hypertrophied social discipline, and a procedure of stiff information restrictions.

The Draft Law envisages that any information of public significance not only can, but must be circulated and provided for any interested members of the public to become familiar with. Such wording is something new for the practice of application of the law in Ukraine however, according to reports from international experts, it is specifically this which is in keeping with international and European standards for access to information.

A part of the Draft Law of fundamental importance is also the section on the competence of the Human Rights Ombudsperson in the field of protection of the right to information. The section sets out the definition of the special status of the Human Rights Ombudsperson in the field of protection of the right to information, provides a list of his or her main rights, includes a detain list of offences which constitute grounds for lodging a complaint regarding information with the Ombudsperson.

The general status of the Human Rights Ombudsperson is regulated by the Constitution of Ukraine (Article 101), by the special Law of Ukraine «On the Human Rights Ombudsperson» from 23 December 1997, and also by the Decision of the Constitutional Court of Ukraine from 18 April 2000, No. 5 – рп/2000.
As for the definition of the special status of the Human Rights Ombudsperson in the Draft Law, in general terms it complies with international standards on safeguarding the autonomy, independence and influence of this traditional people’s defender of human rights. His or her special information powers are coordinated with the existing Law «On the Human Rights Ombudsperson», fully comply with the Law as to the list of special functions and rights. There the creation of a new, special post or separate administrative body to protect people exercising their right to information was deemed by those drawing up the given Draft Law to not be expedient.

The Draft Law comes to an end with separate sections on responsibility for violations of legislation on information, on international information activity, and also concluding provisions in which the procedure for the coming into effect of the new law is discussed. Since the Draft Law foresees expenditure on reforming the already existing administrative procedures, its coming into force is coordinated with the rules for introducing legislative initiatives which require additional funding from State Revenue.

LAW OF UKRAINE

On Introducing Changes to the Law of Ukraine
«On Information»

The Verkhovna Rada of Ukraine resolves:

To introduce changes to the Law of Ukraine «On Information» («Vidomosti Verkhovnoi Rady Ukrainy (Parliamentary Bulletin), 1992, No.4 8, p. 650; 2000, No.2 7, p. 213; 2002, No.2 9, p. 194; 2003, No.2 8, p. 214) by presenting it in the following wording:

The Law of Ukraine «On Information»

This Law shall regulate the right of citizens of Ukraine, other subjects of information relations, for information, and shall set forth legal fundamentals for state and non-state information activity.
On the premises of Articles 17, 31-32, 34 of the Constitution of Ukraine, the Law shall state and provide respective guarantees with regard to the right for free gathering, filing, using, and disseminating information either verbally or in writing or in other manner, and shall establish legal forms for activity and international cooperation of Ukraine in the area of information.
Section I.
GENERAL PROVISIONS

Article 1. Defining Information
1. Under this Law Information, information shall be defined as any communication that can be presented in the form of characters or symbols and stored on any material medium external to human consciousness.

2. Official information shall be defined in this Law as information recorded on material media, documented or publicly announced by government agencies, local self-governance bodies, their officials that pertains to events and phenomena occurring in the world, society, the state and environment.

3. Other documented (recorded) information shall be considered unofficial.
Article 2. Purpose of the Law
The Law shall establish general legal fundamentals of creating, gaining access to, using, disseminating and storing information, shall secure the right of the individual, other subjects of information relations for information in all areas of social and public life of Ukraine, as well as the system of information, its sources, shall define the status of subjects (participants) of information relations, regulate access to information, provide for its protection, protect individuals and society from possible violations in the information sphere.

Article 3. Scope of Effect of the Law
1. The scope of effect of this Law shall encompass all information relations arising in the jurisdiction of Ukraine in all and any areas of life and activity of individuals, society and the state in the process of creating, collecting, using, disseminating and storing information.
Article 4. Legislation on Information
Ukraine’s legislation on information includes the Constitution of Ukraine, this Law, the Law of Ukraine «On Printed Media (Press) in Ukraine», the Law of Ukraine «On Television and Radio Broadcasting», the Law of Ukraine «On News Agencies», the Law of Ukraine «On Coverage of Activity of Government Agencies and Local Self-Governance Bodies in Ukraine by the Mass Media», the Law of Ukraine «On the National Archives and Archiving Institutions», the Law of Ukraine «On National Secret», the Law of Ukraine «On the Code of Information Forming National Secret» other regulation applicable to individual types and means of information, as well as, international treaties ratified by the Verkhovna Rada of Ukraine, principles and norms of the effective international laws that have effect in Ukraine.

Article 5. Subjects of Information Activity
1. Under this Law, the subjects of information activity shall be:
1) Citizens of Ukraine, foreign nationals, persons without citizenship;

2) Religious organizations;

3) Political parties (blocs);

4) Trade unions;

5) Right-invariant organizations;

6) Public associations;

7) Mass media

8) Local self-governance bodies and their officials;

9) Government agencies and their officials;

10) Enterprises, institutions and organizations of all ownership forms;

11) Any legal subjects entities;

12) The State of Ukraine;

2. All other subjects of information relations in the capacity of owners (users) of information and inquirers, excluding requests for personal information and exceptions envisaged in the law, shall have equal rights.

3. As subjects of information relations shall also be recognized:
1) Foreign states;
2) Foreign legal entities;
3) Foreign government and nongovernmental organizations.
Article 6. Objects of Information Relations
1. Objects of information relations shall be official and unofficial information stipulated by Items 1-3 of Article 1  of this Law.
Article 7. Main Principles of Information Relations
1. The main principles of information relations shall include:
1) Recognition of the right to information as one of the fundamental human rights;

2) Guarantee of the right to information;
3) Openness, accessibility of information and freedom of its exchange;

4) Reliability, fullness and accuracy of information;

5) Legitimacy of creation, collection, use, dissemination and storing of information.

6) Timeliness of provision of requested information.
Article 8. Functions of the State in the Sphere of Information
1. The functions of the state in the sphere of information shall be defined as a set of main directions of the state with regard to creating, receiving, using, disseminating and storing information.
2. The functions of the state in the sphere of information shall be:
1) Ensuring free access of individuals and other subjects of information relations to national and international sources of information;
2) Creating national information systems and networks;

3) Creating a security system to protect national and other legislatively stipulated secrets, confidential information, as well as personal information;

4) Facilitating international cooperation of Ukraine, other subjects of information relations in the sphere of information.
Article 9. Fundamentals of State Information Policy
1. Implementation of information policy of Ukraine shall be based on the following fundamentals:

1) Information about the policies of the state of Ukraine, activity of its agencies, local self-governance bodies, their officials shall be transparent and open to the public; classification of certain segments of such information shall be made on the basis of law only;

2) Subject to classification shall be the data as opposed information about the document (information carrier) and its description (a date of adoption, title, registration number);

3) Citizens of Ukraine, other legal visitors to Ukraine, associations of individuals shall enjoy a priority as compared to government agencies, local self-governance bodies and their officials in receiving information of any content, excluding information of restricted access under the law;

4) Ban on restriction (by the state, its agencies, local self-governance bodies and their officials) of creating, receiving, disseminating, using and storing information of religious, ideological, philosophical, scientific and cultural content;

5) Ban on imposing and limits, quotas, or licenses by government executive agencies and their officials with regard to activity of subjects of information relations aimed at gaining access to the Internet as well as national and other international computer, cable, satellite and other information systems and networks available for general use (this ban shall not encompass the procedure for allocating and granting television and radio frequencies);

6) Banning government agencies, local self-governance bodies and their officials from arbitrary inclusion (placing restriction stamps) of information that does not constitute state or other secrets (as determined by law) to limited access information;

7) Defining in the law and making public general classification, rules of storing and accessing information that contains state or other secrets (as determined by law), confidential information, as well as personal information;

8) Banning government agencies, local self-governance bodies and their officials from ascribing information in their possession to the classified information category;

9) Ban on adoption of ad hoc regulations prohibiting government agencies, local self-governance bodies and their officials from making unclassified information available to the mass media.

2. The fundamentals listed in this article shall be applied as common norms in resolving administrative and court collisions arising among subjects of information activity.
Article 10. The Right to Information
1. Any entity legally staying in Ukraine shall have the main right to freely create, gather, store, use and disseminate information verbally or in writing or in any other way according to its choice.
2. All subjects of information relations shall have the right to access official and other information available at government agencies, local self-governance bodies and their officials.

3. All subjects of information relations shall have right to information that envisages a possibility of free creation, receipt, use, dissemination and storing of data necessary for realization of their rights, freedoms and legal interests, and performing their tasks and functions.
4. Realization of the right to information by one subject of information relations must not violate rights, freedoms, and legal interests of other subjects of information relations. In the event of competition of such rights, the right to protecting interests of personal life shall prevail, in case of limited access information – material public interest.

5. Every entity legally staying in Ukraine shall be empowered with a free access information on itself if such information is not classified as state or other (legislatively stipulated) secret.
Article 11. Legal Guarantees Regarding the Right to Information
1. The right to information shall be ensured through:
1) Obligation of government agencies, local self-governance bodies and their officials to inform the public about its activity and decisions made on a regular basis;

2) Obligation of government agencies, local self-governance bodies to keep and regularly update lists and registers of documents at their disposal;

3) Obligation of government agencies, local self-governance bodies to keep chronological files of copies of official documents and materials for public access;

4) Obligation of government agencies, local self-governance bodies allocate special premises (places) for inquirers to work with documents, as well as make abstracts, copies, etc;

5) Obligation of government agencies, local self-governance bodies, institutions, enterprise and organizations of all ownership forms to set up special information services (if possible – electronic systems as well) to provide access to information for interested parties;

6) Right of free access of subjects of information relations to statistical data, archive, library and museum resources, with restrictions being applicable only in view for specifics of values and peculiarities of their safe-keeping, as determined by law;

7) Obligation of legislative, representative and other elected government agencies, local self-government bodies to make public their meeting schedules and agendas in the mass media on a regular basis;

8) Obligation of legislative, representative and other elected government agencies, local self-government bodies to provide free access for the public to their meetings;

9) Public right of free access to electronic versions of official documents and materials;

10) Establishment of government and public controls over compliance with the information legislation;

11) Introduction of legal accountability for violation of the information legislation.

Article 12. Organizational Guarantees Regarding the Right
to Information
1. All government agencies, local self-governance bodies must have public rooms available for interested parties to familiarize with official and other information pertaining to these agencies.
2. Government agencies, local self-governance bodies must inform the population about the content and nature of their work. Information about their location, venues of their information services and business hours must be made available to the public on a regular basis.
3. In order provide for accurate channeling of information requests and facilitate search activity of inquirers, every government agency and local self-governance body must post the following information on billboards and in free-of-charge printed media available to the wide public:

1) A list of functions and services rendered to the population;

2) Description of the organizational structure of the head office and regional offices, locales where government officers provide inquirers with necessary information and inquirers submit requests, receive required documents, etc;

3) Requirements regarding formal and informal record keeping procedures;

4) Specimens of forms and letterheads for all incoming documents from interested parties, as well as fill-out samples;

5) Locations at which inquirers can receive necessary forms and letterheads of the institution;

6) General rules (internal working regulations) of the office;

7) Texts of legislative and other regulatory documents (orders, guidelines, etc) serving as a basis of operation of the office;

8) Internal administrative regulations and personnel guidelines if these documents are related to public interests;

9) Tests of all documents amending and changing the aforementioned data.

Section II.
INFORMATION ACTIVITY

Article 13. Definition of Information Activity
1. Information activity is a set of actions aimed at meeting information needs of the subjects of information relations.
2. In order to meet these needs, government agencies, local self-government bodies, enterprises, institutions and organization of all ownership forms shall set up information services (units, individual positions), systems, networks, registers (lists), databases etc.
3. The procedure for their establishment, structure, rights and obligations shall be determined by the Cabinet of Ministers of Ukraine, other government agencies, local self-government bodies, management of respective enterprises, institutions and organizations.
Article 14. Freedom of Information Activity
1.
The state shall guarantee freedom of information activity to all subjects of information relations within the scope of their rights and freedoms, functions and authorities.

2.
Creating, collection, use, dissemination and storage of information shall be free. In separate cases, it shall be performed with consideration for restrictions stipulated by the laws of Ukraine on Information.
Article 15. Types of Information Activity

1. The main types of information activity are creation, receipt, use, dissemination, and storing of information.
2. Creation of information is production, synthesis, compiling of an information message whose content is new with regard to information sources that have been used in the process of its production.
3. Collection of information is procurement, accumulation  of information by subjects of information relations.
4. Use of information is meeting information needs of subjects of information relations.
5. Dissemination of information is making public, disseminating, promulgating or realizing of official or other information in accordance with the legislatively established procedure.
6. Storing of information is providing for adequate condition of the information and its material media.
Section III.
TYPES AND SOURCES OF INFORMATION

Article 16. Types of Information

1.
Types of information shall be defined as a structured set of data on separate areas of life and activity of the society, state and individual.

2.
Separate types of information can be regulated by special legal procedures.

Article 17. Main Types Information
1. The main types of information shall be:
1) Statistical information;

2) Administrative information;

3) Mass information;

4) Information on activity of government agencies, local self-governance bodies and their officials;

5) Legal information;

6) Personal information;

7) Reference and encyclopedic information;

8) Sociological information.
Article 18. Statistical Information
1. Statistical information shall be defined as documented state information that provides a quantitative description of mass events and process that occur in the economic, social, cultural and other areas of human life.
2. State statistical information shall be subject to systematic public publication. Free access shall be made available for individuals, research institutions, other subjects of information relations to unpublished statistics that are not subject to restrictions established by this Law, as well as the Law of Ukraine «On State Statistics».
3. Certain primary segments of statistical information relating to personal information, as well ascertain economic or commercial interests, including data collected in the process of tax payment by natural persons and entrepreneurs, can be rendered as limited access information.
4. The statistical information system, its sources and the regime shall be determined by the Law of Ukraine «On State Statistics».
Article 19. Administrative Information (Data)
1. Administrative information  shall be defined as internal departmental data providing quantitative description of events and processes that occur in economic, social, cultural and other spheres of life and used by government agencies (excluding state statistics agencies), local self-governance bodies for execution administrative obligations and tasks within the scope of their authority.
2. Administrative information  shall be entered into respective record registers maintained by government agencies and local self-government bodies.
3. Administrative information shall normally be open official (documented) or other information and shall be subject to disclosure upon information requests.
4. Referring individual segments of administrative data to the category of limited access information shall be carried out on the grounds of the law.
Article 20. Mass Information
1. Mass information shall be any publicly disseminated audio and visual information.
2. Printed mass media (MM) shall be periodic publications (the press) and one-time publications of defined circulation.
3. Audio and visual media of mass information shall be radio broadcasting, television, Internet-based information publications, movies, etc.
4. Certain mass media can enjoy a special government or corporate regime with regard to their activity.
Article 21. Information of Government Agencies
and Local Self-Governance Bodies
1. Information of government agencies and local self-governance bodies shall be divided into official and other (unofficial) intrinsic information.

2. Official information of government agencies and local self-governance bodies shall be information stipulated in part 2, Article1  of this Law.
3. Official information of government agencies and local self-governance bodies shall also be data filed in their archives as well as data in the form of verbatim records, electronic records or minutes of their meetings that describe the content and details of agenda discussions, etc.
4. Other (unofficial) information of government agencies and local self-governance bodies shall be their intrinsic undocumented according to existing forms and unavailable in record registers data produced or circulating in the process of their current activities.
5. Information of government agencies and local self-governance bodies shall not be considered official if respective documents were received by officials of these bodies in the capacity of private persons or public figures having acted, or acting, beyond the scope of their official functions.
6. The legal regime with regard to official and other information of government agencies and local self-governments shall be defined by law.

Article 22. Legal Information
1. Legal information shall be a sum total of documented or publicly disclosed data on activity of court and other law enforcement agencies: law, legislation and their system; sources of law and its realization; legal facts, legal relationships, law and order, law application, violations of law and their prevention, etc.
2. Legal information, excluding information classified as state secret as well as personal information, shall be open to the public and shall be made available to subjects of information relations upon their request.
3. In order to ensure access of subjects of information relations to legislation and other regulations, the state shall provide for publication of these acts in mass circulation within the shortest possible time after they become effective.
Article 23. Personal Information

1. Personal information shall be a sum total of data about a person, documented, publicly disclosed or fixed in other form, (a citizen, foreigner, person without citizenship) being, or having been, under the jurisdiction of Ukraine.

2. Sources of personal information shall be documents issued in the name of a person, documents signed by a person, other identifications and records collected by government agencies and local self-governance bodies, enterprises, institutions and organizations or all ownership forms, medical and educational institutions, etc within the scope of their authority.
3. The main personal data shall be: first, middle and last name, citizenship, ethnic affiliation (nationality), education, marital status, religious affiliation, tax status, credit history, health condition, as well as address, date and place of birth.

4. Personal information shall also include medical and psychiatric data collected about a person (disease history, diagnoses, etc), identification codes and numbers, personal symbols (signature), fingerprints, voice records, photographs, salary or legal income data, information about bank deposits or accounts, convictions or other forms of criminal, administrative or disciplinary record, results of examinations, professional or other testing, etc.
5. It shall be prohibited to collect, store, use, and disseminate personal information without person’s prior consent, excluding cases when the mass media and other subjects of information relations, as defined by law, perform their legitimate functions.
Article 24. Reference and Encyclopedic Information
1. Reference and encyclopedic information shall include systemized, documented and publicly disclosed data recorded on material media about the world, society, state, environment, etc.
2. The main sources of such information shall include: encyclopaedias, dictionaries, reference books, advertisements, guide-books, maps, electronic bases and databases in the internet, archives, libraries, etc, as well as information issued by authorized government agencies and local self-governance bodies, associations of citizens, organizations, their employees and automated information systems.

3. Reference and encyclopedic information shall be open and available for familiarization. In certain cases, the system of such information and its accessibility shall be regulated by legislation o libraries, archives, etc.
Article 25. Sociologic Information
1. Sociologic information shall include documented or publicly disclosed data on attitudes of certain citizens or social groups to public, social, political and other events, phenomena, processes, and facts.
2. The main sources of sociologic information shall include documented or publicly disclosed data reflecting outcomes of social polls, observations and other sociologic research.
3. Sociologic information as well as information on customers of sociologic research and its costs shall be open and available for familiarization.
Article 26. Sources of Information
1. Sources of information shall be existing, stipulated or established by Law, information media: individuals, organizations, documents and other information media that exist in the form of material objects storing information, as well as information notices of mass media, public speeches, interviews, etc.
Article 27. Document in Information Relations
1. A document shall be a material form, existing in actuality or stipulated by law or other regulation, of creating, receiving, storing, disseminating, information by recording it on paper, magnetic medium, film or other material medium.
2. A primary document shall be a document containing primary information.
3. A secondary document shall be an outcome of analytical and synthetic processing of one or more documents.
Section IV.
MODE OF ACCESS TO INFORMATION

Article 28. Mode of Access to Information
1. The mode of access to information shall be a legislatively stipulated procedure for creating, receiving, disseminating and storing information.
2. In terms of mode of access, information shall be divided into public and limited access.

3. Limited access information shall be broken down into:

1) Information constituting a state secret;

2) Information constituting other legislatively stipulated secret; and,

3) Confidential information.

4) Personal information.

4. State control over control over compliance with the mode of access to information shall be administered by agencies defined by the Verkhovna Rada of Ukraine and the Cabinet of Ministers of Ukraine..
5. Public control over compliance with the established mode of access to information shall be executed by members of parliament, members of local councils, freedom advocate organizations, and individuals.

6. Control over the mode of access to information comes down to ensuring compliance with the legislative requirements with regard to information by all subjects of information relations, preventing unjustified and arbitrary classification of information into the restricted access mode.
7. In terms of control, the Verkhovna Rada of Ukraine and VR Human Rights Commissioner can demand that government authorities and local self-governments file detailed reports on their organization and outcomes of their work on information requests.

Article 29. Access to Public Information
1. Access to public information for all subjects of information relations shall be free. Any limitation of the right to receive public information shall be illegal.
2. Access to public information shall be provided by establishing a favorable non-intrusion mode from the government, its agencies, local self-government bodies, their officials into information relations and, in the case of information belonging to government agencies and local self-government bodies – with the help of guarantees stipulated in Articles 11-12, 33 of this Law.
3. The procedure and conditions of providing access to public information upon requests shall be established by this Law or agreements in case of contractual provision of information.

4. In case of collision of interests, the pre-emptive right to receive public information shall be granted to those subjects of information relations who applied for information first. In exclusive case, such right shall be granted to those inquirers that need this information for execution of their professional obligations.
Article 33. Confidential Information
1. Confidential information shall be information owned, used or being at disposal of any natural persons or legal entities (excluding government agencies, local self-governance bodies, their officials) and disseminated at their wish in accordance with terms stipulated by them.
2. A temporary transfer of confidential information into disposal of government agencies and local self-governments and their officials can be performed on the basis of the law and does not replace their confidentiality regime.
3. Subjects of information relations, excluding government agencies, local self-governance bodies, their officials, that own information of professional, business, production, bank, commercial or other nature received at their own expense, or information that constitutes a subject of their professional. Business, production, bank, commercial or other interest and does not violate legislatively stipulated secret shall decide on their own as to the mode of access to such information, including classifying it as confidential, and shall establish an information security system.
4. An exception shall constitute certain segments of commercial and banking information, as well as information with regard to which the legal mode is established by the Verkhovna Rada of Ukraine upon initiation of the Cabinet of Ministers of Ukraine (on issues pertaining to statistics, ecology, banking transactions, taxes, etc), and information that, if concealed, can be of threat to life and health of people.
5. Government agencies, local self-governance bodies and their officials shall have no right to classify information belonging to them into a confidential category.
Article 31. Access to Information that Contains Sate
and other (Legislatively Stipulated) Secret
1. Information containing state or other (legislatively stipulated) secret shall fall into the category of restricted access information.
2. Classification of information into state secret and access to such information shall be executed in accordance with the laws of Ukraine «On State Secret» and the «Code of Information Forming State Secret» (Code). The list of categories of such information shall not be subject to expanded interpretation.
3. Classification of information into other legislatively stipulated secret information shall be performed on the grounds of the law and can take place only to;
1) Ensure national security and defense, and territorial integrity of Ukraine;

2) Maintain stability of international relations of Ukraine;
3) Ensure public law and order;
4) Prevent mass disorder or crimes;
5) Protect nature and environment;

6) Protect health of people;
7) Ensure interests of state’s economic, monetary and exchange policies;

8) Ensure important commercial and economic interests of the state or privates;
9) Ensure non-disclosure of the content of discussions in government agencies or between government agencies in the process of internal decision making;

10) Ensure equal participation of parties in the court process and maintain the authority and objectivity of justice;

11) Ensure secrecy of personal cash deposits (other objects of bankig safe-keeping), income, (excluding government and local self-governments officials)
12) Keep secrecy of adoption, non-disclosure of medical (psychiatric) diagnosis;

13) Ensure the secrecy of confession;

14) Ensure attorney secrecy;

15) Prevent disclosure of information received in confidentiality.
Article 32. Dissemination of publicly material information
1. Any information (including restricted access information) can be disseminated without its owner if such information is publicly material, i. e. it is a subject of public interest and public’s right to know this information is greater than the potential harm can be caused by its dissemination.
2. Publicly material information shall be considered, normally, information that points to a threat to the national sovereignty and territorial integrity of Ukraine; enables to carry out a justified political choice; guarantees knowledge of facts and events that have a direct influence upon the condition and nature of people’s life; ensures efficient realization of constitutional rights, freedoms, and obligations; prevents detrimental environmental and other consequences of activity (inactivity) of government authorities or other business entities.

3. The list of publicly material information specified in part 2 of this article is open. Definition of information in this capacity depends, to a large extent, on specific circumstances.
Article 33. Access to Information Belonging to Government Agencies and Local Self-Governance Bodies
1. All official and other information owned by government agencies and local self-governance bodies and their officials, excluding limited access information, shall be available for the public.
2. Information of government agencies and local self-governance bodies shall be made available for interested parties through:
1) Its promulgation in official printed publications or dissemination by information services of respective government agencies, local self-governance bodies;
2) Its promulgation in mass media or public announcement;
3) Its direct delivery to interested parities (verbally, in writing, in other ways);
4) Creating possibilities for all interested persons to freely familiarize with information registers, originals or copies of documents, archived materials;
5) Free access of the public to working meetings of these agencies if such meetings have not been closed on the legal grounds;

6) Making it possible for representatives of the public, other interested parties attending working meetings to take notes, photographs and video records;

7) Arranging access for all interested parties to respective electronic banks and databases.

3. Government agencies, local self-governance bodies and their officials must perform documenting and record keeping in a way that provides for an easy access to requested official and other information by inquirers.

4. All acts of record keeping as well as acts that record decisions of government agencies and their officials, if they contain data classified as state or other legislative secret, can be closed only in the part that directly contains data of such nature. A rejection to provide information (document) for personal or public use by a government agency or local self-governance body under the pretext that some of its parts contain state secret or other legislatively stipulated secret shall be illegal.
5. The right to access official (documented) information owned by government agencies, local self-governance bodies and their officials shall be limited to existing data only. A government agency, local self-governance body and their officials shall not be obligated to produce a new document in order to respond to a request.
6. Legislative and other regulations pertaining to human rights, freedom and legal interest of citizens, other subjects of information relations owned by government agencies, local self-governance bodies and their officials that have not been made public shall have no legal power.
Article 34. Access to Personal Information

1. Access of subjects of information relations to personal information can be performed only in compliance with articles 31, 32 of the Constitution of Ukraine, other laws of Ukraine that guarantee non-intrusion into personal and family life.
2. Government agencies, local self-governance bodies and their officials with information systems containing personal data must take actions preventing unauthorized access of any subjects of information relations to such data. In case of violations, the Law shall guarantee protection of person from damage caused by such use of information.
3. It shall strongly be prohibited to bring together into single information banks and databases, as well as to cover by single number (code), personal information collected at different times for different purposes by government agencies, local self-governance bodies, enterprises and organizations of any ownership form and their officials.
4. It shall be prohibited to transfer personal information from an agency that legally owns such information to an agency that does not own such information excluding cases when such transfer is stipulated by law or authorized person to which such information pertains.
5. Storing of personal information must not exceed the term required by a legislatively defined goal.
6. All organizations collecting personal information must register their respective data bases in accordance wit the procedure established by the Cabinet of Ministers of Ukraine prior to working with such information.
7. The necessary amount of personal information that can be obtained on legal grounds by a third party must be as much limited as possible and can be used for a legally established goal only.
8. Personal information concerning an individual running for an elected position with government agencies or local self-governance bodies, other significant public position, or an individual who is currently, or was in the past, in office shall not constitute state secret or other legislatively stipulated secret, may not be classified into confidential information and shall be publicly open.
9. Personal information collected by law enforcement agencies in the process of investigation, preliminary investigation, administrative and court consideration shall be made available for familiarization in compliance with the rules of criminal and procedural, civil and procedural, and administrative legislation.
10. In the capacity of personal information these data may not remain in the limited access mode longer than it takes for removal or termination of conviction with regard to the person in question.
Article 35. Access to Personal Information
by a Person Hihself/Herself
1. Citizens, foreign nationals, persons without citizenship that are under the jurisdiction of Ukraine shall have the right to familiarize with information on themselves available at government agencies, local self-government bodies institutions and organizations of any ownership form if such information does not constitute state secret or other legislatively stipulated secret.
2. Every person shall be guaranteed court protection of the right to refute false information on himself/herself and his/her family members, demand that such information be withdrawn, as well as the right for material and moral compensation for damages inflicted by collecting, storing, using and disseminating false personal information.
3. The scope of this article shall also encompass, as per Article 23 of this Law, personal information as well registration data in government agencies and local self-governments, personal records in people’s associations, etc.
4. The scope of this article shall also encompass personal information collected on the grounds of legitimate decisions of law enforcement agencies, the National Security Service, special units of military intelligence and counter intelligence, the Ministry of Justice, Ministry of External Affairs, ambassadorial and consular institutions of Ukraine abroad if such information expired in terms of classifying in into state or other (legislatively stipulated) secret information.
Article 36. Peculiarities of Access to Personal Information

1. Citizens, foreign nationals, and persons without citizenship that are residing, or have been residing, under the jurisdiction of Ukraine shall have the right:
1) To be aware of the kind, time period and purpose of the information that is collected on them, as well as how, who and with which purpose uses this information;
2) To ensure accuracy, fullness, and appropriateness of personal information;
3) To introduce corrections to personal information (documents, databases and systems, etc), to appeal the rejection of this right administratively or in court.

2. An illegitimate rejection of the access to personal information or concealment of such information, as well as illegal collection, use, storing or dissemination can be appealed administratively or in court.

3. A person requiring access to personal information must not must not refuse government agencies, local self-government bodies, enterprises, institutions and organizations of all ownership forms of the purpose or grounds of the interest in such information.

Article 37. Request for Access to Information
1. An information request (hereinafter – the request) for access to information shall mean in this Law an address of any of the subjects of information relations with a request for a possibility to familiarize with official (documented) or other information that is belongs to government agencies, local self-government bodies, their officials.

2. Subject to provision upon request shall be information recorded on any material media in a condition appropriate for reproduction and created or received on legitimate grounds by government agencies, local self-government bodies and their officials except for information stipulated in Articles 42 and 43 of this Law.

3. A request for access to personal information can also be addressed to enterprises, institutions and organizations of all ownership forms if an inquirer believes them to be in possession of such data.
4. Citizens as well as other subjects of information relations shall have the right to apply to government agencies, local self-government bodies and their officials with a request for information irrespective of whether this information pertains to them personally or not.
5. The inquirer shall have no right to familiarize himself/herself with limited access information, stipulated in Articles 42-43 of this Law, but he/she shall have the right to request it even if he is bound to a get a rejection in access.
6. Citizens as well as other subjects of information relations shall file a request with a respective government agency, local self-governance body (in the case of personal information – other institution as well) and their officials.
7. The information request envisages provision of services associated with creation of new information. Although creation of information under an information request on be negotiable.
8. The request can envisage familiarization with the official document or other information that belongs to a respective agency, institution or official in place of creation or storing of the requested document.

9. Irrespective of whether the requested information is classified as limited access, the government agency, local self-governance body (in case of personal information – other institution as well) and their officials may not reject issuance of notice of whether they are in possession of the requested information.
10. In any event, access to document registers and other records regarding information owned by government agencies and local self-governments shall be open.
Article 38. Form of Information Request
1. the information request shall be filed, according to the choice of an inquirer, in the form of:

1) Personal verbal or written address;

2) Address at a contact telephone number at a respective agency or institution;

3) Letter sent by mail;

4) Letter delivered by another person;

5) Electronic mail message;
6) Fax.
2. The request for familiarization with information must indicate the surname, first name (middle name if possible) of the inquirer, name of document, description of written or other information of interest, and address (electronic address too, if possible) at which the inquirer wishes to receive the reply.
3. The information request from an institution or organization shall be filled under the name of its head in accordance with the rules of this article along with indicating the name, legal or actual address of a respective institution.
4. Formalities of an information request shall be minimized for people with physical, mental or other disability.
5. A person unable of filing a request in writing due to illiteracy of some other physical disability, he or she shall present a request verbally while an authorized official receiving a request shall put it in writing, specifying his/her name and title with a respective organization or institution and having issued a copy of the request to the inquirer.
6. The government agency, local self-governance body, enterprise, institution or organization may develop an information request for as long as such form does nor unjustifiably delay the reply to the request and does constitute too much a burden. At any rate, the text should not exceed one typed page of the A4 size.
7. If the government agency, local self-government body, enterprise, institution or organization did not keep registers of requested documents, then they shall undertake to inform inquirers (free of charge) of availability or lack of required information.
Article 39. Reply to Information Request
1. Government agencies, local self-government bodies (in the event of a personal information request – other institutions as well) and their officials shall be obligated to provide available information in original, copies, in writing, over the telephone, or in any other way acceptable for the inquirer.

2. The government agency, local self-governance body (in the event of a personal information request – other institutions as well) and their officials may not reject provision of information if such information is not classified as limited access.
3. A reply to a written request shall always be provided in writing, while a reply to a verbal request shall be provided in a form of choice of the inquirer.
4. If the inquirer has free access to the Internet (other network), a reply to the electronic request may be provided through a link to the Internet page or other network available to the inquirer.

5. If the information request pertains to documents that contain limited access information, then information that is not subject to limited access shall; be withdrawn from the document and the rest of it shall be made available for the inquirer.
6. If the document is on a paper medium, removal of fragments of information can be performed by covering parts of test subject to limitation. If the document exists in an electronic form, then the copy of this document shall contain indications of parts that have been removed.
7. Limited access information must be provided upon request if a competent agency or court has established that such information is socially significant (sections 1-3, Article3 2) and the right of the public to such information prevails over the right of its owner to protection of such information.
8. Limited access information that has been created or made public in an open court hearing shall always be made available upon information requests.
9. Limited access information shall always be provided in the part that contains outcomes of testing of foods or condition of the environment.
10. Limited access information must be provided upon request if the term of its security classification has expired or thirty years have elapsed since its security classification.
11. Official information provided upon requests of government agencies, local self-government bodies and their officials can be made public in the press, Internet or any other way.
Article 40. Language of A Reply to an Information Request
1. Replies from government agencies, local self-governments, their officials to information requests shall normally be in the state (Ukrainian) language.
2. If a requested document exists in a language different from Ukrainian, the document shall be provided for familiarization (copying) in the original. Translation of requested official documents into Ukrainian shall be performed upon request of an inquirer by government agencies and local self-governments at the expense of their budgets. Translation of official documents (copies) provided upon request into the language other than Ukrainian shall be performed by accredited translation agencies at the expense f the inquirer subject to negotiation with such an agency.
3. In administrative and territorial units with compact residence of national minorities, a reply to an information request shall be made, upon inquirer’s request, in the language of a respective minority. In this case, translation of a reply shall be performed at the expense of government agencies and local self-governments.
4. Personal information about a person herself/himself shall be provided, as possibility allows, in the language understood by the inquirer. If a request is addressed to the private institution or organization, translation of a respective document can be carried out at the expense of an inquirer as negotiated.
5. In certain cases, when the inquirer is a senior citizen, disabled, illiterate or socially deprived individual, as well as a foreigner with poor knowledge of the national language, government agencies and local self-governments must provide assistance to the inquirer with regard to interpretation of the content of a requested document.
Article 41. Period of Information Request Consideration
1. The period for studying an information request for a possibility to meet it shall be as short as possible and shall not exceed five business days.
2. Over this period, the state or other institution, local self-governance body shall inform the inquirer in writing (if technically possible and upon wish of the inquirer – in other form) that respective request shall be satisfied or that the requested document is not subject to disclosure.
3. The request shall be satisfied within the shortest possible time and shall not exceed fifteen business days if other is not stipulated by law of the agreement.
Article 42. Rejection and Delay of Information Provision
1. Government agencies, local self-government bodies, in the event of a request for personal information – other agencies, institutions, enterprises, and organizations and their officials may reject an information request if:

1) The request pertains to information that does not exist;

2) The request pertains to that does not belong to them or belongs to them illegitimately;

3) The request pertains to classified information, including information received from third parties, except for cases when an owner of such information and the third parties do not insist on non-disclosure of such information;;

4) The request pertains to information that constitutes other legislatively stipulated secret;

5) The request pertains to state secret information;

6) The request pertains to personal information that may not be disclosed under the law;

7) The request is obviously unclear, off the topic or intrusive in nature;

8) The request is filed by a person who, due to a medical condition, understands no sense of his/her actions;

9) A reply has been made to an identical request from the same inquirer.

2. Government agencies and local self-governments, in the event of a personal information request – other agencies, institutions and organizations and their officials may, if extreme need be, delay provision of information. The following can serve as the ground for a delay:
1) A reply to a request objectively takes more time than stipulated by Article 41 of this Law;

2) A request has been filed at the wrong address (inappropriate subject) and its re-addressing requires additional time.

3) At any case, the delay shall not exceed 40 (forty) days..

3. Re-addressing of a wrongly addressed request shall be made by a primary recipient of a request if the latter has knowledge of a location of the requested information.
4. In the event of a rejection of access to information, government agencies and local self-governments, in the event of a personal information request – other agencies, institutions and organizations, upon inquirer’s request, provide him/her with an outline of the requested document.
5. It shall be prohibited to reject any information upon request of the Verkhovna Rada (Parliament) of Ukraine.
Article 43. Special Cases of Rejecting Information
1. Information that contains the following data shall not be subject to provision in reply to information requests:
1) Data on investigative activity of the prosecutor’s office, agencies of the Ministry of Internal Affairs, National Security Service, courts in cases when such disclosure may harm investigation, violate human right to fair and objective court proceedings, endanger health or life of any person;
2) Data pertaining to personal life of individuals, except for persons holding, or having hold, elected government and public positions, have been involved in performing other significant public functions;
3) Documents constituting internal labor procedures of an institution or specific organizational instructions for its personnel;
4) Data owned by government agencies and local self-governments if, at the time of request, they use these data to protect their stand in court and disclosure of such information would harm their case;

5) Data owned by an institution that did not provide or failed to obtain a permit for their declassification;

6) Financial institution’s data prepared for control, financial and audit institutions;

7) Data pertaining to legitimate cash deposits (other objects of bank custody) and income of individuals (except for government officials).
2. Provision of information may be temporarily delayed if:

1) a respective institution does not possess technical equipment to produce audio-, visual-, or electronic copies while an inquirer insists on such form of copying;

2) If the form of access insisted upon by the inquirer requires an obviously irrational increase of budget expenses of an organization or an institution;

3) If the request constitutes a threat of intellectual property rights violation.

3. If an inquirer agrees to cover necessary costs of form of access to the document or provides the institution with the corresponding technical equipment and guarantees of intellectual property rights protection, the institution shall be obligated to provide access to requested information.
Article 44. Form of Information Rejection

1. Rejection of information shall be delivered to the inquirer in writing.
2. The rejection should contain:
1) An official with the government agency, local self-government body, institution, enterprise, organization of any ownership form that rejects the request;
2) Date of rejection;
3) Valid ground for rejection with reference to specific legislative provisions serving as a basis of rejection;

4) Expert opinion validating information as limited access data;

5) Detailed description of the administrative and court procedure for appealing a rejection decision.

Article 45. Form of information provision delay

1.
A postponement of information shall be delivered to the inquirer in writing.

2.
The postponement notice shall contain the following:

1) An official with the government agency, local self-government body, institution, enterprise, organization of any ownership form that delays the request;
2) Date of postponement notice issuance;

3) Reasons for the delay;

4) The term (within 40 (forty) days) within which the request will be satisfied.

5) Detailed description of the complete procedure for administrative and court procedure for appealing the delay.

Article 46. Appealing Information Rejection and Delay
1. A rejection or a delay in providing information can be appealed administratively or in court.
2. In the event of information request rejection or delay, the inquirer shall have the right to appeal the rejection or delay with a higher level agency, court, the Human Rights Commissioner in the Verkhovna Rada of Ukraine.
3. If the inquirer goes to an agency of a higher level, court, the Human Rights Commissioner in the Verkhovna Rada of Ukraine, the obligation to prove legitimacy of the rejection or delay shall be borne upon an defendant – a government agency, local self-government body, other subject that issued a rejection.
4. The court, in order to provide for fullness and objectivity of case consideration, shall have the right to request official (documented) or other information that had been rejected and, having studied it, rule on validity (invalidity) of actions taken by officials with a government agency, local self-government body, other subject that issued a rejection.

5. If a rejection or delay are ruled unjustified, the court shall obligate a government agency, local self-government body, other subject that issued a rejection to provide the inquirer with requested information and issues a separate ruling regarding officials that issued a rejection.
6. Unjustified rejection of a request for official (documented) or other information, as well as violation of the established terms for its provision without valid reasons shall lead to disciplinary or other liability of officials with government agencies, local self-government bodies, other subjects that issued a rejection.
Article 47. Compensation of Costs Associated with Responding to Information Requests
1. Government agencies, local self-government bodies, enterprises, institutions and organizations of any ownership form shall determine the procedure and the amount of compensation for collection, search, preparation, creation and delivery of requested information that shall not exceed actual costs of meeting requests.
2. Government agencies, local self-government bodies shall envisage costs of executing information requests in their budgets. They shall have no right to charge fees for access to official or other information, except for cases when the number of requested copies exceeds the established standard.
3. A standard shall be considered one copy of a requested document and the volume of copying that does not exceed three typed pages of the A-4 format.
4. Copying of information that is stored in other than paper form (drawings, photographs, holograms, audio and video records, etc) can be negotiable on the at-cost basis.

5. Enterprises, institutions and organizations of all ownership forms shall incur costs associated with executing information requests, and only in exclusive cases such costs shall be borne upon inquirers. Such expenses may not exceed the cost of service and can not be charged for prior familiarization with registers and other forms of record of requested documents.
6. In some cases, inquirers may, on their own wish, reimburse (fully or partially) costs associated with execution of request for access to official and other information.
7. Inquirers shall have the right to make abstracts of official and other information made available to them, photograph it, scan it, or record the text unto a magnetic tape, disk, etc. The owner of information must, conditional to availability of technical capacity, produce copies of requested documents.
8. Government agencies, local self-governments, enterprises, institutions and organizations of all ownership forms may not charge for ascertaining availability (unavailability) of a requested documents, as well as for visual familiarization with a document without copying.

Article 48. Ownership Right to Information
1. The ownership right to information shall be legislatively established social relations with regard to creating, owning, using and disposing of and object of information.
2. Information may be an object of ownership right in the full extent as well as an object of owning, using and managing.

3. Exercising the ownership right to information shall be regulated by the civil legislation of Ukraine.
Article 49. Information Products and Services as a Commodity
1. Information product shall be a materialized result of information activity intended to meet information subjects of information relations.
2. Information service shall be information activity performed in accordance with the law to deliver information products to customers in order to meet their information needs.
3. Information products and services my be an object of commodity relations regulated by effective civil and other legislation.
Section V.
AUTHORITY OF THE VERKHOVNA RADA HUMAN RIGHTS COMMISSIONER IN THE AREA OF INFORMATION RELATIONS

Article 50. Status of the Verkhovna Rada Human Rights Commissioner with regard to protection of the right to information
1. The Verkhovna Rada Human Rights Commissioner (hereinafter – the Commissioner) shall execute parliamentary control over enforcement of the right to information stipulated in Articles 31-32, 34 of the Constitution of Ukraine.

2. For this purpose, the Commissioner shall, within its secretariat and budget, set up a unit of control over exercising the constitutional right to information.

3. The Commissioner shall have the right to appoint staff in the quantity sufficient for efficient execution of the parliamentary control.
4. Certain rights and obligations of the Commissioner shall also be borne upon its representatives in oblasts and regions.
Article 51. Authority of the Commissioner for Protecting
the Right to information
1. For execution of parliamentary control over enforcement of the right to information, the Commissioner shall use the full scope of its rights and freedoms.

2. A special function of the Commissioner shall be facilitation of information distribution among the people of Ukraine and protection of confidential personal information.
3. Except for rights and freedoms of the Commissioner as specified in the law, the Commissioner shall also have the right:

1) To execute control over fulfillment by subjects of information relations of their duties with regard to enforcement of the right to information under the Constitution of Ukraine and this Law;

2) To develop recommendations concerning the reform of activity of government agencies, local self-governance bodies in the information sphere;

3) To cooperate with government agencies, local self-governance bodies and their officials in guaranteeing and protecting the constitutional right to information;
4) To arrange education campaigns for the purpose of efficient enforcement of the right to information in Ukraine;

5) To include analysis of the situation in the area of enforcement of rights to information in the capacity of a special unit of annual report to the parliament on compliance with and protection of human rights and freedoms in Ukraine;

6) To produce special reports on analysis of the situation on enforcement of the right to freedom and to present them to the Verkhovna Rada of Ukraine;

7) To run checks on compliance with the right to information, as stipulated by the Constitution and this Law, by government agencies, local self-governance bodies and their officials, and to make results of these checks available to the public.

4. The Commissioner shall be obligated to keep confidential information. This obligation shall remain in force after termination of the Commissioner’s authorities.
5. In the event of disclosure of confidential information, the Commissioner shall be liable in accordance with the procedure established by law.

6. The Commissioner shall have no right to disclose information on private (personal) life of the inquirer and other parties involved in the request without their written consent.
Article 52. Complaint in the Name of the Commissioner
1. Every individual under the jurisdiction of Ukraine shall have the right to file a written complaint with the Commissioner describing a violation of the constitutional right to information.
2. The Commissioner shall not accept a complaint form a person if an identical complaint had been filed with the court.
3. Only an individual (citizen, foreign national, and person without citizenship) can file the complaint in the name of the Commissioner.

4. The procedure for handling complaints concerning violation of the right to information is stipulated in the law on the status of the Commissioner.

5. The grounds for the complaint to the Commissioner can serve the following actions (failures to act) of government agencies, local self-government bodies and their officials:

1) Refusal to inform of availability (absence) of the requested information;
2) Refusal to provide public information;
3) Violation of the time-line for responding to the information request;

4) Significant violation of the form of reply to the information request;

5) Requirement of an overly payment for provision of information;

6) Failure to act on a decision of the court or a higher administrative body with regard to making the information available;
7) Unjustified rendering of public data into the limited access category;

8) Rendering information into the confidential category;

9) Illegal application of restricting stamps («not for print», «restricted use», «not for public disclosure», «confidential» etc) to information that is not state secret or other legislatively stipulated secret;

10) Concealment of public information;
11) Providing information that does not correspond to reality;
12) Illegitimate provision of personal information, including without person’s consent;
13) Disseminating information that does not correspond to reality and defile a person;
14) Using and disseminating information concerning personal life without a consent of an individual by the owner of such information due to fulfillment of his/her job or professional duties.;
15) Forcing into dissemination or preventing dissemination of certain information;
16) Censorship;
17) Disclosure of state (other legislatively stipulated) secret by a person under an oath of non-disclosure or protection of such information;
18) Violation of legitimate demands with regard to use of languages in the response to information request;

19) Violation of the legal procedure for storing information;
20) Violation of the legal procedure for destroying information;
21) Other violation stipulated by this Law.

Section VI.
PROTECTION OF INFORMATION. LIABILITY FOR VIOLATING INFORMATION LEGISLATION
Article 53. Protection of Information
1. The right to information shall be the main guarantee of intellectual property of a person. The state shall guarantee equal rights and possibilities to access information to all subjects (participants) of information relations, except for restrictions stipulated by law.
2. The Constitutional right to information shall be effective as per Articles 31-32, 34 of the Constitution of Ukraine and may not be narrowed by law or contract.

3. A subject of the right to information can request correction of any violations of his/her right. Material and moral damage inflicted to such a subject shall be compensated in full.

Article 54. Prohibition of Arbitrary Information Destruction
1. It shall be prohibited to make any withdrawals of printed publications, displays, databases, documents, other information from archives, museums, libraries and their destruction due to ideological or political reasons.
2. Information on genocide, political, ethnic, religious or other mass or single repression executed on behalf of the state or on own initiative of its agencies and officials, as well as information on corruption, bribes and other violations, stipulated by laws of Ukraine, of the authorities can not be rendered to the state (other legislatively stipulated) secret. Destruction of such information by government agencies, local self-government bodies and their officials shall be strictly prohibited.

3. Information owned by individuals or associations (including religious and political ones) of citizens may not be destroyed upon decision of government agencies, local self-governance bodies and their officials. A decision on compulsory destruction of such information shall be a prerogative of court and must be based on law.

4. Compulsory buy-out or other withdrawal of information resources owned by individuals or associations of citizens (including religious and political ones) into state property by government agencies, local self-governance bodies and their officials shall be prohibited.

Article 55. Guarantees of Mass Media Information Activity
1. The mass media must be used for delivery of information to the people and providing them with a discussion platform, as well as for independent oversight and control of the citizens over activity (lack of activity) of any government agencies, local self-governance bodies and their officials.

2. No mass media information notice can be fully objective. Manifestations of journalist’s personality should not be limited but should be prevented in required cases.

3. The mass media shall be guaranteed cooperation and exchange of notices irrespective of state borders. For this purpose, it shall be prohibited to accept and implement any technical, customs, tariff and other legal regulations and rules that significantly impede free dissemination of information. This prohibition shall not be interpreted as a possibility to intervene with the freedom of pricing in the market of information services and technologies.

4. Ukrainian mass media shall enjoy freedom of gaining data from any information sources. Ukraine shall be open to foreign journalists; no quotas or restrictions regarding presence of journalists in Ukraine shall be applicable. Journalists’ requests for visas, press certificates and other documents must be executed at the shortest notice.
5. Foreign journalists shall be granted an international status for moving around the country, a free access to sources of information, as well as the right to import and export materials and equipment necessary for their professional activity.

6. Ukraine shall not recognize limitation of journalistic activity through official licenses, permits or other certificates of exclusive rights; this rule however shall not violate the official procedure for granting journalist accreditation.

7. The state, its agencies, enterprises, institutions and organizations of all ownership forms shall be prohibited to assume monopoly in the market of information products, means and technologies. Any, including government, monopoly over providing access to the Internet, electronic mail, TV and radio broadcasting shall be considered illegitimate.

Article 56. Prohibition of censorship and intrusion into professional activity of journalists and mass media by government agencies, local self-government bodies and their officials
1. Censorship as requirement – towards a mass medium, journalist, chief editor, organization issuing a mass medium, its founder (co-founder), publisher, distributor – to preliminary coordinate information (except for cases when such requirement comes from the author of such information or other subject of copyright and (or) adjacent rights, and/or to impose a ban (except for cases when such a ban is imposed by court) or impeding replication or dissemination of information by government agencies, local self-governance bodies and their officials shall be prohibited.
2. It shall be prohibited to make intrusions, in any form that is not stipulated by laws of Ukraine or a contract between the founder (co-founders) and the editorial staff of the mass medium, in professional activity of journalists, control over the content of information on the part of founders (cofounders) of mass media, government agencies, local self-governance bodies, their officials, particularly, so that to disseminate or prevent dissemination of certain information, concealment of socially significant information, to ban demonstration of certain individuals or dissemination of information about them, to ban criticism of government agencies or local self-government bodies and their officials.
3. Independence of printed and other mass media from direct or indirect intrusion shall be guaranteed, temporary limitation of their activity shall be admissible only according to a court decision and may not be executed according to decisions of government agencies, local self-governance bodies and their officials.

4. It shall be prohibited to set up any government agencies, institutions, positions to control content of information disseminated by mass media.
5. Purpose hindering of legal activity of journalists and/or persecuting journalists for professional duties and criticism by an official or a group of individuals in prior agreement shall constitute a case of criminal.
6. The scope of authority of government agencies, local self-government bodies regarding activity of mass media shall be determined by the Constitution of Ukraine only.
Article 57. Inadmissibility of Abusing the Right to Information
1. The right to information may not be used to call for overthrowing the constitutional regime, violating the territorial integrity of Ukraine, propagating war and atrocity, inflating rational, national and religious feud, infringement of human rights and freedoms.
Article 58. Liability for Violating Information Legislation
1. Violation of Ukraine legislation on information shall lead to disciplinary, civil and legal, administrative or criminal liability in accordance with the laws of Ukraine.
2. Liability for violating legislation on information shall be borne upon persons guilty of committing such violations as;
1) rejection to provide pubic information;
2) Refusal to provide open information;

3) Violation of legal terms for responding to an information request;

4) Significant violation of the form of reply to an information request;

5) Demand of an excessive charge for providing information;

6) Failure to execute decisions of court and administrative agency of a higher level on necessity to provide information;
7) Failure to apply respective actions under acts of the VR Human Rights Commissioner;

8) Rendering open information data to the resticted access category;

9) Rendering of data to the confidential information category by government agencies, local self-governance bodies and their officials;

10) Illegal use of restricting stamps («not for print», «for restricted use», «not for disclosure», «confidential» etc) to information that does not fall into the category of state (or other legislatively stipulated) secret;

11) Concealment of public information;
12) Willful provision of false information;
13) Disseminating information that is false and defile a person;
14) Using and disseminating information on personal life of an individual without the latter’s consent by the owner of respective information;
15) Forcing into dissemination or hindering dissemination of certain information;
16) Censorship;
17) Disclosing state or other secrets by a person obligated ensure non-disclose and protect the secret;
18) Violating legal requirements with regard to the use of languages in the information request;

19) Violating a legal procedure for storing information;
20) Violating a legal procedure for destroying information;
21) Other violations stipulated by this Law.

Article 59. Exemption from Liability
1. No one can be called to account for expressing evaluation statements.
2. Evaluation statements, except for offence or slander, shall be expressions that contain no factual data, particularly, criticism, evaluation of actions, as well as expressions that can not be interpreted as containing factual data in view of use of language tool, particularly, epithets, hyperbolas, metaphors, metonymies, allegories, satire. Evaluation statements shall not be subject to refutation and proving their authenticity.
3. Disclosure of true information of critical content that compromises policy of the state of Ukraine, activity (lack of activity) of government agencies, local self-government bodies and their officials in the eyes of the public can not serve as a ground for calling to account.
4. Disclosure of true information of critical content that compromises activity (lack of activity) of the President of Ukraine shall constitute an infringement of honor and dignity under Section 2, Article1 05 of the Constitution of Ukraine and can not serve as a ground for call to account.
5. Public criticism of activity (lack of activity) of government agencies, local self-governance bodies and their officials within the scope of constitutional guarantees of the freedom of expression, as well as any disclosure of such, shall not constitute grounds for calling to account.
6. A person shall be free of liability for disclosing information with a limited access if the court rules such information as socially significant as per Article3 2 of this Law.

7. Officials of government agencies and local self-governments, as well as other persons responsible for non-disclosure or protection of restricted access information shall be free of criminal and civil liability for disclosure (dissemination) of such information if they used good intentions in their actions and were reasonably justified that disseminated information is true and contains evidence of a violation or serious threat to health of people, public safety or environment.
8. It shall be prohibited to apply criminal, civil and administrative liability to individuals (except for cases stipulated in Item 7 hereto) involved into disclosure (dissemination) of any information with restricted access if they used good intentions in their actions and were reasonably justified that disseminated information is true and contains evidence of a violation or serious threat to health of people, public safety or environment.

9. Additional grounds for freeing from liability mass media, journalists and other subjects of information relations shall be determined by laws «On Printed Mass Media (the Press) in Ukraine», «On TV and Radio Broadcast», «On News Agencies», «On State Support of Mass Media and Social Protection of Journalists» etc.

Article 60. Procedure for Appealing Illegitimate Actions
1. In the event of illegitimate actions, committed by government agencies, local self-governance bodies, their officials and other subjects of information relations and stipulated by this Law, these actions (lack of actions) shall be subject of appeal in agencies of a higher level, court, Verkhovna Rada Human Rights Commissioner.
2. In the event of rejection of a complaint filed with an agency of a higher level or court, the complainant shall have the right to take other actions to restore his/her. Such actions envisage the right to go to the VR Human Rights Commissioners, public opinion institutes, domestic and international human rights protection organizations, international courts.

Article 61. Compensation of Material and Moral Damages
1. If violations committed by one of subjects of information relations resulted in material or moral damage to other subjects of such relations, the parties at fault, organizations or the state shall compensate such damage voluntarily or on the grounds of court decision.
2. Government agencies, local self-government bodies in the capacity of plaintiffs in honor, dignity and business reputation protection cases can demand that the court rule on refutation of untrue information and can not demand compensation of moral (immaterial) damage. This does not deprive an official with a government agency or a local self-government body of the right to court protection of honor, dignity and business reputation.
Section VI.
INTERNATIONAL INFORMATION ACTIVITY

Article 62. International Information Activity
1. International information activity shall mean providing official (documented) information and other information on external political activity of Ukraine, events and phenomena in foreign countries and the whole world to citizens and other subject of information relations.
2. International information activity shall also be considered purposeful dissemination of comprehensive information about Ukraine outside Ukraine by government agencies, associations of citizens, mass media, individuals and other interested parties.
3. Any, including government, monopoly for international information activity shall be prohibited.

4. Government agencies and other legal entities providing information services can engage into external economic activity in their own interest and the interest of their customers to whom they guarantee provision of information from foreign and local information sources.

5. All subject of information relations shall have the right to access information via foreign information media, including the foreign press, the Internet, other electronic networks, live TV broadcasts, radio broadcasts, etc.
6. If the international treaty that has effect in Ukraine sets forth the rules that differ from this law and other laws of Ukraine on information, the norms of the international treaty shall prevail.
Article 63. Export and Import of Information Products
(Services)
Export and import of information products (services) shall be free and shall be carried out in accordance with the laws of Ukraine on foreign economic activity.
FINAL PROVISOS

1. Government agencies of Ukraine of all levels, local self-governance bodies shall be obligated to bring organizational bases of their activity in conformity with this Law, pass (cancel) respective regulations, introduce required registers and procedures within three months after publication of this Law.
2. Institutions, enterprises and organizations of all ownership forms shall be obligated to bring the procedure for handling information requests in conformity with requirements of this Law within three months after publication of this Law.

3. This Law shall take effect as of the beginning of a fiscal year following its adoption but not earlier that three months after its official publication.
President of Ukraine
L. Kuchma
Kyiv
date..............
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Beat up the Jews, save freedom of speech?


Viacheslav Yakubenko, Lawyer

About 40 percent of xenophobic and anti-immigrant feeling can be attributed to active fostering by the mass media

Vladimir Zorin
Ukraine is not a country where outbursts of racism, chauvinism, xenophobic attitudes and anti-Semitism have become a widespread and threatening phenomenon. However it could hardly be said that this relative level of tolerance to other ethnic groups is in any way thanks to Ukrainian legislation. Considering our unlimitedly liberal media laws, the fact that fascist newspapers are not sold in the metro is less about legislative prohibitions, than about lack of demand. The anti-Semitic or anti-Tatar (the latter primarily in the Crimea) publications which appear from time to time in the socio-political media are seen by many as harmless and amusing. Articles like «Power to God, Ukraine for Ukrainians, Israel for the Jews
 …» («Idealist», No. 4 (79), 2003) or «Mejlis terrorists are committing atrocities while the Crimean authorities do nothing… People have no one to protect them» («Krymskaya Pravda», 12 April 2005) elicit no particular reaction.
How do other countries respond?
In contrast, an unsuspecting reader might be startled by the reaction of the authorities in western countries to considerably less provocation. We give just a few typical examples.
In Denmark a magazine, Dzhersild, was fined for broadcasting an interview with members of a Nazi youth organization.
In Germany in 1992, a search was carried out and an issue of a magazine confiscated in which the claim was made that the mass murder by the Nazis of the Jews had never taken place.
In the Netherlands the head of the white Nazi party, Glimmerveen, publicly called for foreign workers to leave the country. The consequences were two weeks in prison and a ban on his standing for election.
In 1994 in Austria, F. Rebhandl was prosecuted for disseminating a magazine where the existence of the gas chambers in the concentration camps was denied.
In the same country, in 1997, G. Nachtmann was prosecuted for publishing an article which suggested that the number of victims of Nazi genocide might be deliberately exaggerated.
In Norway and Sweden, an editor bears personal responsibility for any publication of racist statements, even if he or she does not share these views.
Even more interesting is the fact that in all of the above cases and dozens similar, the European Commission of Human Rights did not find any infringement of Article 10 «Freedom of expression» of the
European Convention for the protection of human rights and fundamental freedoms (cf., for example, the rulings on the cases: 2128/92 U. Walendy vs. Germany, 11.01.1995; 24398/94 F. Rebhandl vs. Austria, 16.01.1996; 36773/97 G. Nachtmann vs. Austria, 09.09.1998). After all, the European Convention also states in Article 17: «Nothing in this Convention may be interpreted as implying for any State, group or person any right to engage in any activity or perform any act aimed at the destruction of any of the rights and freedoms set forth herein or at their limitation to a greater extent than is provided for in the Convention. Moreover, Article 10 itself of the Convention names the protection of the reputation or rights of others among the reasons for restrictions on freedom of speech.
The same position is taken by the Human Rights Committee, referring to Articles 19 and 20 of the International Covenant on Civil and Political Rights, which prohibit «any advocacy of national, racial or religious hatred», as well as Article 5 (making it illegal «to engage in any activity or to perform any act aimed at the destruction of any of the rights and freedoms set forth herein»).

In the country where the mass media are undaunted
We can compare the above with publications which have gone unpunished in certain Ukrainian media outlets.
The newspaper «Krymskaya Pravda», in an article entitled «Stalin deserves the gratitude of Crimean Tatars», refers to the past World War: «… practically all Crimean Tatars of call-up age took the side of the enemy …, the majority of Crimean Tatars gave their allegiance to the occupying army either directly or at the level of moral support (! – author) (2 February 2005).
In the newspaper «Idealist», mentioned above, it is entirely usual to find utterances like»… the time has come to push the Jews out of Ukraine …», «The Jews are the incurable, pathological, always returning parasites, vampires, criminals of all times and peoples …», «Every Ukrainian man and woman should understand and help deport one Jew each to Israel» (No. 4 (79) 2003, print run – 5911 copies); «For all peoples among whom Jews are living, the question of their expulsion en masse becomes a question of life or death» (No. 11 (86) 2003, print run of 2,500).
The magazine «Personnel» and the newspaper «Personnel plus», which are published by the biggest private higher institute in Ukraine – the International Academy for Personnel Management (IAPM) – are positively teeming with anti-Semitic and xenophobic publications. «The mark of an Orthodox Hasid or Orthodox Jew, as well as of many other Jews, is an absolute hatred of non-Jews» («Personnel», 2002, No. 5). «Ukrainians nobly and hospitably granted the Jewish minority equal rights. Instead of being grateful, in the host’s house, the guest behaves arrogantly, aggressively and won’t get off the host’s back» («Personnel plus», № 1, 2004). Recently, the Head of IAPM has even used the pages of his publication to «expose» Viktor Yushchenko’s links with mysterious «Zionist circles».
The same educational institution regularly publishes books with the same leanings, such as Yury Bondar’s «Freedom of speech: the Ukrainian yardstick. Academic issue» (Library of the magazine «Personnel») 2004; G.G. Mets: «The World Association of Masons: its true nature and aims» (Library of the magazine «Personnel») 2003); M.I. Senchenko: «Latent structures of world policy. Outline of conspiracy theory», 2003; «’Personnel’ against Zionism». Articles (Library of the magazine «Personnel») 2002; Vasyl Yaremenko: «Jews in Ukraine today: reality without myth» (Library of the magazine «Personnel»), 2003. Incidentally, it was actually the reprint of an excerpt from the latter which caused the Shevchenkivsk District Court in Kyiv to suspend publication of the newspaper «Silski visti»[«Rural News»
]. It is baffling that no one registered objections about IAPM itself, even though the Institute had financed the publication of the provocative article as advertising.
Cynicism knows no bounds since IAPM itself instantly reacts to all publications and television features which accuse the institute of anti-Semitism, and lodges law suits demanding that inaccurate information be publicly refuted. What is even more absurd – IAPM often wins such cases. Reputable people – academics, public figures and politicians cannot prove that their opinion of IAPM has grounds for existing. It is possible that the recent ruling of the European Court of Human Rights in the case «Ukrainian Press-Group vs. Ukraine» will force certain Ukrainian judges to pay heed to Article 47-1 of the Law of Ukraine «On information» and to understand that opinions and arguments of people are not facts, but value judgments which it is impossible by definition to prove or disprove.
Some civic organizations defending freedom of speech consider that all anti-Semitic and xenophobic pronouncements are fully within the framework of the legal system. After all, Article 34 of the Constitution, they say, does not allow for restrictions on the right to freedom of opinion and expression in order to prevent incitement to racial or national hostility.
Here one should simply mention that Article 10 of the European Convention for the protection of human rights and fundamental freedoms also contains no such restriction. Nonetheless, the European Commission, as well as the European Court, have emphatically rejected the appeals of all those convicted for making racist or anti-Semitic pronouncements. After all, grounds for restriction of freedom of expression may be for the protection of the reputation or rights of others, as in Article 10 of the European Convention, and Article 34 of the Constitution of Ukraine. However surprising this may seem to some, Jews and Crimean Tatars are also people with their own rights and reputation.

The Code to come down heavy on anti-Semites
It is indeed true that it is no easy task to compel others to respect these rights. In general, three options are available.
Option 1 – the Criminal Code. Article 161 of the Criminal Code envisages «for deliberate actions designed to provoke national, racial or religious hostility…» punishment in the form of a fine of up to 50 minimum wages, or corrective work for two years, or limitation of liberty for 5 years, with the loss of the right to be appointed to certain posts for 3 years, or without this.
From time to time, in cases which receive a lot of public attention, criminal cases are initiated under this Article, mainly where there pressure placed, either from the public or from State Deputies. However it is virtually impossible to get anybody actually convicted of this crime. From the subjective level, the crime involves direct intent, with the particular aim of stirring up ethnic hostility in the country or in a specific region, of denigrating the honour and dignity of representatives of particular ethnic groups. What this means is that in court the author of the provocative article must state that he or she intended to stir up ethnic hostility. Furthermore, as a general rule, admission of guilt by the accused cannot be the sole proof in a criminal case. That is, there needs to be something added, for example, a note in the accused person’s own handwriting with content like: «Chief, your task has been carried out, and a massacre provoked in the «Cotton Club». It is thus clear that the criminal case option has no chance of success.
Option 2 – Civil Law. Article 18 of the Law of Ukraine «On Printed Mass Communication Media (the Press) in Ukraine» allows for the suspension of publication of print media by a court in cases where Article 3 § 1 of the law is infringed, in particular, «for stirring up racial, ethnic or religious hostility» (however among lawyers there is no agreement as to whether «suspension of an issue of the print media» denotes the suspension of the publication as a whole, or just a prohibition on publishing one specific issue of it).
This option has on occasion worked. In December 1995, on the petition of the Ministry for Press and Information, an issue of the newspaper «Oppositsiya» [«Opposition»] was stopped. Exactly five years later, the newspaper «Dzherzeltsya» [«Source»] met the same fate as a result of a claim lodged by the Association of National Cultural Organizations of Ukraine. The State Committee for Nationality and Migration Affairs has demanded that the courts suspend issues of «Idealist», «Personnel» and «Personnel Plus». A lot has already been written, including in this article, about the Inter-ethnic Anti-fascist Committee and the newspaper «Silski Visti».
However any such case will sooner or later reach the Supreme Court of Ukraine. The latter, in rulings on «Dzherzeltsya» and «Oppositsiya» back in 2003 stated: «the absence at the time of the court’s review of the case of a conviction for committing criminally punishable actions as a result of using the printed means of information render the court unable to make a decision to suspend this printed means of information».
This means that option 2 can only be applied after the successful conclusion of option 1 which in its turn is not possible.
Option 3 – administrative measures. There is an executive body in Ukraine which has the duty to try to prevent outbursts of ethnic hostility – the State Committee for Nationality and Migration Affairs mentioned already. Thus, in all cases involving xenophobic or anti-Semitic publications, it was specifically to this committee that one needs to turn. The Committee has three possible ways of responding:

1.
It can appeal to the law enforcement agencies to launch a criminal investigation under Article 161 of the Criminal Code. There have already been around a dozen such applications over issues of «Idealist», «Personnel» and «Personnel Plus». Next option 1 has to take over, and this, as mentioned, is not possible.

2.
The Committee may apply to the court to stop an issue of a publication, as it has done in the case of the three publications mentioned in paragraph 1, that is, use option 2. However, given the position of the Supreme Court, this option cannot be successful without the prior use of option 1 which has no hope of succeeding.

3
The State Committee for Nationality and Migration Affairs can at least approach and caution media outlets advocating ethnic hostility. In Russia, for example, last year around 50 publications received such cautions from the Ministry of Printed Materials. However, in Ukraine this method of cautions is unlikely to be effective since there is no executive body which can close a publication or in any other way punish for stirring up ethnic or racial hostility.

In such a situation, only one question remains.

Where is the solution?

Several possible ways out of this catch 22 situation suggest themselves.

1.
It is theoretically possible to suggest amendments to Article 161 of the Criminal Code, specifically

the removal of the words «Deliberate acts aimed at …» After all, as the notorious V. Yaremenko claims, at least in the Verkhovna Rada of the third session, there were 136 Jewish Deputies (i.e. there should be support for this).

However in crimes of this nature direct intent is still mandatory (this was the same in Article 66 of the previous version of the Criminal Code).

2.
The introduction of administrative responsibility for the denigration of national pride. The State Deputy Ishtvan Gaidash registered a Draft Law No. 5446 which envisages amendments to Article 173-2 of the Administrative Offences Code (in fact there is already an Article with this number in the Code). If the amendments are adopted by the Verkhovna Rada, «the inclusion in media outlets, on the Internet, or the making public in any other fashion or distribution of printed, audio-, audiovisual and other materials, in which national pride and dignity is denigrated, or offence is caused to people on the grounds of their religious convictions, or where ideas of special status, superiority or inadequacy of people on the basis of their race, ethnic group or religious beliefs are advocated» shall be punished by a fine from 1 to 150 minimum wages before tax. It is suggested that authority to impose such taxes be given to bodies dealing with nationality and migration affairs. In this case the procedure for making those guilty (administratively) liable would be significantly simplified.
3
It would be possible to apply special legislation. One does not need to be a political scientist to predict that certain political forces will try to kindle xenophobic (and particularly anti-Crimean) moods in the run-up to the elections to the Verkhovna Rada and bodies of local self-government. It may be that both electoral laws will still be corrected, however the norm about the prohibition on stirring up ethnic, racial, religious hostility during election campaigning will certainly remain.
4
There remains some sort of hope in moral or ethical norms. The limitation on the use of offensive utterances about certain races and ethnic groups introduced by the Principles of the Australian Press Council (Article 8), the Code of Procedure of the Commission on Press Complaints in the United Kingdom, the Code of the Press Council of Germany (Sections 9 and 11), the Ethical Code of the Norwegian Press Association, etc.

The Crimean Association of Free Journalists have drawn up a Declaration of Basic Principles for the work of journalists in multi-ethnic societies where, in particular, they state that: «A journalist must be aware that his or her lack of professionalism, bias, disinformation may become the cause of discrimination, intolerance, violence, suffering and even lead to people’s death».

That is, a great deal depends on the personal position of each individual journalist. In the final analysis, the preservation of inter-ethnic harmony in Ukraine as a whole, and in the Crimea in particular, in the face of provocation is an achievement of, among others, journalists. The plan which a foreign power put into force in Transdnistria, Southern Osetiya and Abhaziya, has failed in the Crimea.
How I stifled freedom of speech on the Internet

Viacheslav Yakubenko, Lawyer

However enticing freedom may be
No less fatal for the people can it prove
When no reasonable limit is given!
Ivan Krylov

The Shevchenkivsk Court of original jurisdiction in Kyiv has at last satisfied the civil suit brought by the well-known sociologist Iryna Bekeshkina against the limited company «Upravlinsko-Rozporadcha Agentsia» ["Management-Regulation Agency»] in which she had demanded that they refute untruthful information. There would be nothing particularly special about this were it not for a chain that extends much further – the Internet website «Temnyk»
 (this is in fact «Tyzhden» [«Week»]) – the television program run by D. Korchynsky and D. Dzhangirov «Nonetheless»
 on «1+1» TV channel – Russian political technologists – the Russian «avtoritet»
, close to the so-called Luzhniky criminal circle, Max Besheny
, who is wanted for questioning by the Ukrainian Ministry of Internal Affairs
«And a site was born, and they called it «Temnyk»
The website www.temnik.com.ua had become known long before the Presidential elections. No other Internet resource could claim such an honour: systematic announcements in reviews of the press on National radio began as far back as spring of last year (although, from the point of view of Ukrainian legislation, an Internet publication is not only not the press, but not really a form of mass media at all)

At that the website’s own authors admit that «they don’t aspire to being a model of objective Ukrainian journalism», and their arguments to justify the notorious temnyki repeated almost word for word the thesis expressed by Gleb Pavlovsky
 about the need for such «a means of centralizing a program policy» of TV-channel owners.
The first serious action of «Temnyk» was the coverage of the elections for City Mayor of Mukhachevo. The technology was ultimately simple: to place on the website the most extraordinary accusations against V. Baloga and other representatives of «Nasha Ukraina» [«Our Ukraine»]
, to accuse them of committing crimes under all conceivable articles of the Criminal Code and of breaching moral norms (and not to leave her out, to accuse Irina Bekeshkina of having received a large bribe from the MP representing «Nasha Ukraina» for providing the required exit poll results).

This information was then repeated in more reputable media outlets, with reference to «Temnyk» This simple enough technique is called «information laundering». From a legal point of view it is relatively untouchable. It is true that the Civil Code, the laws «On Printed Mass Communication Media in Ukraine», «On television and radio broadcasting» do not name websites among those sources of information whose accuracy journalists are not obliged to check. This means that both the Internet initial source and the «washing machine» for dirty information could be forced to answer for their sites. However the European Court of Human Rights is more likely than not in such cases to rule in favour of «the journalists». Strasbourg judges are far removed from our pre-election reality, and in their judgments (which are mandatory precedents for countries who are signatories to the European Convention for the Protection of Human Rights and Fundamental Freedoms) have frequently indicated that punishing journalists for reprinting the opinions of other authors significantly impedes the discussion of socially important themes this being the duty of the press; such limitations are possible only in very serious circumstances (for example, in the case of Thoma v. Luxembourg, 2001
).
Let us return to «Temnyk». During the Presidential elections, it was already functioning like clockwork. If Viktor Yushchenko had personally felt the desire to sue the owners of the website, his claim could have included more than two hundred episodes involving the dissemination of untruthful information. Another 40 to 50 law suits could be lodged by his allies and supporters, who were also targeted by «Temnyk».

However the owners and the authors of the website providing such a glut of disinformation were, clearly, confident of their impunity. The reason for such blithe confidence lies in Ukrainian legislation.

The Internet above the law

In general, Article 34 of the Constitution and a number of articles of the Civil Code give the chance to defend themselves in court to anyone about whom untruthful information has been disseminated regardless of how the information was circulated. The question is who the law suit should be against. If the untruthful information was published in the print media, then all is simple, since the law demands that each issue provides indication of the editor, the founder, the address of the editorial office, the publishing house, etc. The situation becomes more complicated with television and radio broadcasting companies. Most of these, in order to reduce the number of law suits, not only do not provide their legal address on their websites, but do not even give their full name. In general this does no credit to the legal advisers of such TV and radio broadcasting companies who thus aim to avoid open confrontation in a court of law, however information about the television or radio company and its founders can be obtained entirely legitimately from the National Council of Ukraine on Television and Radio Broadcasting which issues broadcasting licences. The question remains how to find out about the owner of an Internet website or about the author of the article published there.
The new Civil Code makes it possible to approach the court with an application to have the untruthful information refuted even if the person spreading the information is unidentified. However, in the given case, the main aim of civil justice – to defend and reinstate infringed rights – is not achieved. Even when armed with a court ruling, if one does not know who the domain’s owner is, it is impossible to remove untruthful information from a site, or place a statement refuting it.
Recently the Ministry of Transport and Communications attempted to create some modicum of order in the Ukrainian segment of the Internet by creating a National Register of electronic information resources (Order № 153), and to thus count them all. The opposition from the Internet fraternity was so strong that the Ministry backed off. The Minister of Transport, Y. Chernovenko announced that the Order’s legal force had been suspended (although the Ministry of Justice still has it recorded as being in force).
Obviously the document had its faults. Indeed, officials of the Ministry of Transport and Communications do not have the right to independently determine which Internet-resources disseminate pornography or calls to seize power, and to refuse to register these, since the crimes involved fall under the competence of the courts. However we still, as before, do not know who is who in the Internet and the Ukrainian segment has over 30 thousand servers!

The owners of «Temnyk» and its guardian angels

The providers knew what they were fighting for. After all, the confidentiality of the owners of «Temnyk» and other dubious internet productions are under their reliable protection. It is this which explains the court wrangling dragging out over months in the case involving Bekeshkina – … It was precisely the «dot-dot-dot» which took so long to be finally replaced by a specific legal entity. The website itself, in fact, did not contain the information, and instead of the real names of the authors, there were pseudonyms everywhere.
The provider, of course, is not responsible for the content of information which is transmitted over their network (Article 40 of the Law «On Telecommunications»). However they did after all hold negotiations with somebody, draw up a contract and received money from somebody’s account. Yet here too only phantom figures abound.
The provider of the limited company «Digital Generation», in response to a lawyer’s request, refused to divulge the name of the domain’s owner, since confidentiality had been a condition of their agreement. It was necessary to first take the provider to court to have them forced to provide the information about «Temnyk’s» owners. The law suit to the Holosyivsky court was unsuccessful since the provider was not at the address on the 40-richya Zhovtnya prospekt [Fortieth anniversary of October Avenue], indicated on its form. The Shevkenskivsk Court, presided over by Judge M.P. Koval, refused to allow the claim since he had also decided that information about who it was who had slandered Bekeshkina was confidential and «did not personally concern I.E. Bekeshkina».
At the same time, the registrar in the response to the lawyer’s request stated that the domain name had been registered by the limited company «D Media», located in Kyiv, on Artem Street, with this address being confirmed by the Shevchenkivsk District State Administration. However, the actual firm did not prove to be there (it was nonetheless possible through certain procedural levers to get a representative of «D Media» into a court hearing, but the latter could not even give the court the address of his enterprise – only a PO box).
At this point we will not weary the reader with more procedural subtleties. After eight lawyer’s requests and three law claims against innocent legal entities during the course of court proceedings, it was finally possible to find the real owner of the domain temnik.com.ua. This proved to be the limited company «Upravlinsko-Rozporadcha Agentsia».
From the very beginning, it was known from the online reference source http://whois.com.ua that «temnyk» belonged to a so-to-speak creative group «URA» (which, incidentally, constructed and maintained the official website of Leonid Kuchma), however this creative association forbore to disclose their official name. To compound matters, the address of the creative group given was that of a whole hotel «Premier Palace» (a specific hotel room address is not indicated), while the telephone number was that of an innocuous pensioner, Pavlovsky from the Obolon district. Then the electronic address was on the free Russian postal service mail.ru. When the lawyer’s requests were sent to various firms about «Temnyk», even this information disappeared. The owner of the domain was recorded only as some individual called A. Bykovsky, whose telephone number had only six digits, whereas in Kyiv all numbers have seven.

Then finally something fitted into place: the «Upravlinsko-Rozporadcha Agentsia"(« – or in short, «URA», Last year, the limited company «URA» already made itself prominent. In February, the Kyiv City State Administration (KCSA) approached the Pechersky District Court after the latest program of Dmytro Korchynsky «Nonetheless» on «1+1» was broadcast, in which untruthful information was given about KCSA. In court it suddenly transpired that the respondent, together with Korchynsky, was not in fact «1+1», but the limited company «Upravlinsko-Rozporadcha Agentsia». It was actually the latter which had paid for the broadcasting time on the channel for «Nonetheless» and other similar productions. On 8 September, «URA» and Korchynksy lost their case (only six months earlier, the limited company «Studio «1+1», in the face of an analogous law suit from Yulya Tymoshenko, took responsibility themselves for «Nonetheless» and also lost the case). We do not at this time know what the final result of the review of the law claim by V. Chervony against «URA» was.
So who is behind this firm which so persistently disseminates untruthful information about everyone and everything?

Certain educated guesses may seem called for by the fact that the domain name temnik.com.ua is directed to an Internet address ІР 213.186.192.167. At this same address, as well as yet another notorious website «Soroka» [«Magpie»] (www.40a.kiev.ua), one also finds www.analitik.org.ua, which belongs to the entirely legal Kyiv Centre for Political Research and Conflict Resolution, headed by M. Pohrebynsky. Furthermore, the latter website was constructed by the company «URA Internet». However this cannot as such serve as direct proof of organizational or even ideological affinity between these two structures.
The name of the founder of «URA» – Hannah Sapyanova – would also say little to anyone on the outside. Perhaps some may recall that towards the end of the Year of Russia in Ukraine (incidentally the website for the Year of Russia was also constructed by «URA»), the then Minister of Culture of the Russian Federation, Mikhail Shvidkoy, took part in the ceremonious opening of a café-shop «Russkaya Kniga» [«Russian Book»] on Podol (The place did not take off and closed last year). At the opening, the initiator – well-known Russian political technologist, Marat Gelman – spoke a great deal about the warm relations between Russia and Ukraine. From the Ukrainian side, the initiator of the project was yet another «URA», this time the firm «URA-Book». It was in this shop that Hannah Volodymyrivna worked as artistic director. However, once again, this does not, per se, prove that Sapyanova and Gelman are partners.
There was yet another possible link – the five-star hotel already mentioned, «Premier Palace», which «URA» considered to be their address. At first it looked as though any old address had been chosen to conceal their traces. However in court it turned out that this was indeed the true address of «URA». Then, already during the court battle, at the end of August 2004, Gleb Pavlovsky’s «Russian Club» appeared in Kyiv, and for some reason set itself up at that very same address. At the opening, the then Ukrainian Prime Minister, V. Yanukovych honestly said that the Club «would take on a number of functions, primarily humanitarian». Then at the beginning of November, all the pieces with «URA», «Russian Club» and «Premier Palace» finally fitted into their places on the jigsaw. After a car blew up on Antonovych Street in Kyiv near a citizen of the Russian Federation, Maxim Kurochkin, the executive director of the «Russian Club» (not to be confused with the well-known Moscow playwright), information appeared in the mass media suggesting that he was also a co-owner of «Premier Palace», and even headed the supervisory council of the hotel. It is also clear that civic organizations and businesses linked in spirit and ideology had no difficulty gaining registration in that hotel.

It does however remain just remains conceivable that all of this is a pure coincidence, and that the «Upravlinsko-Rozporadcha Agentsia» simply rented rooms in «Premier Palace», without any relationship to either «Russian Club», or to the Russian co-owners of the hotel. Since the smallest and most modest single room in the hotel costs $400 a night, the monthly rent would cost «URA» at very least 12 thousand US dollars. For the period of «Temnyk’s» existence (over two years), this would have run up a bill of around 400 thousand dollars. In which case, one can only envy a hotel which has such a faithful and affluent guest!

The website temnik.com.ua ceased its activity on the day of Viktor Yushchenko’s inauguration. «URA» has already vacated «Premier Palace» without leaving a forwarding address. Yet, new elections are on their way, and their will definitely be new «temnyki». After all, the situation has not changed, and as before, the information activity in the Ukrainian segment of the Internet is carried out without any form of registration.
P.S.  The lawyer’s fees in the case Bekeshkina – … were paid by the Litigation Fund for Victims of Human Rights Violations in the framework of a program of the Ukrainian Helsinki Human Rights Union.
Investigative activities and privacy of means of communication

Constitutional guarantees and restrictions

Part 1 of Article 30 of the Ukrainian Constitution states: «Everyone is guaranteed the inviolability of his or her dwelling place. Entry into a dwelling place or other possessions of a person, and the examination or search thereof, shall not be permitted, other than pursuant to a substantiated court decision.»
 Article 31 of the Constitution guarantees «privacy of mail, telephone conversations, telegraph and other correspondence. Exceptions can be established only by a court in cases envisaged by law, «with the purpose of preventing crime or ascertaining the truth in the course of the investigation of a criminal case, if it is not possible to obtain information by other means».
The procedure for carrying out such exceptional operations is regulated by the Law of Ukraine «On investigative operations», passed on 18 February 1992 (with numerous amendments and addenda between 1992 and 2003), as well as by Article 187 of the Criminal Procedure Code (CPC) in the version from 21.06.2001.
State bodies with the right to carry out investigative operations and grounds for undertaking such operations

The right to carry out investigative operations (IO) is assigned in accordance with Article 5 of the Law on Investigative operations to units of the Ministry of Internal Affairs of Ukraine (criminal, transport, and special police units, specialised units fighting organized crime, the court police); to units of the Security Service of Ukraine (SSU) (the intelligence service, counter-espionage, military counter-espionage, the units in charge of protecting national security, internal security, fighting corruption and organized crime, technical-operational activities and operational documentation, fighting terrorism and protecting those involved in the court process, as well as law enforcement officers.); State border control service; the Department for State Defence; State taxation bodies (operational units of the tax police); bodies and institutions of the State Penal Department (operational units); the intelligence department of the Ministry of Defence.
Grounds for carrying out investigative operations are defined by Article 6 of the Law on Investigative operations:
«1) sufficient information, received in accordance with legally established procedure, which needs to be checked by carrying out investigative operations, concerning the following:
–
crimes which are being planned or have been committed by unidentified individuals;
–
those individuals who are planning or who have committed a crime;
–
individuals who are hiding from criminal investigation bodies, the court or who are attempting to avoid serving their punishment;
–
people registered as missing;
–
intelligence and subversive activity by secret services of foreign countries, organisations or individuals, directed against Ukraine;
–
a real threat to life, health, home or other property of employees of the court and law-enforcement officers as a result of their work, as well as to individuals taking part in criminal proceedings, members of their family or close relatives, aimed at obstructing the course of justice; of officers of Ukrainian intelligence bodies or their close relatives as a result of their work, and also individuals, and members of their families, who are secretly collaborating with, or have collaborated with Ukrainian intelligence bodies, in order to properly carry out intelligence activity.
2) 
requests from authorised State bodies, institutions, and organisations checking individuals in connection with their access to State secrets and to work with nuclear materials or nuclear installations;

3) 
the need to gain intelligence information to protect the security of society or the State.»
In the absence of the above-listed grounds, investigative operations are prohibited.
Article 8 of this law lists the rights of units carrying out investigative operations. According to point 7, they have the right to «secretly investigate and establish the traces of a serious or particularly serious crime, documents or other objects, which could serve as proof that such a crime was planned or committed, or gain intelligence information, including by gaining access to premises, vehicles, or plots of land.», while in accordance with points 9 and 10 they have the right «to intercept information from channels of communication, and use other technical means of obtaining information» and «to use specific tags in order to check telegraph and postal communication».
Aside from the Law on IO, interception of information from channels of information is also mentioned in the Law «On organisational and legal principles for fighting organized crime». In accordance with Article 15 of that Law, special units of the Ministry of Internal Affairs (MIA) and the Secret Security Service (SSU) involved in fighting organized crime are given the following rights:
«1
In fighting organized crime, special units of Internal Affairs bodies, and of the Security Service of Ukraine, having received permission from the prosecutor’s office, are authorised to also use special technical means for the following purposes:

a) to monitor, locate and record conversations or other activities of individuals where there are grounds for believing them to be involved in organized criminal activity;

b) to locate and record the fact that a telephone conversation between citizens has taken place or that a letter or telegraphic communication has been sent, without violation of the right to privacy as to the content of the said telephone conversation, letter or telegraphic communication

c) to ensure the personal safety, and security of home and property of officers of special units of Internal Affairs bodies, and of the Security Service of Ukraine, of those taking part in criminal legal proceedings, their close relatives, with their consent, in cases where they have received threats in connection with their role in fighting organized crime.
2.
In other cases, special units of the Ministry of Internal Affairs (MIA) and the Secret Security Service (SSU) involved in fighting organized crime shall use technical means in accordance with procedure stipulated in the Law of Ukraine «On Investigative operations». Data received and located by employees of the above-mentioned units with the use of the technical means indicated may be used as proof in a court of law.»
It is obvious that investigative operations violate the right to privacy, guaranteed by Articles 30 and 31 of the Constitution, and should therefore be used as exceptional measures in cases allowed for by the law. Part 5 of Article 9 of the Law on Investigative operations states that «during an investigative operation the rights and liberties of individuals and legal entities must not be infringed. Isolated limitations of these rights and liberties are of an exceptional and temporary nature and can be applied only on the authorisation of the court in the case of an individual against whom there are grounds for suspecting a serious or particularly serious crime, or in cases, allowed for by Ukrainian legislation, for the purpose of protecting the rights and liberties of other individuals, or the safety of society.» Part 14 of Article 9 formulates the same point somewhat differently: «investigative operations, connected with temporary restrictions to a person’s rights, are carried out for the purpose of preventing serious or particularly serious crimes, stopping and / or uncovering them, of finding people who are hiding from the law to avoid punishment for a crime, or who have disappeared, or of protecting life, health, home or property of employees of the court and of law enforcement bodies, as well as individuals involved in criminal court proceedings, and of preventing intelligence or subversive activity directed against Ukraine. In case of the operational necessity to carry out such activity immediately, the surveillance operation units must, within 24 hours, inform the court or prosecutor’s office about the use of these methods and the grounds which justify them.» It should be noted that in part 5 there is mention only of investigative operations directed against a specific person, whereas in part 14 investigative operations are not necessarily only restricted to one individual. As the Swedish academic, Professor Dennis Tellborg
 comments, nowadays the main function of secret surveillance is not to expose a criminal, but to establish the very existence of a crime. When special units carry out investigative operations against organized crime, drug traffickers, and similar, they work before a crime has been committed, and the purpose of such investigative operations is to gather information about an individual, criminal group or possible acts of violence (a terrorist act, for example). In other words, what it is hoped to establish at the stage at which an application to the court is made for a sanction to carry out secret surveillance, is often impossible to specify. In such cases, the court warrant obtained loses any real value, and the special units can effectively carry out secret surveillance as they deem fit without the control of the court. Thus, the procedure for obtaining a court warrant should be unambiguously defined in law, clear and detailed, and the provision of guarantees against the abuse of these warrants should be a key issue.
Court permission for investigative operations which infringe upon the right to privacy

Before the Constitution was passed, investigative operations which infringed upon the right to privacy were undertaken as exceptional circumstances with the permission of the General Prosecutor of Ukraine or their deputies, the prosecutor’s office of the republic of the Crimea, the prosecutor’s offices of Kiev or of the regions, or prosecutor’s offices with equivalent authority. This regulation of Article 8 of the Law «On investigative operations» remained unchanged until the beginning of 2001, although in point 22 of the Decree of the Plenary Session of the Supreme Court of Ukraine, No. 9 of 1 November 1997 «On using the Constitution of Ukraine for the administration of justice» it is clearly stated that «permission to gain access to the home or other property of an individual, the confiscation of correspondence or seizure of postal or telegraphic communications, or the interception of information from channels of communication (telephone conversations, telegraphic or other correspondence) can only be granted by a court of law». In the version of the Law on IO of 18.01.2001 part 2 of Article 8 was replaced by the following: «The secret gaining of access to the home or other property of an individual, the interception of information from channels of communication, the monitoring of mail, telephone conversations, telegraphic or other correspondence, the use of other technical means of obtaining information, are carried out on the decision of a court of law, made in response to an application from the head of the relevant operational unit or their deputy. The individuals herein named must inform the Prosecutor’s office within 24 hours of the receipt of such permission or the refusal to grant it. These operations are used solely with the purpose of preventing a crime or establishing the truth during a criminal investigation, where it is not possible to obtain the information in any other way. A protocol on the results of such investigative operations with the relevant supplementary information is drawn up and can be used as evidence in criminal court proceedings.»
The procedure, however, for the court consideration of applications for authorisation was not regulated by legislation which undoubtedly constitutes a fundamental flaw of the Law on investigative operations from the point of view of its correspondence to international standards. Moreover, «for the sole purpose of obtaining intelligence information needed to ensure the external security of Ukraine, to forestall and stop terrorist actions, intelligence and attempts at subversion by the security services of foreign states or foreign organisations, the investigative operations mentioned can be carried out according to procedure agreed with the General Prosecutor of Ukraine, and the Head of the Supreme Court of Ukraine.» (Part 3 of Article 8). What this agreement is, the Law does not specify.
As noted by I.M. Kozyakov
, the procedure for giving a court permit is carried out on the basis of a Letter of the Supreme Court of Ukraine from 19 November 1996. No. 16/6 «On temporary procedure for considering material to obtain a permit for gaining access to the home or other property of an individual, the confiscation of correspondence or extraction of postal or telegraphic communications, or the interception of information from channels of communication (telephone conversations, telegraphic or other correspondence)».
In this the author referred to a monograph of I.V. Servetsky
, published in 2000. I did in fact look for the Letter of the Supreme Court, given that the procedure for taking a decision about applying exceptional measures which infringe upon the fundamental right of an individual to privacy, according to any criteria must be clearly and precisely defined. However it transpired that this letter was not on any computerised legal system, such as ‘League: Law» and others. It proved necessary to turn to an old method: looking for I.V. Servetsky’s monograph in the library. Fortunately the book was located and I gained access to the long-awaited Letter from the Supreme Court.
However, as the reader will see, my expectations proved unfounded. The Letter outlines only general principles for the procedure for giving permission to carry out investigative operations. There is no indication of the maximum duration of such a permit, nor for how long it may be extended. According to the laws of other countries, the maximum period which a court may allow for intercepting information from channels of communication is clearly defined: in France it is 4 months, in German – 3 months, in Finland and Sweden – 1 month, Hungry – one and a half months, Russia – 6 months, etc. Only in Ukraine is the maximum duration of a permit for secret investigative operations not defined at all.
Previously the duration was indirectly limited to 6 months (and only in cases where the suspicions were not proved justified) since the norm dictated that a search operation file be destroyed if no evidence was established within six months indicating that a crime had been committed by the individual against whom a search operation had been undertaken. However this norm was removed from the Law on IO. Points 6 and 7 of the letter of the Supreme Court also seem doubtful. However we will not undertake an analysis of the provisions of this letter. One can understand those in charge in the Supreme Court who in a very limited time frame issued an urgent Letter for the work of the courts in accordance with the newly passed Constitution.
On the other hand, it is entirely impossible to understand the legislators who have still not regulated the procedure for issuing and / or extending permits for carrying out investigative operations which, in exceptional cases, restrict the constitutional rights of a person. All the more impossible since the Law on Investigative operations has, since 1996, changed 11 times! It should be noted that the procedure for granting a permit to confiscate correspondence or to intercept information from channels of communication during the investigation of a criminal matter is outlined in detail in Article 187 of the Criminal Procedure Code (CPC), however it also fails to include a maximum duration period for a permit and provisions for periodic court monitoring. Nor is the procedure for granting a permit to secretly gain access to the home or other property of an individual regulated by the CPC.
Thus, the courts to this day are governed by the Letter of the Supreme Court from 19 November 1996, no. 16/6, the legal force of which remains extremely dubious. It does not constitute normative legislation, nor can it even be called a quasi-source of the law, as for example, the guiding explanations of the Plenary Session of the Supreme Court of Ukraine. It is highly odd that this letter is not included in the system «League: Law», since the latter is supposed to contain all normative legislation registered by the Ministry of Justice. I made an appeal to include the letter of the Supreme Court in this system, however received the following reply: «It is not possible to add the Letter of the Supreme Court of Ukraine from 19.11.96 which you requested since it has not been found. Moreover, judging by the name, one would assume that this Letter was an internal Letter, and therefore it is not possible to obtain it.» Thus the letter mentioned was not registered in the Single Registry of normative legislation of Ukraine. It therefore follows that this letter cannot be considered legally valid, since in accordance with Article 57 of the Constitution «laws and other normative legislative documents, which define the rights and obligations of citizens, which have not been made publicly known according to the procedure stipulated by law, shall be invalid.» In my opinion, this situation starkly illustrates the real, rather than declarative, attitude of state bodies of power in Ukraine to human rights. At the same time, the extent of secret surveillance in Ukraine is staggering: according to information given by one of the judges of the Supreme Court at a recent conference, in 2002 more than 40,000 permits were granted for intercepting information from channels of communications, of which the greatest number – approximately 4000 – were in the Kharkiv region. (This is a huge figure: in European countries the number per year is in the hundreds, and in a country like the USA where the level of crime is considerably higher than in Ukraine, the number of permits fluctuates between 1000 and 1300 each year. It is interesting to compare the number of permits with the number of sentences passed by Ukrainian courts of law in 2002 to various periods of deprivation of liberty for serious or particularly serious crimes – 41211
. It would be logical to assume that investigative operations were mainly directed at uncovering organized groups and criminal organisations. In 2002, 722 groups were identified, in which 3205 individuals were involved, committing 6467 crimes. Yet only 653 individuals were convicted and sentenced to prison terms for committing crimes as part of an organized group. In 2002 51 organized groups and criminal organisations, as well as 237 people in these groups, were uncovered in the Kharkiv region. 3,793 individuals were sentenced to periods of imprisonment. What were the 4000 permits for intercepting information from channels of communications issued in connection with? In my opinion, these statistics are difficult to reconcile. For this reason, is vital that annual reports are issued, which detail the number of permits, the number of rejections, the types of crime, in cases where permits were granted, the average period of time during which information was intercepted, the number of criminal cases opened as the result of investigative operations, etc.
Considering that the above-mentioned letter of the Supreme Court of Ukraine is practically unavailable to the wider public, we have decided to publish it in this issue (cf. below).
Immunity

Certain limitations are imposed by the law on carrying out investigative operations directed at some categories of citizens. Thus, in accordance with part 2 of Article 10 of the Law «On the legal profession», the tapping of lawyers’ telephone conversations in connection with a search operation is prohibited without the sanction of the General Prosecutor, his deputies, the prosecutors of the Republic of Crimea, Kiev and Sevastopol. The search or inspection of personal items and luggage, vehicles, home or office premises, as well as breach of privacy of mail, telephone conversations, telegraphs or other correspondence of a State Deputy of the Verkhovna Rada of Ukraine, are permitted only in cases, where the Verkhovna Rada has granted permission to charge the said individual with criminal liability (part 2 of Article 27 of the Law «On the status of a State Deputy of Ukraine»). Moreover, part 4 of Article 11 of the Law on investigative operations prohibits involving medical staff, priests, or lawyers in investigative operations if the target of the surveillance operation is their client or patient. Part 4 of Article 13 of the Law of Ukraine «On the status of judges» stipulates that gaining access to the home or office of a judge, or to their personal or work vehicle, carrying out an inspection, search or confiscation, tapping their telephone conversations, subjecting them to a personal search, as well as inspecting or confiscating their correspondence, things and documents, is only permitted with the sanction of the General Prosecutor of Ukraine in cases where a criminal investigation has been launched. However in June 2001 these restrictions were removed: the investigative operations listed above in relation to judges are now allowed if a warrant with justification given from a court of law has been obtained.
Guarantees of Lawfulness and Liability

Guarantees of lawfulness when carrying out investigative operations are set out in Article 8 of the Law on IO. In each case where there are grounds for carrying out investigative operations, a surveillance operation case is initiated (with the exception of cases where individuals are checked in connection with their access to State secrets). Without such a case, any investigative operations are prohibited. Furthermore the resolution is included in the file, giving the place and time where it was written, the position and surname of the person who signed it, as well as the grounds and purpose for carrying out the surveillance operation. In cases where the rights and liberties of an individual or legal entity were infringed in the course of a surveillance operation, as well as in a case where the involvement of a person against whom a surveillance operation has been conducted in a crime is not confirmed, the units which carried out the surveillance operation must immediately restore the infringed rights and compensate any moral or material damages incurred (although it is not clear how the object of such a surveillance operation would find out about the operation against him or her, given that the Law does not oblige anyone to inform the individual in such cases making this norm appear entirely declarative.) Ukrainian citizens and other individuals have the right in accordance with procedure established by legislation to receive an explanation in writing from the bodies which carried out the surveillance operation as to the reason for the restrictions on their rights and liberties, and to complain about the operation (in the case of secret surveillance this is possible only where the information in the case is made public, thus rendering the chance of making an effective complaint extremely remote). Information received by means of a surveillance operation which relate to the personal life, honour and dignity of an individual, if it contains nothing that could pertain to the committing of an illegal act should not be kept and must be destroyed (parts 1, 8, 10 and 12 of Article 9). Unfortunately, the regulation from part 3 Article 9 has been removed which demanded the destruction of a surveillance operation case if information had not been obtained within six months giving reason to believe that a crime had been committed by the individual against whom a surveillance operation had been conducted.
Control over how investigative operations are carried out is, in accordance with Article 9, delegated to the same bodies which carry out the operations (MIA, SSU, the State Border Guard Service, the tax police and so forth). Compliance with the law during investigative operations is monitored by the General Prosecutor of Ukraine, his deputies, the prosecutors of the Autonomous Republic of the Crimea, of the regions and of the cities of Kiev and Sevastopol (Article 14 of the Law on Investigative operations). Legislation also allows for parliamentary control over the activities of SSU (this being carried out by the Committee on Defence and National Security), as well as over the implementation of laws in the area of fighting corruption and organized crime (this being monitored by the Committee dealing with legislation on law-enforcement activities and the fight against organized crime and corruption.) However this parliamentary control is, in my opinion, not in evidence or, at least, nothing is made known to the public about it.
Punishment for infringements of the right to privacy of mail, telephone conversations, telegraph or other forms of correspondence, which are transmitted using telecommunications, or by computer, is set out in Article 163 of the Criminal Code of Ukraine. All such activities are subject to fines of between 50 and 100 minimum wages before tax or to a sentence of corrective work for a period of up to two years, or to deprivation of liberty for up to three years. The same activities, directed against state or civic figures, or carried out by an official, or using special devices designed to secretly intercept information, are punishable by deprivation of liberty for three to seven years.
It is clear that the guarantees of lawfulness in the Law on Investigative operations provide inadequate protection against abuse, especially if one compares them with guarantees provided in German or Hungarian legislation, which allow for parliamentary monitoring of the legality of intercepting information with the help of the work of special bodies. Any individual who believes his or her correspondence is being unlawfully intercepted by the security services may make a complaint to these bodies. It is interesting that the German Committee G-10 is informed by the minister about all warrants s/he has granted for restrictive activities before the interception takes place. The Committee has the right to cancel the minister’s order, after which the interception must immediately stop, if, due to urgency, it was started before the permit was obtained. After the interceptions have ended, the individual whose communications were intercepted is informed of this «unless this places the purpose of the investigation in jeopardy». All unnecessary documentation must be destroyed.
I consider that the Law on Investigative operations is inadmissible from the point of view of guarantees of the right to privacy and is in contravention of international standards in this field, since it has the potential for violations of Article 8 of the European Convention on the protection of human rights and basic liberties.
The Principles of Legislation on interception of messages formulated by the European Court of Human Rights

The first part of Article 8 of the Convention stipulates that «each person is entitled to respect for his or her private and family life, for home and for confidentiality of correspondence». The second part of Article 8 refers to limitations to this right: «There shall be no interference by a public authority with the exercise of this right except such as is in accordance with the law and is necessary in a democratic society in the interests of national security, public safety or the economic well-being of the country, for the prevention of disorder or crime, for the protection of health or morals, or for the protection of the rights and freedoms of others».
On the basis of an analysis of European Human Rights Court practice of Article 8 with regard to interception of messages (the cases of Klass and others v. Germany, Malone v. the United Kingdom, Yuvig v. France, Kruslin v. France, and others) principles were formulated which a law regulating control over communications must adhere to, if it is not to contravene Article 8. The interception of messages must be carried out on the basis of a law which is accessible to the public (that is, so that a person is able to determine whether the interception complies with the legislative norms applied in that specific case), foreseeable (that is, a person must be able to predict the consequences of his or her possible activities), and must satisfy the necessary criterion of quality. This means, in particular, that the law must:
–
indicate the list of crimes, the committing of which could lead to interception of messages;
–
be limited to cases where the actual grounds for suspecting a person of committing a serious crime have already been established by other means (Klass);
–
allow for interception only on the basis of a motivated written application of a senior official (Klass);
–
allow the interception of messages only on permission from an official or body which is not part of executive power, preferably a judge (Klass);
–
stipulate the restrictions with regard to the duration of the interception: the period during which the permit is valid should be stated (Yuvig, Kruslin);
–
establish regulations with regard to reports which contain material from intercepted messages– set out preventive measures against the exchange of such materials between different State bodies (Yuvig, Kruslin);
–
define the circumstances in which recordings can or must be destroyed (Yuvig);
–
stipulate what should be done with copies or duplicated material if the person accused is acquitted (Yuvig);
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Interception of messages must also be carried out as is required in a democratic society, that is «only to the extent needed for the security of democratic institutions», and «in exceptional circumstances, necessary in a democratic society in the interests of national security and / or to prevent disturbances or a crime» (Klass).
Finally, any individual in a country where there is a law in force about secret interception of messages can demand to be recognised as a victim without any obligation to provide proof or even on the basis of a verbal statement that the surveillance did really take place.
Does Ukrainian legislation on investigative operations comply with the principles set out by the European Court of Human Rights?

There are positive aspects that the Court will approve of: the procedure is based on national legislation, it is foreseeable, the warrant for intercepting information from channels of communication is issued by a court of law and only «for the purpose of preventing a crime or establishing the truth during a criminal investigation, where other means of obtaining the information are not possible» (p.2 of Article 8 of the Law on IO), there are instructions to destroy information gained during a search operation which relate to the personal life, honour and dignity of an individual. However, the Court will be unlikely to find the procedure satisfactory as regards the following:
а)
The Court will almost certainly not recognise that the interference of the State in private life is that «necessary in the democratic society», given that the range of crimes for which such interference is permitted – for serious and particularly serious crimes – is excessively broad. As the Court decided in the case involving Klass, the right to secret surveillance of citizens is typical of police states, whereas in democratic societies, in accordance with the Convention, such surveillance shall only be tolerated in cases where it is really needed in order to protect democratic institutions. Moreover, at the stage of a search operation it is often difficult to determine whether the crime involved is serious or particularly serious. It would therefore be sensible to provide a list of actual crimes, committed or being planned, which can justify a permit for intercepting information from channels of communication.
b)
The Court would probably consider the legislation to be inaccessible given that the procedure for obtaining permission to intercept information from channels of communication is regulated by departmental instructions which are hard to receive access to. This procedure should be clearly outlined in the Law on IO in the section on carrying out Investigative operations involving the interception of information from channels of communication for the purpose of preventing or stopping serious and particularly serious crimes, and in the Criminal Procedure Code about carrying out an investigation after a criminal case has been opened (we would note, that Article 187 of the Criminal Procedure Code needs to be revised in order to satisfy the criteria of being accessible and foreseeable).
c) Ukrainian legislation is clearly inadequate with regard to meeting the criteria for «quality of law», given that it does not offer sufficient effective guarantees against abuse. There are, firstly, no clear instructions as to the duration of secret investigative operations. Secondly, virtually nothing is said about the transfer, use and retention of material collected, nor about the preparation of summarising reports, and thirdly, independent supervision to ensure adherence to the law is manifestly insufficient, particularly if one compares it with the German or Hungarian procedures for parliamentary control.
The Law on Special Operations, therefore, requires significant changes.
Prospects for the future
The rapid development of the Internet has fundamentally changed our world. New forms of information technology not only present previously unimaginable opportunities for intellectual and technical progress, but also provide unexpected ways and means of committing crimes. Criminals have become much more sophisticated in using information technology. Blackmail, persecution, threats to life have become noticeably simpler since it is much easier now for the perpetrator to escape detection. Various types of fraud have become widespread on the Net. Specifically computer crimes have appeared, with hackers attacking the web-sites of big companies and state bodies and the theft of financial means on the Internet. A recent study, carried out by the company Gartner Group, found that the number of financial machinations carried out on the Internet is 12 times higher than in the ‘real’ US banking system. According to statistics from the European Commission, in 2000 553 million dollars were stolen from European credit cards, with approximately half of the criminals working over the Internet.
Security services must, certainly, have adequate powers to prevent or investigate such crimes. The increase in organized crime, terrorism, drug trafficking demands extraordinary measures by security securities to stop crimes and find those responsible, and for this ever more sophisticated methods and means for obtaining information are needed. As a result of this we see the appearance of such systems of control of communications as the inter-continental project ECHELON (USA, Great Britain, Canada, Australia and New Zealand), the European Union project Enfopol, the Russian CORM and others. A similar system has also been established in Ukraine.
Already in February 2001 a text was placed on the site of SSU with the title: «On monitoring the Internet network», where SSU acknowledges that monitoring of information which is transmitted or received using systems and means of communications is carried out. Monitoring was defined as procedure «which is carried out by authorised state bodies with the purpose of uncovering on a lawful basis information on the telecommunication realm of our country, the content of which could present a direct or indirect threat to the political, economic, military or other stability of the state». It is not, of course, clear what is meant by the telecommunication realm of our country as the Internet does not have borders. Moreover although the text asserts that monitoring is carried out «in strict accordance with the law», another passage from the same text refutes this: «Fundamentally new possibilities for creating an integrated telecommunications sphere on a global scale objectively exclude the possibility of applying national laws based on geographical borders and traditional concepts of state sovereignty.» Nonetheless it is necessary to legalise monitoring, and SSU prepared the draft of a law «On monitoring of telecommunications», in which the existing system and technical requirements for it are effectively consolidated. This law was presented to parliament on 7 August 2003 with the number 4042.
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The draft outlines legal and organisational bases for the monitoring of telecommunications during investigative operations, intelligence or counter-espionage activities for the purpose of ensuring the safety of citizens, society and the State. By monitoring of telecommunications the draft means surveillance, automated reaction to specifically defined signals, the registering of a connection to telecommunications networks through the use of a system of monitoring telecommunications networks. This monitoring is carried out exclusively as a method of investigative operations, intelligence or counter-espionage activities. The technical means for the system of monitoring and the means of access to this system are organized by the provider – operators of the telecommunications systems, while the means for running the system of monitoring are set up by a specially authorised body – the SSU, which also carries out the monitoring.
On the whole, the system of monitoring is subject to fairly strict requirements in particular, it must ensure the possibility of guaranteed access during real time to the communications session by the user of the network which is the object of the monitoring. It must identify, copy and formally register the content of the communications session and present the copied message in the form that it was sent. The system of monitoring must be introduced on practically all telecommunications network for general use, and after their introduction, the process of monitoring becomes the prerogative of SSU and is entirely separate from the provider. At the same time, it is stipulated that the provider should themselves finance the procurement or development of a system of monitoring. The issue of guarantees against abuse is virtually not addressed in the draft, containing only some references to norms in the law on special operations.
However, in all countries without exception, the absence of real supervision of the activity of security services invariably leads to abuse and to surveillance over those whom the regime considers to be dangerous. Nowadays more than 90 countries exercise unlawful control over information of the opposition, human rights activists, journalists, trade union activists, or simply people who think for themselves. For this reason attempts to control communications meet with opposition everywhere. The US Senate recently refused to finance a project which would have allowed the creation of an electronic system for collecting all kinds of data about Americans, from their electronic mail to the results of medicals and their bank transactions.
In countries of the former USSR, where surveillance over those who didn’t follow the official line was the norm, and where control over the activities of the secret service remains extremely weak, or thoroughly non-existent, fears for the confidentiality of correspondence seem entirely natural.
The draft law of the SSU on monitoring of telecommunications is no exception here. The problem is on the level of trust or lack of trust towards to the secret service. Given that the SSU has not shown any fundamental difference from the former «avenging sword», quite the contrary, with the nature of their activities often reminiscent in style of the notorious fifth department of the KGB, the attitude of Ukrainians to the idea of monitoring of communications is accordingly negative. They quite simply do not believe that the SSU will act in a lawful fashion. They either protest against the law as a whole, or, while acknowledging a need for monitoring in order to successfully fight crime, demand that the law stipulates reliable guarantees against abuse. In this sense the draft is even worse than the law on investigative operations. There is no independent supervision over compliance with the law. Article 10 orders the destruction of information selected by mistake, however there is no other information about keeping intercepted information, only an instruction that the procedure for carrying out, keeping or using reports from monitoring should be determined by the Cabinet of Ministers of Ukraine. Article 12 states that no information should be disclosed which is related to the personal life, honour and dignity of an individual which became known as a result of monitoring, and nothing more. There is a general feeling that the system of monitoring makes a farce of the requirement to obtain the sanction of the court before each interception of information. Why bother, at the end of the day: it’s all ready, just connect and start monitoring. As far as I am concerned, these fears are the result of a lack of trust in law enforcement bodies. I believe that they will in fact approach the court for permission however it is difficult to imagine a situation where a Ukrainian judge would turn down their request. It would be possible to resolve this problem in a purely technical way if access to a communication session was solely initiated by a sanction transmitted from the computer of the judge who had taken the decision about carrying out the monitoring. Yet here another issue arises. The Internet does not know state borders, and intercepting the messages of one citizen of Ukraine or another, the law enforcement bodies will inevitably encroach upon his or her exchange of information with citizens of other states, whose messages they have in general no right to intercept. This point has not been taken into consideration in either the draft, or the law on investigative operations. Furthermore, it is clear that the concept of monitoring is not confined to the framework of «interception of information from a channel of communication» with reference to a particular individual, as is presented in the law on investigative operations. From the requirements for systems of monitoring, one can see, that in the course of monitoring, traffic will be investigated without being linked to the specific person, in relation to whom there is evidence of connection with a crime already committed, or a crime that is being planned. This is similar to the actions of a fisherman who throws a net in the hope of catching some kind of fish. There can be no doubt that the real aim of monitoring is not to uncover a specific criminal, but to find him, to obtain information about plans to commit a crime or about a crime already committed. However the obtaining of a court sanction in this case has no sense and the scope for arbitrary decisions is huge. Neither the draft law on monitoring, nor the law on investigative operations even consider traffic as an object for judicial regulation, and the issue of guarantees of adherence to the law is not, therefore, even raised. Nonetheless, this is a crucial issue in monitoring traffic within the context of honouring the right to privacy. Hence the law fails to provide guarantees against abuse in the case of monitoring traffic.
Social reaction to the appearance of draft law No. 4042 was swift. Through the joint efforts of state deputies, non-governmental organisations and communication operators, a draft law was created: «On interception of telecommunications», which was introduced into parliament by State Deputy Valery Lebedivsky on 1 June 2004, with the number 4042-1. In my opinion, the draft is, on the whole, of high quality, and maintains as its central concern protection of the right to privacy when creating an effective mechanism for interception. As can be seen, the authors have taken into consideration European agreements on protecting privacy in similar systems, and have allowed for independent supervision over adherence to the law when intercepting, and for guarantees against abuse. However, investigation of unspecified individuals as a result of monitoring of traffic, procedure which is widely used by security services (for examples, searches activated by key words), remains outside the scope of the draft law. This leaves the problem of judicial regulation of monitoring in this case unresolved.
Letter of the Supreme Court
of Ukraine №16/6 from 19. 11. 1996

To the Heads of the Supreme Court of the Autonomous Republic of Crimea, to regional, inter-regional, Kiev and Sevastopol city courts, military courts of the regions and of the Armed and Navy forces

On temporary procedure for considering material with regard to granting permission to gain access to the home or other property of an individual, to confiscate correspondence or seize postal or telegraphic messages, and to intercept information from channels of communication (telephone conversations, telegraphs or other correspondence)
In connection with requests for information about the procedure for granting permission to gain access to the home or other property of an individual (Article 30 of the Constitution), to confiscate correspondence or seize postal or telegraphic messages, and to intercept information from channels of communication (Article 31 of the Constitution, Article 8 of the Law of Ukraine «On Investigative operations», the Supreme Court would draw the courts’ attention to the following:
In accordance with the Article of the Constitution, each individual is entitled to inviolability of the home. Access to the home or other property of an individual can only be granted on the basis of a motivated decision from a court of law.
In urgent cases, connected with saving people’s lives or property, or where individuals suspected of having committed a crime are being directly pursued, a different procedure, set out in law, for gaining access to the home or other property of an individual is possible.
In accordance with Article 31 of the Constitution of Ukraine, each individual is guaranteed privacy of mail, telephone conversations, telegraph and other correspondence. Exceptions can only be made by a court of law, in cases foreseen by the law, for the purpose of preventing a crime or establishing the truth during a criminal investigation if it is not possible to obtain the information in any other way.
Transitional provisions of the Constitution do not extend to the legal force of Article 30 of the Constitution with regard to granting permission for gaining access to residential premises or to other property of an individual, or to the legal force of Article 31.
Given that the norms of the Constitution of Ukraine are norms of direct force, a permit to gain access to the home or other property of an individual, to confiscate or remove correspondence, and to intercept information from channels of communication can only be granted by a court of law.
Prior to the passing of the relevant laws, such material can only be considered by a court of law in according with legislative norms on investigative operations, the fight against corruption, organized crime where these do not contradict the Constitution of Ukraine, and with compulsory adherence to the secrecy of information found in the material of search operation or criminal files.
At the same time, the following is to be kept in mind:

1.
On the application of the relevant body carrying out the search operation, investigations before charges have been brought, or before trial, the material shall be considered without delay by the Supreme Court, regional courts or courts with equivalent status according to procedure defined by the directorate of these courts.

2. 
In considering an application, the judge may request from the relevant body to see material substantiating the need to restrict the constitutional rights of an individual.
3. 
Having considered the application, the judge shall make a decision:
a) granting permission to gain access to the home or other property of an individual, to confiscate correspondence or extract postal or telegraphic messages, and to intercept information from channels of communication (telephone conversations, telegraphs or other correspondence). The decision should indicate the period of force of the permit.

b) rejecting the request for permission .

4. 
The decisions of a regional or equivalent court of law rejecting a request for permission to carry out such operations can be reconsidered by the Supreme Court, whose decision is final.

5. 
The duration of force of a search operation may be extended by decision of the judge who granted the permit to carry out the operation.

6. 
The cancellation of the operations used is carried out by the appropriate body or by the court in cases where the need for such investigative operations has subsided.

7. 
Data received in the course of such operations is attached to the case only where it is recognised as proof in the case. In this instance, a copy of the decision of the judge allowing the search operation is also added to the case.
8. 
Material as to the application (the original of the application and of the judge’s decision) are held in the relevant court in accordance with rules of secrecy of official documentation.
9. 
The Letter of the Supreme Court of Ukraine 5-6 no. 122 from 1 October 1996 on this question is annulled.

The Head of the Supreme Court of Ukraine 


V.F. Boiko

On reform of the Constitution in Ukraine

Open Letter from the «Maidan» Alliance
to the President of Ukraine

On amendments to the Constitution

The «Maidan» Alliance is turning to the President of Ukraine demanding that he put an end to the «blue and pink» counter-revolution

The «Maidan» Alliance has sent an open letter to the President of Ukraine regarding the need to reverse the so-called «political reform». The letter in particular stresses that the Medvedchuk-Moroz-Symonenko «reform»
 «not only does not comply with, but in fact runs counter to the vector of the expression of the people’s will which was focused on electing the Head of the State for the period set out in the Constitution with those powers which are stipulated in the same Constitution», and therefore «it will only be possible to hold a discussion about changing the powers of the President with regard to the new term of the next Head of the State». The open letter, which via the website «Maidan», was signed by 933 citizens, was sent to Viktor Yushchenko in accordance with the Constitution of the Ukraine and the Law of Ukraine «On appeals from citizens». «Political expediency, – the letter stresses, – must not take precedence over the expression of the people’s will and the will of the people must not become the object of behind-the-scenes deal-making between groups of individuals, albeit those entrusted with Deputy mandates».
The citizens who have signed our open letter demand that their President uses all necessary judicial and political means to protect the current Constitution and, at the same time, to begin the process of preparing a truly democratic constitutional reform. The full text of the open letter can be found on the website: We provide the text of this letter below:
http://www2.maidan.org.ua/news/view.php3?bn=maidan_petit&key=1113337121&trs=.(in Ukrainian)
To the President of Ukraine

V. A. Yushchenko

01220, Kyiv-220, Bankova Street, No. 11

OPEN LETTER

16 September 2005

Your Honour, Viktor Andriyevych,
The Ukrainian people, a majority of whom having expressed their will at the last elections and having defended their choice on Maidan, fulfilled, as the sole bearers of sovereignty in the country their sacred constitutional right to elect their President, and they chose you.
By electing you President and thus defending not only your, but their own victory, the citizens of Ukraine have possibly for the first time in the history of the State filled with real meaning the constitutional provisions regarding the sovereignty of the people and the free expression of the people’s will (Article 5, 69 and 71 of the present Constitution of Ukraine). They elected their President for the term and with the powers outlined by the Basic Law.
Unfortunately a side effect of the election process which took place in bitter confrontation with a system which had essentially been built on sidestepping the law and on anti-democratic principles was, as a result of political deal-making, the Law of Ukraine from 08.12.04 №2222-IV «On introducing amendments to the Constitution of Ukraine». An analysis of this legislative act from a judicial, as well as a general civic standpoint, compels us to state the following: The Draft Law №4180 has been transformed into a Law with fundamental procedural infringements: the text which was voted on is significantly different from that which passed through the review stage in the Constitutional Court, although in such a case, in accordance with the Basic Law, a second review of the altered draft law is required by a body of constitutional legal procedure.
Law №2222-IV is, in our opinion and according to the conclusions of many leading specialists, inherently contradictory and does not meet the demands of the current stage of development of the Ukrainian State, even more so considering the European prospects which have opened up for Ukraine since you were elected to the office of President.
Finally, and most importantly, Law №2222-IV not only does not comply with, but in fact runs counter to the vector of the expression of the people’s will which was focused on electing the Head of the State for the period set out in the Constitution with those powers which are stipulated in the same. This needs to be stressed in particular. In accordance with Article 103 of the Constitution, the President of Ukraine is elected by the people for a period of 5 years, with the powers of the President clearly set out, moreover, in Article 106. It should be noted that in Paragraph 2 of Article 1 of the Law of Ukraine «On the Presidential Elections» it is also stipulated that the President is elected for the term set out in the Constitution. The only possible conclusion from this is unambiguous both legally and politically: by electing a President of Ukraine the people vest in him or her for a period of 5 years the range of powers set down in the Constitution current at the time of the expression of the people’s will. Any other interpretation, even if one moves away from formal jurisprudence, has quite simply nothing in common with democratic principles. Accordingly, the State Deputies who voted for the «political reform» did not have the legal, and still less the moral right to interfere in such a manner at the level at which the people elect, in accordance with constitutional norms, their choice for Head of State. Such interference directly contravenes the principle of the sovereignty of the people and the exclusive right of the people themselves to establish their constitutional system. Law No. №2222-IV, furthermore, by effectively introducing the possibility of suspending a part of the powers of the President early, runs counter to Article 108 of the Constitution which, in speaking only of the possibility of early suspension of all powers (as a whole package), does not envisage anything of the kind. It will only be possible to hold a discussion about changing the powers of the President with regard to the new term of the next Head of the State.
Political expediency must not take precedence over the expression of the people’s will and the will of the people must not become the object of behind-the-scenes deal-making between groups of individuals, albeit those entrusted with Deputy mandates.
Mr President, your Honour!
In your inaugural speech on Maidan Nezalezhnosti [Independence Square], you stated, in particular, that lawlessness must not be the norm in a state and that you envisage Ukraine as a state governed by the rule of law. At the end of last year it was the people themselves who defended the rule of law. The turn is now yours as Guarantor of the Constitution. We do not dispute the expediency of introducing amendments to the present Constitution, however we are firmly convinced that such amendments, aimed at providing maximum safeguards for civil rights and freedoms, as well as the effective functioning of the State apparatus within the context of Ukraine’s European prospects, must be the result of public social debate and must be carried out according to legally impeccable procedure. Otherwise the sovereignty of the people will be trampled, the principle of the rule of law denied and the legitimacy of the Basic Law will be for ever placed in question.
In view of the above, we are turning to you and would ask you to take all necessary judicial and political means to protect the current Constitution and, at the same time, to begin the process of preparing a truly democratic constitutional reform.
With sincere respect,

The «Maidan» Alliance

12-04-2005
Open letter from the Kharkiv Human Rights Group regarding the threat posed by the «political reform»

{«Package» of amendments from 8 December}

[Planned amendments to the Constitution]

The Kharkiv Human Rights Protection Group (KHPG) has on several occasions commented on the events around the «political (constitutional) reform», providing analysis of both its essence and the manner in which it has been introduced. KHPG’s constitutional experts have, in particular, demonstrated that the Draft Law which was voted on as part of the «package» (including amendments to electoral legislation) of 8 December 2004 needs to pass through the necessary review procedure in the Constitutional Court of Ukraine. We were expecting a constitutional application to the Constitutional Court by the Ukrainian President or from a group of 45 State Deputies, and a final vote which should have thrown out this both politically and legally seriously flawed creation. However this has not happened. The former opponents of the «reform» have turned into its supporters, hoping for future victory in the parliamentary elections and that their leader will be given the post of Prime Minister with presidential powers. The President whom we were relying upon as Guarantor of the Constitution, has signed a memorandum with Viktor Yanukovych, the first point of which concerns the introduction of this political reform.
Not wishing to raise the level of their political culture to the demands at least of the current Constitution, the present political elite are stubbornly endeavouring to lower the level of constitutional regulation to their muddled and short-sighted pseudo-democratic conceptions which yet again demonstrate concern for short-term political interests as opposed to respect for the rule of law. It would appear that none of them are concerned that this «reform» would create an illogical competition between the highest State posts of President and Prime Minister within one – executive – branch of power, effectively tearing apart the unity of Ukrainian foreign and domestic policy, encroaching upon the principle of collective responsibility of the Cabinet of Ministers and making a mockery of the principle of division of branches of power. They do not appear to care that the «reform» introduces the principles of the worst kind of political collectivism, transforming parliamentary Deputies into voting machines, entirely dependent on the will of party bosses and leaders of factions, manifestly increasing the risks of parliamentary-presidential confrontation and significantly strengthening the direct organizational dependence of parliament (the Verkhovna Rada) on the will of the President. Nor do they care that the reform will be an obstacle to creating a strong and independent judiciary, returning the old Soviet-style general surveillance into the hands of the Prosecutor’s offices and thereby once again running counter to the commitments Ukraine gave in joining the Council of Europe. Further arguments in support of this position can be found in the conclusions of KHPG’s constitutional experts:

http://khpg.org/index.php?id=1126180855&r=36
http://khpg.org/index.php?id=1126181368&r=36
http://khpg.org/index.php?id=1126181397&r=36
KHPG believes that it has a duty to once again warn that the implementation of this so-called political reform would be very likely to have disastrous implications for the future of our country. The «reform» poses a real threat to State independence and sovereignty of the people. Its introduction will bring about a sharp increase in the already significant level of corporatism in the Ukrainian political system. The influence of self-seeking interests of powerful financial-industrial groups on parliament will increase and take on a permanent, systemic nature.
The political reform, changing the constitutional powers of the President «in midstream» is undoubtedly a violation of the principle of his legitimization via the elections (this is stressed, in particular, in the open letter of the «Maidan» Alliance «In defence of the sovereignty of the people and the Constitution», which was signed by around a thousand people and sent to the President on 16 September (cf. http://khpg.org/index.php?id=1127812713). We would, yet again, stress that a «package» vote on introducing amendments to the Constitution is absolutely unacceptable since such a means of expression of will is a classic example of voting (expressing one’s will) «on certain conditions». It would seem that, aside from the Ukrainian courts, this is understood by any constitutional or supreme court with a basic level of professionalism in the world. Voting for a document of strategic significance, the State Deputies should have been guided by purely constitutional and long-term principles, and not by tactical considerations arising exclusively from the specific circumstances of December 2004. «Package votes» are not allowed by either current legislation, or even by Section XIII of the Constitution of Ukraine. They also fail to comply with Article 19 of the said Constitution which prohibits bodies of State power, and therefore the Ukrainian parliament, from undertaking any free modifications of key judicial procedures, separately set down and safeguarded by special guarantees at the highest level!

We are firmly convinced that the Ukrainian political elite must after all realize, and now, what kind of hybrid distortion they are planning to create, and to stop this process. Is it really impossible to find 45 Deputies in the Verkhovna Rada (Parliament) who feel their responsibility before the people? Can the President really not understand that agreeing to this reform will negate his own victory at the elections of last year and will transform him into the destroyer of constitutionalism and democracy in Ukraine? Is the Constitutional Court of Ukraine really unable to understand legal axioms? Can the supporters of parliamentary republicanism, who are in favour of the «reform» purely as a result of their abstract support for the principles and benefits of the parliamentary system, not see that the implementation of this dubious and risky idea will distance them still further from parliamentary democracy, as well as generally distancing the people from having any influence on those in power?

In our opinion, Ukrainian politicians and lawyers still have the chance to avoid being totally discredited and to stop this shameful and hypocritical political action. For this they need only to somewhat subdue their ambitions as regards power and before it is too late to recall good common sense.

We are sending this appeal in the form of an open letter and call on all concerned organizations and individuals to add their voice.
Yevhen Zaharov
Co-Chairperson of the Kharkiv Human Rights Protection Group
Chairperson of the Board of the Ukrainian Helsinki Human Rights Union
Member of the Board of the International Society «Memorial»

Irina Rapp
Co-Chairperson of the Kharkiv Human Rights Protection Group

Vsevolod Rechytsky
Constitutional Expert for KHPG

Oleksandr Severyn
Legal Adviser to the «Maidan» site

Memorandum of the Kharkiv Human Rights Group with regard to the threat posed
by the «political reform»

Yesterday, 27 September 2005, the Kharkiv Human Rights Group (KHPG) issued an «Open letter regarding the threat of ‘political reform’ in Ukraine. Today, in this «Memorandum» we will attempt to go somewhat deeper into the arguments presented succinctly in the open letter. In contrast to previous publications of the KHPG about the ‘reform’, here we propose to consider its basic conception and the attempts at implementing it on the formal judicial, purely procedural level.
It is clear that a vote on introducing amendments to the Constitution of Ukraine adopted in 1996 may be held solely in accordance with the procedure set down in Articles 154 – 159 of the Constitution. This procedure comprises the content of Section XIII of the Constitution (the Main Law) and is protected by the entire constitution-based legal system. One need only refer to the fact that on the basis of Article 156 of the Constitution of Ukraine any modification whatsoever of Articles 154 -159 would need to be approved by a mandatory All-Ukrainian referendum. Such procedure in the purely judicial sense testifies to the absolute nature of the according constitutional procedure, the general inviolability of the judicial procedural form.
It should also be noted that such procedure is envisaged by the best constitutional models current in the world. The Constitution is a document which, as well as liberty, safeguards the stability of the legal system as a whole, and the latter, in its turn, begins with the principle of the inviolability of the constitutional form, of the material and procedural norms of its text. The inviolability of the constitutional form is a crucial component part, the condition of its legal content, while the procedural norms of the Constitution are the main judicial guarantees of the values enshrined in its basis. In awareness of this, we would stress that a «package» vote on a draft law introducing amendments to the current Constitution of Ukraine was and remains unacceptable from a judicial point of view.

The possibility of voting in constitutional amendments as part of a «package», that is, together with amendments to any other parts of national legislation is never mentioned either in the Constitution or in Ukrainian legislation in general. Nor is this by chance since «package» voting is a classic example of «linked» voting or «a vote on certain conditions» (it is no accident that two questions may not be combined in one point of a referendum). Such voting means that the expression of will with regard to one normative act in the «package» version is strictly linked with analogous (in the sense of the choice between «for» or «against») voting in connection with another normative act. From the psychological point of view, this denotes direct interference with the motivational part (phase) of an individual’s act of will. Expressing this more simply, each parliamentarian when voting, while having the duty to define his or her position and think about one thing, needs at the same time to take into consideration something quite separate and different.
In the case of the Ukrainian vote on constitutional amendments, the situation is made worse by the fact that this «package» combines draft laws of different judicial force, that is, normative acts which belong to fundamentally different legal registers. As a result, the changes to some norms of current legislation are conditional upon amendments to the entire constitutional normative mass, while the change to a significant group of norms at a constitutional level are dependent upon amendments to provisions of normal (ordinary) law. We are forced to acknowledge that in the given case a procedural move was made which falls under the definition of a legally prohibited reverse: the fate of norms of current legislation determines the fate of norms of the Constitution of Ukraine. This means that the content of a norm of a lower judicial level potentially (before the voting itself) and kinetically (during the actual voting) used the content of a norm at a significantly higher judicial level.
From the formal logic point of view this means that the attitude of parliamentarians to the norm of a lower judicial force not only could optionally influence, but directly determined their attitude to a norm of the highest judicial force. The opposite side of the coin was also present, however since this was, from a judicial point of view, more acceptable (correct), we will not comment on this aspect. In an organic legal system an inadmissible direction was thus taken: a norm of current legislation (the amendment to the law on elections) a priori determined the content of a constitutional norm. That is, the normative nature of an ordinary, tactical and operational level governed the normative-axiomatic system of law (the Constitution being a collection of legal axioms). From the point of view of cybernetics, this could be compared with the artificial creation of information noise when taking fateful managerial decisions. As a result, the «package» voting has not clarified, as is demanded by the fundamental principles of constitutional procedure, but blurred the consciousness of State Deputies (parliamentarians) when voting on issues of truly general State significance and content.
One of the fundamental features of the Ukrainian constitution-based legal system lies also in the fact that the possibility is not recognized for discretionary powers for State executive bodies and bodies of local self-government. On the basis of Article 19 of Constitution of Ukraine, «State executive bodies and bodies of local self-government, and their officials are obliged to act only on the grounds, within the limits of authority, and in the manner envisaged by the Constitution and the laws of Ukraine». This automatically implies a prohibition on a higher body of legislative power – the Verkhovna Rada (parliament) of Ukraine – attempting any free modifications of strict constitutional, as well as other legal procedures. Unfortunately, just such a modification (a spontaneously made reconstruction) of constitutional procedure can be seen in the «package» voting.
Moreover, as is indicated in Article 157 of the Constitution, „The Constitution of Ukraine shall not be amended in conditions of martial law or a state of emergency». As a teleological interpretation (according to its designated purpose, functional role) of this norm shows, the Constitution of Ukraine may not be amended (even where formal procedure is adhered to) in conditions where the public situation is excessively impassioned, turbulent and emotionally unstable. The prohibition on introducing amendments to the Constitution of Ukraine during such a period should in no way be understood in a formalistic sense. The given prohibition is defined not only by the letter, but also by the spirit of the Constitution, as is most clear to constitutional judges. Thus, in order to introduce constitutional amendments, relative social harmony, reason and civic quiet are needed. The «package» vote, in contrast, took place at the height of civic confrontation, in conditions of revolution, albeit revolution where no blood was shed.
All of the above convinces us that the «package» vote on introducing amendments to the Constitution was an overt and flagrant violation of the Constitution of the Ukraine, in particular its Section XIII (Articles 154 – 159). Organic constitutions are usually «wise» legal documents, which envisage in advance the existence of the danger of political challenges which can provide temptation for the governing elite. As the oracle in the science of management, Peter Drucker, once commented, political ambitions are boundless and are capable of destroying the character of any person. Exceptions are conceivable, but they only serve to confirm the rule. The temptation to change the established order of things is one of the typical features of human nature. It is specifically this temptation which, by definition, constitutional order safeguarded by guarantees of stability is called upon to counteract. Any other way of thinking on this would be a betrayal of the universal principles of constitutionalism.
Ukraine’s democracy is at an early stage, and its state of political stability can easily be shattered. The newly-elected President of Ukraine proclaimed as a political objective Ukraine’s becoming part of a united Europe. Ukraine’s European choice was supported in December 2004 by the people on Maidan. However, the contemporary European way stipulates not only a well-developed, but also a crystallized, legal awareness. All of this would be better to understand here at home ourselves, than to read it between the lines of the latest conclusions from the Venice Commission. Unfortunately the constitutional reform, just as the overall style of its introduction in Ukraine, does not yet bring us closer, but on the contrary distances us significantly from Europe.
In our opinion, these circumstances demand from the President that he involve the Constitutional Court in an analysis of the situation. The issue which is now before him would seem specifically from the judicial point of view entirely transparent. The President of Ukraine as Guarantor of the National Constitution must appeal to the Constitutional Court to provide interpretation of the norms of Section XIII (Articles 154 – 159) of the Constitution. That is, it is necessary to ascertain from the Court whether the possibility of the recent «package» vote held can follow from the constitutional procedure for introducing amendments to the said Constitution. It would seem that adherence to the canons of the rule of law would make the answer to this question unambiguously clear.
AN APPEAL
An Appeal from members of the human rights movement of the 1960s to 80s and former prisoners of conscience to the President of Ukraine, calling on him to use his powers, vested in him by the People, to prevent dangerous amendments to the Constitution of Ukraine.
To the President of Ukraine

Viktor Andriyovych Yushchenko

8 November 2005

Your Honour, Mr President,
We are turning to you with profound concern that the future democratic development of Ukraine is in jeopardy, and in the shared conviction that urgent measures must be taken to overcome the danger. An extremely serious threat to the very foundations of our State and to the development in Ukraine of a free, open and democratic society is, in our opinion, posed by the «political reform» – the result of dangerous agreements which lack transparency and are incomprehensible to the people who voted for you as President and then defended their victory. The flaws of this «reform» have been repeatedly demonstrated by specialists in constitutional law.
For us it is quite clear that the «political reform» (Law №2222-ІV of 08.12.2004 «On amendments to the Constitution of Ukraine») was adopted as a condition, in a package with other documents and therefore in flagrant violation of Section XIII of the current Constitution, the Regulations of the Verkhovna Rada of Ukraine, and without the repeat expert assessment of the Constitutional Court of Ukraine required.
For us, as for every thinking Ukrainian, it is obvious that the amendments to the Constitution, which were approved by illegitimate means and are ill-considered, risk introducing disarray to the functioning of the State mechanism and, at the same time open the way for virtual rule by financial and industrial groups and clans who, as a result of this «reform» will be able to take exclusive control over Ukrainian political life. We consider it absolutely unacceptable and inappropriate, given the real demands of the time, that the «reform» effectively runs counter to the will of the people who voted you President for the whole constitutional term and with the powers set out by the current Main Law (the Constitution). In so doing, the Ukrainian people vested in you responsibility which you may neither legally nor morally relinquish.
Your agreements with the leaders of the opposition may in no way go beyond the framework of the mandate which you received from the people, just as these agreements cannot narrow your democratic mandate.
Mr President, in turning to you, we are united in our conviction that Ukraine will not become a law-based and democratic State if this «reform» is allowed to mutilate our Constitution. Political expediency, power games or immediate interests can in no way serve to justify constitutional ruins. You are aware what price our people paid during the period of parliamentary rule of the Central Rada
 and the subsequent experiments speculating on «expediency». The road to the abyss always begins with one first step. Unfortunately, the «political reform» may become precisely such a step, and therefore, you, as Head of the Ukrainian Nation and Guarantor of its Constitution, must act to avert this.
We call on you to do this solely in accordance with your powers as President and with your duty as a thinking citizen of Ukraine, and to act to defend our democracy and constitutional legality.
Yours respectfully,
Participants in the Ukrainian Human Rights Movement of the 1960s – 1980s (the signatures were confirmed by telephone or email)
Zinoviy Pavlovych ANTONYUK, Kyiv

Mykola Andriyovych HORBAL

Bohdan Mykolayovych HORYN

Mykhailo Mykolayovych HORYN

Mykhailyna Khomivna KOTSYUBYNSKA

Vasyl Vasylyovych LISOVY

Myroslav Frankovych MARYNOVYCH

Nina Mykhailivna MARCHENKO

Vasyl Vasylyovyc OVSIYENKO

Zoryan Volodymyrovych POPADYUK

Petro Pavlovych ROZUMNY

Raisa Panasivna RUDENKO

Yevhen Oleksandrovych SVERSTYUK

Nadiya Oleksiyivna SVITLYCHNA

Oles Yevhenovych SHEVCHENKO
Osyp Stepanovych ZINKEVYCH

Josef Samuilovych ZISELS

KHPG COMMENTARY
In our view, the necessary and legally correct solution to this problem would be for the appropriate parties (the President, 45 State Deputies of Ukraine, etc) to submit a petition to the Constitutional Court of Ukraine for an official interpretation of Articles 154-159 of the Constitution; to determine whether the voting for amendments to the Constitution as part of «a package», that is, together with ordinary draft laws, is in compliance with procedural norms of Section XIII of the Constitution. If the Constitutional Court declares the voting as part of «a package» unconstitutional, then there will have to be another vote on the «political reform» in the Verkhovna Rada of Ukraine.
http://www.khpg.org/index.php?id=1131469337

A Brief explanatory note

The new constitutional amendments introduce the possibility of removing State Deputies from their (elected) office in the Verkhovna Rada (Parliament) if they refuse to follow their faction’s line, or indeed, leave their faction.
They also reduce the powers of the President and allow for a situation where some members of the Cabinet of Ministers answer to the Prime Minister and Parliament, and others to the President. Particularly in the light of the recent crisis in the government, there seems good cause to fear that such a division of roles will lead to more conflict and bargaining between different factions, and will be less likely to serve the people.
There are a number of further reasons for concern, not least, the increased powers of control given to the Prosecutor’s office.
The above Appeal also highlights the doubts over the manner in which such significant amendments were brought in as a «compulsory extra» to vital electoral changes needed to ensure that the rerun of the manifestly rigged Presidential elections on 26 December were fair and democratic.
It is also worth noting that most of those who have signed the appeal given above were prisoners of conscience under the Soviet regime.
Translator’s note

A reform by any name …

Why human rights activists are up in arms against impending «political reform» in Ukraine.
Or why it can be wise when hearing the word «reform» from unexpected places to stop and think about hidden agendas…

In heady, tumultuous December the world watched with admiration as, in the aftermath of the Supreme Court’s overturning of the manifestly rigged election results, the Ukrainian Verkhovna Rada [Parliament] swiftly passed a «package» of amendments to electoral laws, as well as constitutional changes affecting the role of President and parliament, which Leonid Kuchma just as rapidly signed into law. There seemed cause for enthusiasm: after all, not only were electoral changes being introduced which could eliminate the possibility of further shenanigans, but the likely new President was actually prepared to hand over some of his powers to parliament. Laudable, indeed!
Perhaps not surprising, although regrettable, nonetheless, that little heed was taken of reputable human rights organizations such as the Kharkiv Human Rights Protection Group (KHPG), the Ukrainian Helsinki Human Rights Union (UHHRU) and the many constitutional law experts, who had previously presented well-argued grounds for rejecting the constitutional amendments being suggested. In December they again spoke out publicly against the same amendments and the manner in which they were being pushed in as a condition of agreement to crucial electoral law amendments.
Since this hybrid creation has raised its head again in woefully similar circumstances, it would be well to consider these behind-the-scene deals before turning to the substance of our concerns. The «package» vote of December could be described in less salubrious terms. When bargaining turns into blackmail is a moot point we will leave to the reader to determine. Clearly, in the conditions that existed in December, there was urgent need for laws which would eliminate vote rigging, and enable the voice of the people to be heard not only on «Maidan» (Independence Square in Kyiv and central squares in many other cities throughout Ukraine), but by the Central Election Committee and those trying at all cost to hold on to power. However the fact that so few noted the (apparently) improbable band of those pushing for the «package», including the head of Kuchma’s Administration, the leader of the socialists and of the communists, might surely have made more observers raise an eyebrow or two … Not to speak of the extraordinary haste with which the outgoing President was prepared to sign these changes into law.
In September 2005, the honeymoon over, Yushchenko faced his first major crisis. This article concerns more fundamental issues – unconstitutional amendments to the Main Law of the Nation, and we will leave it to others to debate the wisdom of his moves. The fact remains that at a time of political impasse, the President signed a Memorandum with his former presidential opponent, the first point of which is a commitment to introduce the «political reforms». Again, remembering the millions who stood in freezing December conditions day and night defending their choice of candidate and right to not have this gentlemen foisted on them through rigged elections, the role of Yanukovych as mouthpiece of reform is unexpected, to say the least.

So what are these «political reforms» in the shape of constitutional amendments that the world was delighted to mention in passing, as an appendage to electoral reforms, last December (just as certain politicians had hoped)?
The following gives the key points of concern. More detail can be found on the websites of KHPG and Maidan International – cf. the references below.
Reduced powers of the President
Under the so-called «reform» a number of the powers which the Constitution assigns to the President of Ukraine would be given to the Cabinet of Ministers.
There is a bitter irony in the fact that it was the very presidential candidate for whose rightful election so many people were prepared to risk their jobs, education, and perhaps, since it is a miraculous achievement that the Revolution was bloodless, their lives, should have been forced to accept such amendments.
More importantly, there is a serious constitutional flaw here, since these changes were introduced between two rounds of voting in Presidential elections. Those who voted for Yushchenko (or Yanukovych) voted for a President with certain, constitutionally fixed, powers. These powers must not be taken away from him during a presidential term

Muddled powers of the President
and of the Cabinet of Ministers

Firstly, if the «reforms» come into effect, some of the members of the Cabinet of Ministers will be appointed by and answerable to the President, while others will be chosen by and answer to the Verkhovna Rada and Prime Minister.
One can assume that they will at least remember who they’re accountable to, but if one considers that ultimately they are all answerable to the people, this cannot be considered an auspicious situation. The division of roles within one branch of power will inevitably lead to competition and likely conflict between President and Prime Minister which, given the unfortunate spectacle seen by all in September this year, should be treated with the seriousness it deserves.
While a considerable number of the powers presently vested in the President, have been passed to the Verkhovna Rada, the President’s ability to dissolve the latter has increased three times. Surely a recipe for either disaster or for pretty embellishments and icing to a cake whose ingredients remain entirely unchanged (and still just as unhealthy).
For a country with a young democracy, there are significant advantages to having a President with a real, not decorative, role. There can be situations where a decision is needed swiftly. One should not underestimate the vast scope for corrupting individual members of the Verkhovna Rada, as well as the likely stalemates caused by brutal power struggles between different factions. Nobody is suggesting that the President of Ukraine must be above such venal weakness (and only a person who had slept through the past 14 years of Ukraine’s history could!), however there are mechanisms available for impeaching a President. Surely it would make more sense to strengthen these mechanisms, than to make power, and with it, responsibility for decisions taken, more diffuse?

Increased role of party factions in the Verkhovna Rada

Two changes are of major concern here. The constitutional amendments both formalize a system of proportional representation which has never received sufficient consideration, and set out grounds and mechanisms for removing State Deputies from office. Justification for removing them would be, among other things, bucking the party line, that is, going against a party / bloc’s stand or leaving the ranks of that specific party or bloc.
One can argue that individuals are more easily corrupted than entire parties. This, again, is a matter of debate. What is less in dispute is the desirability, indeed, urgent need in a democratic state for people’s representatives who are primarily in office to represent their constituents’ interests. This can hardly be expected from Deputies who know that their job, and the considerable benefits which come with it, will be at stake if they don’t follow the party position. This also provides the leaders of these parties with an unacceptable degree of power, and a virtual carte blanche to use this power with impunity.
Post-Soviet or not so very post ….

The President will require the consent of the government to appoint or change the Prosecutor General. More disturbingly, the latter has again been given, albeit reduced, powers of surveillance. In post-Soviet Ukraine this restoration of powers so abused in Soviet times evokes understandable suspicion.
How do you reform the Rule of Law?

The «political reforms», in as much as they affect the Constitution are, quite simply, unconstitutional. The Main Law of the Nation – the Constitution – is quite clear as to how fundamental amendments (and the changes thus far mentioned are hardly cosmetic) must be introduced. Major changes must be approved by national referendum. It is also unambiguous as to when changes should not be made, that being at times of unrest, state of emergency etc. Whether or not the requisite papers were signed and the UN informed as to the imposition of a state of emergency, would anyone seriously wish to suggest that the situation in December 2004 was an auspicious moment for making significant changes to any fundamental laws?

It should also be noted that the draft law introduced on the back of electoral changes in December differed significantly enough from that which had passed through its previous reading in the Verkhovna Rada to require reconsideration by the Constitutional Court.
If anyone thinks this is a mere quibble, they should consider the importance that the Rule of Law has been given in the strongest and oldest democracies of the world and give some thought to the legacy Ukraine – and its neighbours – inherited, and the subsequent need to safeguard their young and fragile democracy.
The millions who defended their right to choose their President from October to December 2004 were upholding the principles of the Rule of Law and the fundamental basis of democracy. They voted for a Guarantor of their Constitution, and are now calling on the President they elected to stand firm and to fulfil this role. Nobody is suggesting that changes are not required, but they should be discussed correctly and not form part of a deal where the future of the country and its right to democratic elections is being held to ransom.
We call on all of those people throughout the world whose moral support was crucial in those months where the Ukrainian people defended – and won – their right to be heard, their right to live in a democratic nation where the voice of the people must be heeded, to support us now. This shameful behind-the-scenes pseudo-reform is not what we fought for and is not acceptable in a democratic state.

Halya Coynash

Kharkiv Human Rights Protection Group

Revolt

Oleksandr Severyn, Kyiv

On the planned amendments to the Constitution (the «political reform»): «I am a citizen. …. I simply have rights which I will not give up without a fight. My barricades are the Constitution. Each time anybody attempts to take these rights away, they will have to take the barricades by storm. And we’ll see who wins, since there are a lot of us»
The right and the duty to express the following views are given to me by one simple circumstance – I am a citizen of Ukraine.
In Ukraine there are plans afoot for the use of a weapon of mass destruction – the destruction of the very foundation of the national legal system, as well as of the seeds of civilized legal consciousness, which had only just, nourished by the beneficial rain of the people’s action for freedom and justice, forced their way up, out from the remains of the rancid Soviet bog.
It is neither international terrorists, nor «shakhidy» (suicide bombers) who are developing this weapon. Our home-grown saboteurs can hardly (with a rare exception or two) boast of any ideological foundation for their ignoble scheme and are most certainly not planning for a moment, like a shakhid, to die themselves. Having used their bomb, they have every intention to go on flourishing and, in addition, leading the country, having foisted on the nation their feeble «concepts» and their perception of expediency, which has nothing in common either with the law, or with the interests of Ukraine.
If Ben Laden had been a more adequate figure, not so hell-bent on his specific understanding of the value of human blood and just a little more initiated into the specific functioning of the American democratic system, it is possible that Al Kaida would have inflicted his strikes not on the entirely innocent twin towers, but on the American courts, or more likely on their archives where court cases in their primary sources – the most important source of the Anglo-Saxon precedent-based legal system – which constitute the oil and fuel for the efficient operation of the State mechanism of the United States, are held. Our home-grown «bombers» have chosen for themselves a target which is equal in value given Ukraine’s adherence to a different legal system, that target being the Constitution. The bomb is referred to as «the political reform», or in its coded form, the Law of Ukraine «On amendments to the Constitution of Ukraine», №2222-ІV from 08.12.04.

I deliberately refrain from calling this law a «constitutional reform» since there is as little in it which is constitutional, as there is anything of a reforming nature. One is rather looking at deformation. Constitutional deformation and constitutional sabotage. The word «political» is by far the best suited word both from the legal point of view and in terms of the ideological potential of the document, arising from an under-the-carpet fusion of primitive political expediency (in the understanding of certain individuals, and with the qualification that any political expediency is primitive, in contrast to State or public expediency), and political opportunities provided by the people to ultimately irresponsible people who in the vast majority of cases come nowhere near deserving this honour.
The «political reform» has neither morality, nor any idea of the law.
Its immorality is, in my opinion, vividly illustrated by three episodes:
Firstly, Mr O.O. Moroz
, apparently honest and supposedly incorruptible, in a situation of life or death as far as Ukraine’s prospects for the future were concerned, persistently, with a dogged determination worthy of the best professional at Besarabka Market, bargains with Yushchenko, making his (Moroz’s) joining of the coalition contingent upon a deal over the «reform».
Secondly, «the foremen of the reform» pushed it through during a period of revolutionary events, in a shameful «package», together with an electoral law. Nor are they in the slightest bothered by such «trivial» details as that in no shape or form did one hear slogans of «The reform, the reform!» from the Orange Maidan
 (nor for that matter from the squares of the canonical territory of the camp of their opponents). Or that (do note!), they are making contingent, «on condition» the creation for the people of the law for exercising the sacred right of choice.
Thirdly, those worthy individuals, who had earlier slammed the «reform» with their last (or at least, almost last) breath, and had written, gathered, and amassed in safes their petitions to the Constitutional Court, softly-softly, through the vegetable gardens, past the orchard, tip-toeing directly through the bog, have now found their way into the ranks of its (the «reform’s») supporters. Oh, that sweet word «power»! Well what can you say? It is, after all, «human, all too human». Indeed. Only that does not excuse the presence of a Deputy’s mandate and the authority to carry out legislative functions.
The «political reform» is based on no ideas, since the affirmed amendments to the Constitution are extremely controversial, not capable of bringing anything except an extremely dangerous disarray in the functioning of the State mechanism, denigrating the «people’s chosen representatives» to the level of «hand-raisers» programmed by the leaders of factions (and through them, by the above-mentioned moneyed players, who may even prove not to be only home-grown) and finally turning the Verkhovna Rada into some kind of limited company, or perhaps into a clan and party-based club according to group economic interests.
A lot has been said about the internal threats posed by Law №2222-IV, so I will only concentrate in the following on certain key points.
Firstly. The imperative mandate and possibility for depriving a Deputy of his or her powers in cases where the person is not a part of the relevant faction, or is expelled from it, leaves no scope for a considered and independent decision-making process, is hardly in keeping with the will of the voters and gives absolute value to the administrative resource of the leaders of factions (consequently raising their personal «price» in the eyes of potential «sponsors»).

Secondly, confrontation caused by different views of the initiators of the nomination, of the economic bloc of the government and of those who are appointed on the initiative of the President (the Minister of Defence, the Minister of Internal Affairs, the Head of the Security Services) is probable.
Thirdly, there are mines planted in the norm which introduces additional grounds allowing the President to suspend the powers of the Verkhovna Rada, specifically:
– The inability of the Verkhovna Rada to form «a coalition of Deputies’ factions» (read – majority. Welcome back, majority, idée fixe of Leonid Danylovych (i.e. Kuchma), you’re with us again).
– If within 60 days of the resignation or dismissal of the Cabinet, a new government with named members has not been formed. The lack of a majority may be a reflection of the actual will of the people. So, the people did not want, when electing its parliament, to make it capable of creating this majority – then so be it, this is their sovereign will and dissolution of parliament by the President in such a situation will run into conflict with the vector of the people’s expression of will.
The provisions about not approving the Cabinet of Ministers are absolutely staggering in their peremptory simplicity. What will prevent someone putting forward obviously unacceptable candidates (suggesting me, for example) specifically in order to have the legislative body disbanded? With direct intent or just with a conscious assumption that such a variant is conceivable? An analogous and equally depressing conclusion is clearly required for the norm about the right of the President to suspend acts of the Cabinet of Ministers, while at the same time making a petition to the Constitutional Court. In fact, in accordance with the present, as yet not distorted by Moroz and his mates, Constitution, the President has the right to revoke acts of the government (Point 16 of Article 106). However, I’m sorry but a situation when the Head of the State takes the responsibility on him or herself to revoke a decision of the Cabinet of Minister, and a situation when the Guarantor of the Constitution washes his or her hands, placing the responsibility onto the Constitutional Court (which could, by the way, according to national tradition, continue its consideration until the Second Coming), are most clearly entirely different.
The «political reform» lacks something even more fundamental – the Law.
At a formal, legal level it is illegitimate for at very least the following reasons:

а) It was adopted «in a package», altogether, as a kind of garnish to the electoral law. This when there is not even a mention of «package voting» to be found in the Constitution, in the Regulations of the Verkhovna Rada or anywhere else, and when, in accordance with Article 19 of the Constitution of Ukraine «Bodies of state power … and their officials are obliged to act only on the grounds, within the limits of authority, and in the manner envisaged by the Constitution and the laws of Ukraine». As any student of a law faculty will tell you, the Verkhovna Rada of Ukraine is precisely a body of legislative power (Article 75 of the Constitution), and Mr Lytvyn, who is personally involved in pushing forward the «reform», is its official.
б) It was adopted without the legally requisite second review by the Constitutional Court of Ukraine, since the Draft Law No. 4180, already considered by the Constitutional Court, had changed into a law, undergoing «along the way» radical mutations.
At the level of adherence to the principle of the Rule of Law and to the sovereignty of the people – this is a flagrant infringement of both.
In accordance with Article 103 of the Constitution, the President of Ukraine is elected by citizens for a period of 5 years, with the powers of the President being set out in Article 106 of the Main Law (the Constitution). It should be noted that in Point 2 of Article 1 of the Law of Ukraine «On the Presidential Elections», it is also stated that the President is elected for the period set down in the Constitution. The only possible conclusion from this is unambiguous from both a legal and a political point of view: by electing a President of Ukraine, the people give this person for a period of five years the range of powers set down in the Constitution current and in force at the moment when the will of the people was expressed. This expression of their will began with the first round of the elections, although in general, the beginning of the «period of suspension» of any changes in the powers of the President should be taken from the beginning of the election campaign, since it is then that the process of choosing begins for citizens). Any other understanding, even if one sets aside formal jurisprudence, has quite simply nothing in common with democratic principles.
Accordingly, the State Deputies who voted for the «political reform» had absolutely no right to interfere in such a manner with the choice by the people, in accordance with constitutional norms, of their Head of State. Such interference runs directly counter to the principle of the sovereignty of the people. Furthermore, Law No. №2222-IV, by effectively suspending before the end of the term a part of the powers of the President is in contravention of Article 108 of the Constitution which, in setting out only the possibility of termination prior to the end of the term of all Presidential powers (as the full range), envisages nothing remotely similar. It is only possible to discuss a change in the powers of the President with regard to a new term of office of the next Head of State. This is likewise true, in fact, with regard to a change in the powers of the legislative body.
Here I would like to turn to opponents from the former «white and blue» camp with a call not to interpret my categorical rejection of the «reform» as being a banal attempt to hold tight to the status quo for «the Orange» side. On the contrary, just imagine, my fellow citizens, that at the next Presidential elections, your candidate wins honestly. You, quite naturally, will be delighted. But what if in the morning you discover that in the middle of the night there was a sitting of parliament which adopted amendments to the Constitution (which had half an hour earlier been reviewed by the Constitutional Court), according to which the powers of your chosen candidate became pure fiction and from now on his or her sole right (and indeed duty) was to open the car door for «our» Speaker of the Verkhovna Rada. You like the idea? I personally don’t. In fact, I emphatically don’t. I’m ready to go out on Maidan, on to the barricades. I mean it.
For the supporters of the «political reform», I have some bad news – the unconstitutional nature of your mutant favourite has already been confirmed by the Constitutional Court. Are you surprised? You shouldn’t be. Please take a look at the rather old by now decision of the Constitutional Court of Ukraine No. 3-rp/2000 from 27.03.2000: «the current Constitution does not envisage the possibility of holding an All-Ukrainian referendum to vote on a declaration of no confidence in the Verkhovna Rada, or in any other constitutional State executive body as potential grounds for early suspension of their powers. Therefore any motion put forward at an All-Ukrainian referendum on a vote of no confidence in the Verkhovna Rada, given the lack of such a possibility being allowed for in the Main Law of Ukraine, would be a violation of the constitutional principle of the exercise by State executive bodies of their powers within the framework provided for by the Constitution of Ukraine, as well as of the principles of a law-governed state which Ukraine has proclaimed».
For anyone who does not see the connection, I will explain: the powers of parliament (the Verkhovna Rada) cannot be suspended early (in the opinion of the Constitutional Court – not even by referendum!), since there is no such possibility envisaged in the Constitution. Is the analogy clear? The powers of the President may not be partially suspended prior to the end of the term of office, because there is no such possibility allowed for in the Constitution. Therefore, if the Constitutional Court does want to be a court protecting the interests of the Constitution, and not some kind of weather-cock, then white cannot be declared black or vice versa. Knockout.
I am not surprised at the expected procrastination by State deps worried about the «political reform» over the process of forming a full quota of members of the Constitutional Court
.
However, let them then not be surprised by certain things. The first of these being that the possibility of lodging a petition with the Constitutional Court remains at any time, and that includes after the apparent formal coming into force of the amendments to the Constitution. And about the other – in time, so that they don’t relax too soon.
And the other side of the coin «For the taking of the Constitution», I would assert that the adoption by State Deputies of the «political reform» is nothing less than a usurping of State power. Who gave THIS session of the Verkhovna Rada, THESE State Deputies, some of whom, incidentally, show in their behaviour more in common with the permanent patients of at least neuropathologists, such extended powers? The people? No way! The people gave them those powers with which they, unfortunately, elected them. To repeat: the Constitution does not allow for the possibility of extending the powers of the legislative body at the expense of the powers of the President, with regard to whom the people already demonstrated their elective decision. For the next make-up of Parliament and for the next President, there is no problem. For themselves not, since otherwise the principle of representative power – the delegation of power – is violated and we de facto acknowledge the right of any State body to «self-regulate». What that could mean in practice is quite clear.
For reference, I would cite a recent decision of the Constitutional Court of Ukraine, No. 6-rp/2005 from 05.10.2005: «The provision of Part four of Article 5 of the Constitution «No one shall usurp State power» should be understood as prohibiting the seizure of State power through violent means, or in any unconstitutional or illegal manner by State executive bodies or bodies of local self-government, their officials, citizens or their associations».
I would stress – in any «unconstitutional or illegal manner». And if anyone deems the arguments presented here to be academic, then I will return them to practical arguments. One would mention the «package», or rather the lack of such in either the Constitution or legislation. I would ask you to note another point in the same decision of the Constitutional Court: «The guarantee that any usurping of State power will not be permitted is, in particular, given in the principles, enshrined in the Constitution of Ukraine, of the division of power into legislative, executive and judicial (Part one of Article 6) and the provisions in accordance with which State executive bodies or bodies of local self-government and their officials are obliged to act are obliged to act only on the grounds, within the limits of authority, and in the manner envisaged by the Constitution and the laws of Ukraine. (Part two of Article 19)».
Thus, and this was clear even without the decision of the Constitutional Court, any moves of a State body which deviate from the Constitution and the law are a revolt, a usurping of power, since such power is not vested in them by the people who are the bearers of sovereignty. And there is no other source of power (for all that this could possibly be the discovery of a lifetime for the majority of State Deps and those behind them).
Another important point should be mentioned. In attempting to hide their «political reform»-cloaked shame behind, if not a fig leave, then some kind of ersatz argument, its apologists claim that if the package voting was illegal, then this means that the electoral law was illegal, and that therefore Presidential Yushchenko’s election is not legitimate. Idiocy and deception!
In the first place, the Constitution, using the words of the Constitutional Court, does not envisage the possibility of suspending the powers of the President in a situation where a law in accordance with which he or she was elected is declared unconstitutional or revoked. There isn’t. Not at all. End of the discussion.
Secondly, and I apologise for the language, but even the Deputies’ slight of hand with voting cards, when the fulfilment of the imperative obligation of the State with regard to providing the people with the opportunity to exercise their sacred right of choice was made contingent on the passing of the «political reform», was, to put it mildly, a phenomenon so far from the law, that the people have all grounds for not allowing these pitiful voting machines near the legislative process for cannon fire. And already the attempt to deny the people’s choice will give citizens all justification in «getting up and leaving», reminding the authors of such an idea of their place, and the State that it is, after all, «answerable» (Article 3 of the Constitution).
There is more. I am a citizen. A voter. A tax payer. And don’t talk to me about «political agreements», «deals», and «compromises between political forces». I want to know nothing of all that. I did not sign any agreements and did not make any deals. I simply have rights which I will not give up without a fight. My barricades are the Constitution. Each time anybody attempts to take these rights away, they will have to take the barricade by storm. And we’ll see who wins, since there are a lot of us.
Therefore I am making an appeal.

I am appealing to the State Deputies who voted for the «political reform», who did not lodge the appropriate petition with the Constitutional Court: if tomorrow the «reform» comes into force, then the day after tomorrow, do not be surprised if the tax department «rips into shreds» your business without any legal justification. Do not be surprised if you yourselves are seized by police officers right in parliament. And don’t be surprised, finally, if you get beaten up on the street. Because it was you who beat up the Law and lawfulness in Ukraine.
I turn to normal, that is, uncorrupted by a Deputy’s mandate, readers: just imagine, if you found that the alphabet book that you had bought for your child proved to have been written in the most foul language. In exactly this way, instead of our Constitution, the very foundation of a healthy law-based system, we are getting some pseudo-legal trash foisted upon us, which has about as much relation to the Law as the filthy abuse of a drunken down-and-out has to teaching our children their native language. Remember the names of those politicians who speak out in favour of the «political reform», remember the names of the parties and factions which are supporting this dishonourable matter – and (my personal advice would be) don’t vote for them again, not even, as Stephen King put it in his «Dead zone», for a team to catch rabid dogs. For even that work requires a sense of responsibility and observance of rules, which they have proved totally incapable of showing.
I turn to my lawyer colleagues. Let us not be money-orientated hacks, ladies and gentlemen! Do you really feel no moral discomfort, while busying yourselves apparently with law in a country where an attempt is being made to destroy the first seeds of the Law? Do you not have any sense that you’re being conned when you are told about legislation, the law-making process, the application of the law by those who have the same relation to the Law as an executioner has to his victim? And, incidentally, have you not got tired of earning money not by pure intellectual labours, refined, sharp-witted thoughts and words, but rather by expressing yourself diplomatically and acting as a go-between in the redistribution? No feeling of shame? Not before your children, or when you face yourself in the mirror? This will go on for ever if you allow them to replace as the foundation of our legal system a powerful and high-quality constitutional basis with a product of banal «carving up» which is impoverished both in form and in substance. What kind of legal consciousness, what kind of law and order, even as a middle prospect, will we be looking at in Ukraine? So, maybe we join the barricades?
And I turn also to the court – in accordance with Article 55 of the Constitution of Ukraine. Something tells me that I will not be alone. And even if we do not succeed, we will not be ashamed, and we will make the «political reformers», as well as the State itself, aware that they need to take the self-defence of the people into account.
Long live Constitutional reform – democratic and legal in its essence, impeccable in its insistence on public debate and procedural norms.
And may the «political reform» rot!

Printed from Maidan. http://maidan.org.ua/static/mai/1130741120.html




















































































� Detective inquiry («diznannya») is used for operational activities at the stage where the law enfor�cement officers are still determining whether a crime has taken place and if so, who is responsible. Criminal investigation («slidstvo») is used when a particular person has been charged and the case for the prosecution is being prepared.


� In all excerpts from «Idealist» cited here, a term for Jewish people is used which is nowadays generally considered to be offensive and avoided in both Ukrainian and Russian (translator’s note). 


� The newspaper’s title could be more closely translated as «Village news», but given it’s print run of almost half a million daily, this was avoided as being associated with something small and related to a specific village. (translator’s note) 


� «Temnyki» were directives to media representatives under the Kuchma regime concerning the position to be taken in relation to particular people and issues, how and / or whether they should be given coverage. (translator’s note)


� «Nevertheless», a kind of political analysis program run by Dzhangirov and Korchynsky, was dubbed by many ‘Five Minutes of Hatred’, recalling in this George Orwell’s ‘1984’ (translator’s note)


� We transliterate this word since the translation «authority» is understood in contemporary slang to suggest a range of expertise and connections in the criminal world (translator’s note)


� Max Besheny is in fact one of the nicknames used in Russian criminal circles about Maxim Kurochkin, about whom there is more later in the article. The word «besheny» means «mad, out of control, or rabid, about an animal. Luzhniky in this case refers to a market in Dnipropetrovsk. (translator’s note)


� Gleb Pavlovsky is a Russian controversial political technologist / PR man, who acted as consultant to the pro-regime candidate, Yanukovych, during the pre-election campaign. (translator’s note)


� «Nasha Ukraina» [«Our Ukraine»] is the bloc which supported Viktor Yushchenko (translator’s note)


� ECHR, Thoma v. Luxembourg, Final Judgment 29 June 2001


� Here and later in this section, excerpts from normative acts are cited from the computerized legal system «League: Law"


� Прослушивание телефонных разговоров в международном праве и законодательстве одиннадцати европейских стран. / Tapping of telephone conversations in international law and in the legislation of eleven European countries, Kharkiv: Folio, 1999, p. 152.


� Козьяков І.М. Судовий контроль за отриманням інформації приватного характеру //Вісник Верховного Суду України, №4, 2003. / Kozyakov, I.M. Court control over the obtaining of private information, «Visnyk of the Supreme Court of Ukraine, No. 4, 2003, pp. 54-56


� Сервецький І.В. Науково-практичний коментар Закону України «Про оперативно-розшукову діяльність». – Київ, Парламентське видавництво, 2000. / Servetsky, I.V. Theoretical and practical commentary to the Law of Ukraine «On investigative operations». Kyiv, Parliament Publishing House, 2000, pp. 183-184.


� These figures and the following statistical data are provided according on the basis of the issues: «Visnyk Verkhovnoho Sudu Ukrainy» 2003, №3, 2003, and №4, pp..36-41. 


� This «reform» was part of a package of amendments to laws passed on 8 December 2004. The package also included electoral changes considered vital to counter the vote rigging that had totally invalidated the results of the second round of voting in the Presidential elections. The constitutional «reforms» were pushed by V. Medvedchuk, Presidential Administration Chief of Staff under Kuchma, O. Moroz, Leader of the Socialists and P. Symonenko, leader of the Communist faction. 





� Prepared by KHPG’s constitutional expert, V. Rechytsky


� The Central Rada, social-democrat in leanings, came to power in February 1917. Besieged by opponents from all sides, it first sought to cooperate with the Bolsheviks, then, having declared the Ukrainian National (or Popular) Republic in January 1918, looked for support to oust the Bolsheviks from Imperial Germany. The general chaos in government and in the country led to a serious drop in popularity. (translator’s note) 


� Oleksandr Moroz, leader of the Socialist Party, won more than 5 % of the votes in the first round of Presidential elections in 2004, then called on his supporters to vote for Yushchenko. (translator’s note)


� Maidan means «square», and refers to Independence Square in Kyiv and all the others throughout Ukraine where people stood for days, standing up for their choice of President (translator’s note)


� The judges of the Constitutional Court are appointed for a period of nine years which cannot be extended. Since the Constitution was adopted 9 years ago, there are presently a lot of vacancies, one third of which are to be voted into office by the Verkhovna Rada. (translator’s note).
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